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ABSTRACT

Since the inception of GPS, satellite navigation has been a widely used means
of navigation for both military and civilian users on the ground and in the air. GPS
is capable of providing highly accurate positioning and timing information to users
around the globe. However, for certain applications, providing high-accuracy position
estimates is not sufficient. Because satellites are susceptible to faults, the safety, or
integrity, of the position estimates is also of concern, especially in civilian aviation
where safety is critical. As such, receiver autonomous integrity monitoring (RAIM)
can be used in order to detect and potentially exclude these faults and guarantee
the safety of the position estimate. RAIM has been capable of supporting horizontal
aircraft navigation using GPS for decades and has proven to be a useful tool. Now,
as more global navigation satellite systems (GNSS) become available, the potential
for advanced RAIM (ARAIM) to support vertical guidance for aircraft using multiple

constellations has become an area of great interest.

In this work, the ARAIM methodology is discussed, and the procedure is
outlined, including protection level calculation, fault detection, and exclusion. The
procedure is then implemented in a real-time ARAIM prototype. While GPS and
Galileo aim to provide worldwide coverage for vertical guidance by 2020 when Galileo
is fully operational, ARAIM performance can be examined at present using the cur-
rent full-strength GPS and GLONASS constellations. This prototype performs posi-
tion estimation and ARAIM using measurements from the current GPS, GLONASS,
and partial Galileo constellations. ARAIM results in a variety of different GNSS sce-
narios are examined. Furthermore, this work investigates two methods of improving
the computational efficiency of the ARAIM algorithm: satellite selection and fault

mode grouping.

1X



CHAPTER 1
INTRODUCTION

1.1 GNSS Architecture

The global navigation satellite system (GNSS) architecture is made up of three
main components, the control segment, the space segment, and the user segment. The
control segment consists of master stations, data upload stations, and monitor sta-
tions. Master stations maintain and adjust satellite orbits when necessary. Data
upload stations are responsible for transmitting signals to the satellites containing
information regarding their clocks, orbits, and the orbits of all other satellites. Mon-
itor stations are responsible for monitoring the health statuses and performance of

the satellites in view, and are thus distributed widely over the coverage area of the

GNSS.

The space segment consists of all the satellites in the constellation and their
payloads, including precise atomic clocks. The satellites are responsible for broad-
casting signals to the user segment that can be used for positioning, navigation, and
timing (PNT). These signals contain information that identifies the satellite, tells the
user where the satellite is (the ephemeris), tells the user its range to the satellite, and
gives the user a rough estimate of where other satellites in the constellation are (the

almanac).

The user segment consists of both civilian and military users, equipped with
GNSS receivers, that receive signals broadcast by the satellites and use them for PNT.

The GNSS architecture is shown in Figure 1.1.
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Figure 1.1. GNSS Architecture.

1.2 Current GNSS

1.2.1 GPS. The Global Positioning System (GPS) was conceived by the United
States Department of Defense in the early 1970s and is currently maintained by
the Air Force Space Command. It is the longest standing and most widely used
GNSS, providing global coverage since 1995 [1]. Currently, GPS consists of 24 to 32
satellites in medium Earth orbit (MEO) distributed among six orbital planes at 55
degree inclination. The GPS constellation repeats every sidereal day, meaning that
every sidereal day, the same satellites appear in the same locations in the sky to the

stationary user.

All GPS satellites broadcast signals on two or more frequencies. On each sig-
nal, the carrier modulates a pseudo-random noise (PRN) code identifying the satellite
and a navigation message containing orbit and clock parameters. GPS provides two

levels of service, the standard positioning service (SPS) and the precise positioning



service (PPS). The SPS is provided by the GPS L1 signal, whose carrier frequency is
1575.42 MHz and lies in the protected aeronautical radio navigation systems (ARNS)
frequency band. The GPS L1 coarse acquisition (C/A) code is accessible by civilian
users. The PPS is provided by both the L1 and L2 (1227.60 MHz) signals and is
accessible only by military users. The precision codes modulated on the L1 and L2
carriers are called the P(Y) codes. Despite the fact that the L2 code is reserved for
military use, the L2 carrier is available for civilian use, and is often used in conjunc-
tion with the L1 C/A code for dual-frequency applications. While the L2 frequency
does not lie in the ARNS band, it can be used is a “stand in” signal for civilians
until the GPS L5 signal is fully established. That GPS satellites all broadcast on the
same carrier frequencies is made possible by code division multiple access (CDMA)
techniques, in which each GPS satellite has a unique PRN code that differentiates it

from all other satellites.

1.2.2 GLONASS. Development of the Global Navigation Satellite System (GLO-
NASS) began in the Soviet Union in the late 1970s. Its progress endured the disinte-
gration of the Soviet Union in 1991, as well as severe economic crises in the 1990s, to
become a top priority of modern-day Russia. It has been providing global coverage
since 2011 and is operated by the Russian Aerospace Defense Forces. It consists nom-
inally of at least 24 MEO satellites distributed among three orbital planes inclined
at 65 degrees in order to provide better coverage at higher latitudes. The GLONASS

constellation repeats every eight sidereal days.

GLONASS satellites are frequency division multiple access (FDMA), meaning
that they all modulate the same standard precision code on different carrier frequen-
cies, along with the navigation message, and thus are differentiated in this manner.

The GLONASS L1 carrier frequency for the satellite in slot n is given by

frin = frio +nAfr, (1.1)



where fr1 0 is the nominal L1 frequency of 1602 MHz, A fr, is the L1 frequency offset

of 562.5 kHz. Similarly, the L2 carrier frequency for satellite n is given by

fram = fr20 +nAfra, (1.2)

where fr20 is the nominal L2 frequency of 1246 MHz and A f, is the L2 frequency
offset of 437.5 kHz. The slot number indicates at which position, or slot, the satellite
is within the orbital plane. Antipodal satellites (i.e. satellites in opposite slots of the
same orbital plane) broadcast on the same carrier frequency since they cannot both

be visible to the same user.

Just as for GPS, the GLONASS L1 carrier modulates the C/A and encrypted
P(Y) codes, available to civilian and military users, respectively, and the L2 carrier
modulates the P(Y) code only. Again, however, civilian users may employ the L2
carrier for dual-frequency applications. The most modern GLONASS satellites, called
GLONASS-K, will also transmit CDMA signals in addition to the current FDMA

signals.

1.2.3 Galileo. Galileo was created by the European Union (EU) and is operated
by the European Space Agency (ESA). Crucially, it is the first GNSS exclusively
targeting civilian and commercial use, and it was motivated by the need for a GNSS
complementary to but independent from GPS [2]. The constellation repeats every
ten sidereal days. Currently, Galileo is not yet at full operational capability (FOC),
meaning it is not yet providing global coverage. Once FOC is reached, the constella-
tion will consist of 30 MEO satellites distributed among three orbital planes inclined

at 56 degrees.

All Galileo satellites are CDMA, just like GPS satellites, and broadcast on
multiple carrier frequencies. Galileo will provide a variety of different services, in-

cluding the open service (OS) and the commercial service (CS) [2] [3]. The OS is



provided by the freely accessible navigation message (F/NAV) on the Eba carrier and
the integrity navigation message (I/NAV) on the E1 and E5b carriers. The I/NAV
message contains additional information regarding integrity. The CS is provided by
the encrypted commercial navigation message (C/NAV) modulated on the E6 carrier,
as well as the I/NAV message. The C/NAV message has not yet been fully specified.
Table 1.1 lists the Galileo signals, their frequencies, the navigation messages that
they modulate, and the services they provide. The GPS, GLONASS, and Galileo

constellations are shown in Figure 1.2.

Table 1.1. Galileo Signals.

Signal Carrier Frequency (MHz) Navigation Message Service

El 1575.42 I/NAV 08, CS
E5a 1176.45 F/NAV oS
E5h 1207.14 I/NAV 08, CS
E6 1278.75 C/NAV CS

Figure 1.2. GPS (left), Galileo (middle), and GLONASS (right) Constellations.



1.3 RAIM

Satellites are susceptible to faults, which may cause dangerously large posi-
tioning errors if left undetected. These faults may come from a variety of sources,
both onboard the satellite and from the ground segment. For certain applications,
namely aviation, such positioning errors may be intolerable and put the user in a
dangerous situation. Receiver autonomous integrity monitoring (RAIM) utilizes re-
dundant ranging measurements in order to detect and potentially exclude faults to
ensure the safety of the position estimate generated by the navigation system. Essen-
tially, RAIM detects faults by examining the consistency of the measurements used

in the position estimate; inconsistent measurements may be indicative of a fault.

Historically, RAIM has been used to support horizontal guidance for aircraft
during en route flight using GPS L1 only [4]. However, the number of GNSS has
been increasing with the full deployment of Russia’s GLONASS constellation, as
well as the strengthening of Europe’s Galileo constellation. This has piqued inter-
est in using advanced RAIM (ARAIM), which employs redundant, dual-frequency
measurements from multiple GNSS, to support vertical aircraft guidance. While ver-
tical guidance is currently only supported by satellite-based augmentation systems
(SBAS), ARAIM aims at achieving worldwide coverage for vertical guidance by 2020
using dual-constellation GPS and Galileo [5]. An important advantage of ARAIM
is that, as the name suggests, it is receiver autonomous. As such, ARAIM has the
potential to provide coverage to users that are outside SBAS coverage areas or in re-
mote locations where ground-based augmentation systems (GBAS) are not available.
Furthermore, the implementation of ARAIM requires almost no additional infrastruc-
ture; it relies solely on GNSS measurements, which are processed entirely at the user

receiver.



CHAPTER 2
GNSS POSITIONING

Real-time ARAIM begins with a position estimate. Position estimation relies
on the concept of trilateration, shown in Figure 2.1, in which the user receives signals
from three satellites and computes its location based on the measured range from

each satellite. However, because receivers are not usually equipped with precise clocks

<

S

Figure 2.1. Position Estimation by Trilateration.

that are synchronized with the satellite clocks, an additional satellite is required to
evaluate this receiver clock offset. When incorporating multiple GNSS into position
estimation, one satellite from each constellation must be used to evaluate the receiver
clock offset with respect the system time of that GNSS. Table 2.1 shows the minimum

required number of satellites for position estimation.



Table 2.1. Minimum Number of Satellites Required for Estimation.

Number of Constellations Minimum Number of Satellites

1 4
2 3+ 2
3 24+2+42

2.1 Code Measurements

The pseudorange is the receiver code measurement made by determining the

signal transit time. The pseudorange from the receiver to satellite 7 is given by
pi =1 + oty — cots; +cl,; +cT,; 4+ €44, (2.1)

where 7; is the true range, dt, is the receiver clock offset with respect to the GNSS
system time, dt,; is the satellite clock offset with respect to GNSS system time, /,; is
the ionospheric delay on the code, T, ; is the tropospheric delay on the code, €, ; is the
code measurement error, and c is the speed of light in a vacuum. Code measurements
are most commonly used in position estimation because they are unambiguous, mean-
ing that the receiver can explicitly determine the range to the satellite by measuring
the time elapsed between signal emission from the satellite and signal reception by

the receiver.
2.2 Carrier Phase Measurements

The carrier phase is the receiver measurement of the phase of the sinusoidal
carrier that modulates the code, and it can also be used for positioning. An advantage
of carrier phase measurements is that they are much more precise than code measure-

ments because their signal wavelength is much shorter. For example, the GPS PRN



code that is used to measure the pseudorange has a wavelength of about 300 meters,
while the GPS L1 carrier has a wavelength of only about 19 centimeters. However,
carrier phase measurements have the distinct disadvantage of being ambiguous; each
carrier phase measurement has an associated integer ambiguity, as the receiver is
only measuring the instantaneous phase of the incoming signal and cannot know how
many complete sinusoidal waves have accumulated since emission from the satellite.

The carrier phase measurement model is
/\ngz =r; + cot, — C(Stsﬂ' + CLW; + CT(M + MN; + Ep.i (22)

where I ; is the ionospheric advance on the carrier, A; is the carrier wavelength, and
N; is the integer cycle ambiguity. In certain applications, this ambiguity must be
resolved. However, the precise nature of the carrier phase measurement can often be
exploited when used in conjunction with the code phase measurements, without the
need to resolve the cycle ambiguity. The errors associated with the code and carrier

phase measurements are discussed next.
2.3 Measurement Errors

A crucial part of the ARAIM algorithm is accurately modeling the measure-
ment errors. These errors primarily consist of signal-in-space (SIS) errors, atmo-
spheric errors, and user errors. Both the accuracy and integrity of the position esti-

mate directly depend on the user’s ability to statistically model these errors.

SIS errors are dominated by satellite clock and ephemeris errors. In general,
they consist of any errors incurred on board the satellite, including errors due to signal
deformation, clock instabilities, and orbit deviations. In reality, the true SIS error
is generally not normally distributed, so it is overbounded by a normal distribution.
This overbound, shown in Figure 2.2, is called the user ranging accuracy (URA);

specifically, the URA is the standard deviation of the SIS error overbound, whose



10
square can be added to the variances of other errors. All GNSS satellites broadcast
a URA (or some variation of it) in the navigation message.

SIS Error

Figure 2.2. Signal-in-Space Error.

Atmospheric errors consist primarily of ionospheric and tropospheric errors.

These layers of the atmosphere are shown in Figure 2.3. The ionosphere is the largest

1000 km

Ionosphere

50 km

Figure 2.3. Ionosphere and Troposphere
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source of error on GNSS ranging signals, but because ARAIM relies on dual-frequency
measurements, the ionospheric error is eliminated explicitly, as will be discussed in the
next section. The tropospheric error, however, cannot be eliminated in this manner
because the troposphere is a non-dispersive medium; its effects do not depend on
signal frequency. Because of this, the tropospheric errors are generally modeled.
This work uses a simple model defined in [6] that requires only user location, time
of year, and satellite elevation to estimate the tropospheric delay based on average

meteorological parameters.

User errors consist of two main sources: receiver noise and multipath. These
are user-specific; they depend on the receiver hardware itself and the user’s environ-
ment. Multipath is a phenomenon in which the same signal reaches the receiver from

two or more paths by reflecting off of nearby surfaces, as shown in Figure 2.4. Al-

U

Direct Signal
Reflected

Signal

Figure 2.4. Multipath.

though the power of the reflected signal is generally less than the power of the direct

signal, the receiver sees the sum of both, resulting in a receiver-perceived ranging
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bias. Multipath is generally diminished in an airborne environment, where there are
fewer reflective surfaces in the immediate vicinity of the antenna, and its effects can
be somewhat mitigated using carrier smoothing, discussed later. However, neither
multipath nor receiver noise can be completely eliminated and thus must be modeled

accordingly.

Table 2.2 shows the approximate magnitudes of these errors in the raw code
and carrier phase measurements, before any steps are taken in their mitigation or

elimination.

Table 2.2. GNSS Measurement Error Sources.

Error Source Approximate Magnitude
Satellite Clock 2m
Satellite Ephemeris 2 m
Ionosphere 10 m
Troposphere 3 m
Multipath 1 m code / 1 cm carrier
Receiver Noise 0.5 m code / 2 mm carrier

2.4 Tonosphere-Free Measurements

The ionosphere is the largest contributor to overall GNSS ranging errors. Be-
cause it is a dispersive medium, it affects the code and the carrier in different ways;
specifically, it advances the carrier and delays the code by equal amounts [1]. This
amount is simply a function of the carrier frequency and the total electron content

(TEC), which quantifies the amount of electrons along the signal path. As such, the
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carrier advance and code delay are different for signals of different frequencies (the
GPS L1 and L2 signals, for example). Because of this, multiple signals broadcast
from the same satellite on different carrier frequencies can be utilized to eliminate the
first-order ionospheric effects explicitly. This is done by forming a linear combination
of the two measurements from each satellite. The ionosphere-free code measurement
is given by

[t 2 (2.3)

PIF = f 72 g PL1— f 2 72 g2 PL2,
L1~ JL2 L1~

and the ionosphere-free carrier phase measurement (in cycles) is given by

le L ¢L1 fLQ - ¢L2 (24>

Grr =
le L2 le L2

The carrier measurement can be more conveniently expressed in units of distance, as

2 2

Jia Jio
d A
IF = oL — 72—

L2\ , 2.5
le fL2 L2 ¢L2 ( )

where A1 and Az are the wavelengths of the L1 and L2 carriers, respectively, or
any other two signals used to form the ionosphere-free combination for that matter.
By using ionosphere-free measurements, the terms c/,; and cl,; may be eliminated
from equations 2.1 and 2.2, respectively. While the ionospheric effects are eliminated,
receiver noise is amplified in the ionosphere-free measurements [1]. Despite this, using

ionosphere-free measurements is almost always worth this amplification in noise.
2.5 Carrier Smoothing

As mentioned previously, the code is often used in positioning because it is
unambiguous. However, the code is highly susceptible to multipath because its chip
length is so long - about 300 meters for GPS. Thus, a low-pass filter, shown in
Figure 2.5, may be implemented to suppress the high-frequency code noise by incor-

porating carrier phase measurements, which are relatively smooth.

The carrier smoothed code utilizes current and past measurements in the form
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Figure 2.5. Carrier Smoothing Block Diagram.

of a recursive relationship, given in discrete form by

1 M—-1
pe=qPt P14+ (P — @41, (2.6)
where
-
M= —. 2.
5 (2.7)

Equation 2.6 is derived in Appendix A. Here, p is the smoothed code, ¢ is the time
epoch, 7 is the smoothing time constant, and dt is the sample time interval. In general,
the time constant is limited to about 100 seconds due to ionospheric divergence [6], but
when using ionosphere-free measurements, it is possible to smooth indefinitely (i.e.
T = 00). As the time constant becomes larger, more weight is placed on the smoothed
code from the previous epoch and the carrier phase difference, and less on the current
raw code measurement. Note that no cycle ambiguity resolution is necessary because
it is only the time difference in carrier measurements that is being used. As long as
the receiver maintains lock on the carrier, the integer ambiguity, although unknown,
does not change (unless a cycle slip occurs, which is not discussed here). If, however,
the receiver loses lock on a satellite, smoothing must be reinitialized because the

integer ambiguity will likely be different once lock is reacquired.
2.6 Satellite Orbit Computation

GPS and Galileo satellite clock corrections are both for the dual-frequency
user. In other words, the clock correction parameters broadcast in the navigation

message are in reference to ionosphere-free time, which is the (fictitious) time of signal
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emission of the ionosphere-free measurements. This means that the dual-frequency

user can apply the satellite clock corrections

s 2ey/pAsinE
2

6ts = afro + 751 (tse - toc) + ago (tse - toc) c

(2.8)

defined in [7] and [3] directly to the ionosphere-free measurements themselves. Here,
tse is the time of signal emission of the ionosphere-free signal and the last term in the
equation is the relativistic correction term. The orbital eccentricity e, semi-major axis
A, and the clock parameters ao, asi, ags, and t,. are all contained in the navigation
message. Table 2.3 lists the ephemeris and clock parameters contained in the GPS
and Galileo navigation messages. Because the clock correction parameters contained
in the GPS navigation message are for L1/L2 users, L1/L5 users must take additional
steps to correct for the satellite clock bias when using L1/L5 service. Galileo pro-
vides multiple dual-frequency services, including E1/Eba and E1/E5b provided by
the F/NAV and I/NAV messages, respectively. As such, the clock correction parame-
ters contained in these navigation messages describe the ionosphere-free E1/Eb5a and

ionosphere-free E1/E5b signals, respectively.

Orbit computation for GPS and Galileo is performed following the procedures
outlined in the IS-GPS-200 [7] and the Galileo Interface Control Document (ICD)
3], respectively. GPS satellite locations are computed in the WGS-84 frame, which
is an Earth-centered, Earth-fixed (ECEF) frame, and Galileo satellite locations are
computed in the Galileo Terrestrial Reference Frame (GTRF), which is also an ECEF
frame and is coincident with WGS-84. As such, no transformation needs to be made
between GTRF and WGS-84 in order to perform position estimation using GPS and
Galileo.

GLONASS provides different parameters in the navigation message than GPS
or Galileo both for orbit computation and satellite clock correction, as shown in

Table 2.4. The GLONASS navigation message contains clock correction parameters
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Table 2.3. GPS and Galileo Clock and Ephemeris Parameters.

Field Description
toe Reference time of ephemeris
M, Mean anomaly at ¢,
An Mean motion difference
e Orbital eccentricity
VA Square root of semi-major axis
Qo Longitude of ascending node
10 Inclination angle at ¢,
w Argument of perigee
Q Rate of change of right ascension
i Rate of change of inclination angle
Cues Cus, Chre, Crg, Ciey Cig Harmonic corrections
toc Clock correction data reference time
afo, Qf1, Gf2 Satellite clock correction coeflicients

for both the L1 and the L2 measurements, referenced to the times of L1 and L2 signal
emission, respectively. The crucial implication of this is that the satellite clock biases
must be accounted for in the raw L1 and L2 measurements before combining them

to form an ionosphere-free combination. The satellite clock biases for the L1 and L2

measurements are

6ts,L1 = =T+ (tse,Ll - toe) (29)
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Table 2.4. GLONASS Clock and Ephemeris Parameters.

Field Description
toe Reference time of ephemeris
o, Yo, 20 Initial satellite locations in PZ-90 at t,.
o, Yo, 20 Initial satellite velocities in PZ-90 at ¢,.
Trs, ULs, 2L Initial lunisolar accelerations in PZ-90 at ¢,.
T Satellite clock offset with respect to GLONASS system time at ¢,
AT Difference between L1 and L2 signal emission times
vy Relative deviation of carrier frequency at t,.
and
Otsro = —T 4+ ¥ (tse.r1 — toe) + AT, (2.10)

respectively [8], where t, 1 is the time of signal emission of the L1 signal, 7 is the
satellite clock offset with respect to GLONASS system time at the reference time of
ephemeris t,., v is the relative deviation of the carrier frequency from the nominal
frequency at the time of ephemeris, and A7 is the time difference between the L1 and

L2 signals. The carrier frequency deviation is given by

_ f_fnom

- (2.11)

f)/

in [9], where f is the predicted carrier frequency at the time of ephemeris and f,om
is the nominal carrier frequency, given in equations 1.1 and 1.2. The time difference

between the L1 and L2 signals is given by

AT = tLQ — tLl (212)
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in [9], where t7; and ¢ are the hardware delays on the L1 and L2 signals, respectively,

sustained aboard the satellite.

GLONASS satellite positions are computed by propagating a set of initial
positions, velocities, and accelerations from the reference time of ephemeris to the
desired epoch within the ephemeris interval via numerical integration. This procedure
is outlined in Appendix B following the GLONASS ICD [9]. GLONASS satellite
locations are calculated in the PZ-90 frame, which is an ECEF frame but is not
coincident with WGS-84. Thus, the GLONASS satellite coordinates in PZ-90 must
be transformed into coordinates in the WGS-84 frame in order to use both GPS
and GLONASS measurements in position estimation. The transformations between

various realizations of PZ-90 and WGS-84 can be found in [10].
2.7 Position Estimation

For GPS and Galileo measurements, the ionosphere-free pseudoranges are
formed from the L1 and L2 pseudoranges according to equation 2.3. Then, for each
satellite, the satellite clock bias, given in equation 2.8, is computed at the time of

ionosphere-free signal emission, which is given by

P (2.13)
C

where t is the epoch at which a position estimate is desired and p;p is the carrier-
smoothed, ionosphere-free pseudorange with the tropospheric corrections applied.
The satellite clock bias is accounted for in the pseudorange as shown in equation 2.1.
Now, the tropospheric delay, ionospheric delay, and satellite clock bias have been

accounted for in the pseudorange, leaving only the receiver clock bias remaining.

For GLONASS, the satellite clock biases are computed at the times of L1
and L2 signal emission (calculated via equation 2.13 by replacing p;p with pr; or

prL2, as appropriate) according to equations 2.9 and 2.10. The satellite clock biases
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are applied to the pseudoranges as shown in equation 2.1, and then the ionosphere-
free combination is formed according to equation 2.3. Again, the tropospheric delay,
ionospheric delay, and satellite clock bias have been eliminated from the pseudorange

equation.

Now, the pseudorange measurement equation is
PIF; = Ti + COly + V4 (2.14)

for all satellites i. The error term v; consists of normally distributed clock and

ephemeris errors, residual tropospheric error, and multipath and receiver noise.

Next, the satellite locations are computed at the times of ionosphere-free signal
emission as discussed previously. These locations are most conveniently expressed in
an Earth-centered, Earth-fixed (ECEF) frame, and it is customary to use the WGS-
84 frame. Because the Earth rotates about its axis during the signals’ transit times,
the Earth must be rotated to its orientation at the times of signal emission. For each
satellite, the Earth rotates by

PIF; — COty
c

radians during the signal transit time, where wg is the rotation rate of Earth, in
radians per second, and dt, is the receiver time offset with respect to the the GNSS
system time of satellite 7. Thus, at the time of signal emission, the location of satellite
1 1s _ -

cos€2; sin€; O
& = —sin€); cos€); 0 §i (2.16)

0 0 1

in the WGS-84 frame, where g] is a column vector of the x, y, and z components of
the location of satellite ¢ in the W(GS-84 frame before the Earth rotation has been

taken into account.
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Now that the satellite locations and pseudoranges have been computed for
n GPS satellites, m GLONASS satellites, and [ Galileo satellites, the measurement

model is constructed as

z =Gz +v, (2.17)

where

T
pPGPs1 — €gpsi§Gps

T
PGPS — €GpsnSGPSn
T
PGLO,1 — €GLo,1fGLo,1
2= : (2.18)
T
PGLOm — €GLOmEGLO.m

T
PGAL1 — €Gar18GALL

T
PGALL — €GALSGAL
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is the measurement vector,

_@(T;Ps,1 100

_egPS,n L 00
—earoq 0 10
G = : Do (2.19)
—egrom 0 10

is the observation/geometry matrix, and

v = (2.20)

Otu.cps
Otu.cro

OtuGAL

is the solution, consisting of three position coordinates z, y, and z, and a receiver

clock offset for each GNSS. The noise term
v~ N(0,C) (2.21)

represents the zero mean, normally distributed random errors due to clock and
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ephemeris errors, tropospheric error, multipath, and receiver noise with covariance

C, which will be discussed quantitatively later.

In practice, the solution  can be found iteratively using least-squares estima-
tion. Generally, a good initial guess is not necessary, but it is straightforward to use
the final estimate from the previous time epoch as the initial guess for the current

estimate. The unit line-of-sight vectors to each satellite are computed as

gi - iprev

== (2.22)
I xprevH

€;

where Zp¢, is a column vector of the position components of the estimate from the

previous iteration. The least-squares solution is
i = (GTWG) T GTwWz, (2.23)

where W = C~! weights each measurement by its variance. The pseudo-inverse is
defined as
S = (G"WaG) " "W, (2.24)

and will be used later. The solution % is used as the initial guess &, in the next
iteration at the current epoch, and this iteration is continued until the difference
between the position components of & and Z,,, is sufficiently small. The difference
between the receiver clock offsets at each iteration can be ignored because these
are only nuisance parameters, and because the measurement model is linear in Jt,,.
Because the satellite locations have been expressed in the WGS-84 frame, the position
solution is also expressed in WGS-84 coordinates. The user may then convert these

coordinates into the more intuitive latitude, longitude, altitude (LLA) frame.
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CHAPTER 3
METHODOLOGY

3.1 Multiple Hypothesis Solution Separation

The real-time ARAIM procedure begins with a position estimate, computes
protection levels, which quantify the integrity of the position solution, and performs
fault detection and exclusion (FDE) at each GNSS measurement epoch. This proce-

dure is summarized by the flow chart in Figure 3.1. This work employs a particu-

Compute position estimate using all satellites in view

!

Compute protection levels

Requirements
satisfied?

Perform fault detection |«
2 Yes . :
Fault detected? > Attempt exclusion
v
No
. Yes Exclusion
X successful?
A\ 4
Continue operation Abort operation N

Figure 3.1. Real-Time ARAIM Implementation Flow Chart.

lar type of ARAIM called multiple hypothesis solution separation (MHSS) ARAIM.

Essentially, MHSS ARAIM hypothesizes faults on different subsets of satellites, or
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modes. For each mode, test statistics are compared to corresponding detection thresh-
olds in order to detect whether or not the faults that were hypothesized are actually
present in the system. The way these test statistics and detection thresholds are
computed will be discussed later. In Figure 3.2, the fault being monitored is a fault
on the second satellite, as indicated by the white signal. This is an example of one

of the many fault modes that the MHSS ARAIM algorithm monitors.

Figure 3.2. MHSS Concept.

3.2 Continuity Risk

Continuity is the ability of a system to perform its intended operation without
unscheduled interruption. These interruptions happen when a false alarm occurs and
cannot be excluded and when a fault is detected and cannot be excluded. While
the detection function cannot differentiate between false alarm and true detection,
it is useful in recovering continuity after a fault has been detected, whether it be
a true fault or a false alarm. However, frequent detections without the exclusion
function pose a continuity threat, and frequent detections with the exclusion function
mean that it is constantly called upon, which degrades integrity due to the possibility

of excluding the wrong satellite(s). Therefore, the continuity risk is limited by the
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continuity risk requirement, as

Creq = Prane + Prpne, (3.1)

where Ppang is the probability of false alarm, no exclusion (FANE) and Prpyg is

the probability of fault detection, no exculsion (FDNE) [11]. The FANE term is given

by
Ppang =P U lge| > T N ﬂ U \Ge.;| > Tt ’Ho Py, (3.2)
k=1 e=1 ];1
j#e

and the FDNE term is given by

n n ne [ n
PFDNE:ZP U|Qk| >Tkﬂﬂ U|Qe,j| > T, ‘Hk Py, . (3.3)

k=1 k=1 e=1 | j=1

J#e
In the above equations, k£ indexes the monitored fault mode, e indexes the mode that
is attempting to be excluded, j indexes the second layer monitored mode (i.e. those
remaining modes that must be monitored after omitting a mode in an attempt to
exclude it), g, and T}, are the first layer detection test statistics and detection thresh-
olds for mode £k, respectively, g, ; and T, ; are the second layer detection test statistics
and exclusion thresholds for mode j after attempting to exclude mode e, respectively,
and Hy and Hj indicate the fault-free mode and fault mode k, respectively. The
n ne

symbol U reads as “for any k£ from 1 to n,” the symbol ﬂ reads as “for all e from
1 to ne,ﬁ:;nd N indicates the intersection. Thus, the FAeleE and FDNE terms are
the probability that a fault is detected (i.e. |gx| > T%) and cannot be excluded since,

for all exclusion options e, at least one second layer test statistic exceeds its exclu-

Ne n
sion threshold (i.e. ﬂ U |@e.;| > Tej | ), under fault-free conditions H, and faulted
e=1 | j=1
JFe
conditions Hy, respectively.

First, the FANE term can be bounded by ignoring knowledge of any second
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layer detection, as

P U|C]k| >Tkmﬂ U|Qe,j|>Te,j ‘Ho Pp, <
k=1 =1\ 2!
JFE€

P (U gk > T
k=1

This is a tight upper bound because the probability of second layer detection after

H0> Py,. (3.4)

attempting to exclude a false alarm is large. Now, the continuity risk due to FANE

is simply
PFANE < P(|ql‘ > T1 U ‘QQl > TQ U...u ‘Qn‘ > Tn’HO) PHoa (35)

which is the probability of any test statistic exceeding its threshold under fault-free
conditions. Here, U indicates the union. This false alarm bound can be visualized
using a parity space representation, which is useful because the various fault modes
can be represented as lines in the space, and a fault as a vector in the space. Here, a
simple example will be presented according to [12] in which a single state z is to be

estimated using three measurements according to the linear model
z=Hx+ f+v, (3.6)

where z is the 3 X 1 measurement vector, H is the observation matrix given by

H = [1 1 1]T7 (3.7)

f is the 3 x 1 fault vector, and v ~ N (0,7) is the measurement noise. The parity
space, or left null space, of the matrix H consists of all vectors y such that y? H = 0,
and is of dimension n —m, where n is the number of measurements and m is the
number of states to be estimated. For this example, parity space is two-dimensional,
which is convenient for graphical representation. Figure 3.3 shows the three fault
modes corresponding to each measurement, as well as an arbitrary fault vector pro-

jected into parity space, called the parity vector, denoted as p. It has been shown in
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Figure 3.3. Parity Space Representation.

[12] that the solution separation test statistics g are simply the projections of the
parity vector onto the fault mode lines wuy. If the parity vector lies inside the hexagon,
no fault is detected because no test statistic exceeds its threshold. Conversely, the
detection region is the area outside the hexagon, which corresponds to the continuity
risk due to FANE in equation 3.5 under fault-free conditions. Not shown in Figure 3.3
are the lines of constant probability density, which, under fault-free conditions Hy, are
circles centered around the origin of the parity vector. The probability of the parity

vector lying outside the hexagon under H is equal to the continuity risk requirement.

However, the expression in equation 3.5 is very difficult to evaluate in practice
because it would require integration over an n-dimensional joint probability density

function since the test statistics are correlated. Therefore, the continuity risk due to
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FANE is further upper-bounded by

3

Prang < P (|qx| > Tx|Ho) Py - (3-8)
=1

Essentially, this upper bound indicates that the continuity risk due to FANE for
each mode is only due to the test statistic exceeding the detection threshold for
that mode. This formulation allows the total FANE contribution to be allocated
among the modes, as the upper bound implies the mutual independence of the test
statistics, and thus it can be determined analytically. Because the test statistics
are not mutually independent in reality, this is a conservative upper bound. This
conservatism is demonstrated in Figure 3.4 using a parity space representation for the

linear model in equation 3.6. Again, the no detection region is the white hexagon.

Figure 3.4. Continuity Risk Upper Bound in Parity Space.

The stripes labelled N D, are perpendicular to their respective fault mode lines wuy
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and indicate regions in which the test statistic ¢ is less than the threshold T} for
that particular mode. If the parity vector lies in any of the light gray triangles on
the edge of the no detection region, the continuity risk is counted once since only one
test statistic exceeds its threshold. However, if the parity vector lies in the medium
gray areas, the continuity risk is counted twice because two test statistics exceed
their thresholds. Furthermore, if the parity vector lies in the dark gray areas, the
continuity risk is counted three times because all three test statistics exceed their
thresholds. In general, if there are n measurements, there may be regions in which
the continuity risk due to FANE is counted n times. This over-counting is why
equation 3.8 represents a conservative upper bound. It is important to note that this
bound may still be considered a tight bound because the probability of the parity
vector lying in any of the over-counted regions under fault-free conditions is small, as
indicated by the circles of constant probability density in Figure 3.4. The contours
are labelled as — log,, pdf(p), where pdf(p) is the probability density function of the
(bivariate) parity vector [12]. However, as the number of monitored modes increases,

this bound becomes looser; this will be discussed later.

The conservative nature of equation 3.8 may also be represented in a more
intuitive manner using a simple example. Consider events A and B. The probability

of either A or B occurring is given by
P(AUB)=P(A)+P(B)—P(ANB). (3.9)

If A and B are independent, then P (AN B) = 0. However, if they are not indepen-
dent, then P (AN B) # 0. The right side of equation 3.5 is analogous to P (AU B),
where A and B signify events in which one of the test statistics exceeds its threshold.
The right side of equation 3.8, which is the upper bound on the continuity risk due
to FANE, corresponds to P (A) + P (B). It is clear that

P(A)+ P(B)>P(AUB), (3.10)
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and therefore

N Plal > TolHo) = Pl > Ty Ulgel > To U Ulga| > TulHy). (3.11)
k=1

With the bound shown in equation 3.8 applied, the detection thresholds T} can be
set individually to limit the continuity risk due to FANE from each of the monitored

fault modes, as shown in Figure 3.5. The test statistic is plotted on the z-axis, and

False
Alarm

T, q
Figure 3.5. Continuity Risk due to FANE for Mode k.

the estimation error is plotted on the y-axis. It has been shown in [12] that the

estimation error and the test statistic are independent.

The FDNE contribution from equation 3.3 is bounded next. First, knowledge

of first layer detection is omitted, as

ZP U|%|>Tkﬂﬁ U|Qe,j|>Te,j ‘Hk Py,
k=1

k=1 e=1 |\ j=1
i
<> P | Ulgesl > 7o, ’Hk Py,. (3.12)
k=1 e=1 |\ j=1

j#e
This may be considered a tight bound because the probability of detecting a fault
when one is present is nearly one. The right side of this equation is then the sum over
all modes of the probability that any second layer test statistic exceeds its exclusion

threshold for every exclusion attempt. This may be further upper bounded by only
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considering the case in which the faulted mode is the one attempting to be excluded

(correct exclusion, i.e. e = k), as

Ne

ZP ﬂ U’CJe,j|>Te,j ‘Hk PHkSZP U‘Qk,j|>Tk7j
P

e=1 | j=1 k=1 j=1
J#e J#k

Hy | Py, (3.13)

First, note that now the second layer test statistics are fault-free, since the faulted
mode is omitted, and are thus described by the distribution Hy. However, this prob-
ability is still conditioned on the fact that the fault occurred in the first place, and
thus is multiplied by Pp,. This bound is indeed conservative because knowledge of
the second layer detection tests for the wrong exclusion cases has been ignored. It is
also a tight bound because, if the wrong mode is omitted in an attempt to exclude
it, there is a high probability that any of the second layer test statistics exceed its
exclusion threshold, as the fault is still present. The right side of equation 3.13 can
also be written as

PFDNE‘ < ZP(|Qk,1| > Tk,l U |Qk,2| > Tk’Q U...u |qk,n| > Tk,anO) PHk (314)
k=1

This can be upper bounded in exactly the same way as equation 3.5 was (recall

equation 3.9):

n
ZP(|%,1| > T Ulgre| > Tio U Ulgrn| > Tin|Ho) Py, <
k=1

n n
> Plgrsl > TiojlHo) Pa,- (3.15)

k=1 j=1

i#k
Again, this bound implies the mutual independence of the second layer modes (even
though they are not independent in reality), and thus enables the FDNE contribution
to be distributed among them. In summary, the continuity risk due to FANE and

FDNE is upper bounded as

Creg < P(|lgx| > Tl Ho) Pr, + ZZP(!%H > Ti,;|Ho) Ph- (3.16)
k=1 k=1 :;;]1C
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The first term on the right side of this equation will be used to set the detection
thresholds, and the second term will be used to set the exclusion thresholds. This

will be discussed later.
3.3 Integrity Risk

Integrity risk is defined as the probability of an undetected system error or
fault causing hazardously misleading information (HMI), which may manifest itself
as a large positioning error. Integrity risk arises from many sources, including HMI
under fault-free conditions, HMI due to missed fault detection, HMI due to fault
detection and correct exclusion, and HMI due to fault detection and wrong exclusion.

The integrity risk of a system that performs both detection and exclusion is

PHMI = ZP (|60| > LN (m |qk| < Tk) ‘Hk> PHk+
k=0 k=1

ZEZP le.| > LN ﬂlyqe,jy<Tm H(H\qk\>Tk)‘Hj Py, (3.17)
i -

e=1 j=0
ie

per [11]. In this equation, L denotes an as yet undefined limit on the estimation
error; it will be discussed later. Note that the first term, which is the integrity
risk from the detection function, includes the integrity risk from the fault-free mode
k =0. Likewise, the second term, which is the integrity risk from the exclusion
function, includes the integrity risk associated with correct exclusion. Just as with the

continuity risk, both terms in the integrity risk equation will be addressed individually.

First, the integrity risk due to the detection function is upper bounded. It can
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be split into two terms, the fault-free term and the sum of the faulted terms, as
ZP <|€0| > LN (ﬂ \qk| < Tk> 'Hk) PHk =
k=0 k=1
P <’€0| > LN (ﬂ |qk| < Tk) ‘H()) PH0+

k=1
ZP <|€0| > LN <m |qk| < Tk> ’Hk> PHk (318)
k=1 k=1

The fault-free term can then be bounded by ignoring knowledge of the test statistics,

as

P (150\ > LN (ﬂ x| < Tk) ‘H(J) Py, < P (|eo| > L|Hy) Py, (3.19)

k=1
This is a tight bound because, as shown in Figure 3.4, the probability of the parity

vector lying in the white hexagon, meaning that no fault is detected, under Hj is

large. Next, the faulted terms can be upper bounded as

k=1

k=1

> P(leol > LN g < Ti|Hy) Pr,.. (3.20)

k=1

Essentially, this ignores knowledge of all other test statistics except for the one specif-
ically designated to monitor a fault on mode k [12]. The conservatism of this bound
can also be demonstrated using a parity space representation, shown in Figure 3.6.
Recall that the test statistics are the projections of the parity vector onto the fault
mode lines. In general, if a fault is present on a particular mode, the resulting parity
vector will lie close to that fault mode line. While the true no detection region is the
interior of the white hexagon, the no detection region for mode k in equation 3.20 is
the gray stripe labelled N Dy, (including the white hexagon). This may be considered
a tight bound as well because the probability of the parity vector lying in the gray
regions when a fault is present on mode k is very small, as the parity vector will

generally be close to the fault mode line. Thus, the integrity risk of the detection
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Figure 3.6. Integrity Risk Upper Bound in Parity Space.

function is upper bounded as

> (1ol > 2 (Yol <72 ) <
k=0 k=1

P (leo| > L|Ho) Py, + > P(|g0] > L0 |q| < Tkl Hy) P, (3.21)
k=1

The second term on the right side of this equation, which corresponds to missed
detection (MD), can be visualized using a fault mode plot, shown in Figure 3.7. This
plot is similar to Figure 3.5, but now the covariance under fault mode k is of interest.
The diagonal line is the fault mode line; as the fault magnitude varies, the center of
the covariance ellipse is shifted along this line. With the detection thresholds set to
limit the FANE contribution to the continuity risk for each mode, the integrity risk

can be determined using those very thresholds (this will be shown later).

Now, consider the integrity risk of the exclusion function, given by the second
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Missed *
Detection

Tk dy

Figure 3.7. Fault Mode Plot.

term on the right side of equation 3.17. It can first be bounded by

IN

e=1 j=0

ZZP leel > LN ﬂ]q6]|<Te] H<H|qk|>Tk>‘Hj Py,
J#e B

ZZP le.| > LN ﬂ|qej|<TeJ ‘Hj Py, (3.22)

e=1 j=0
Jsﬁe

by ignoring the knowledge of the first layer detection tests. Essentially, this bound
ignores the knowledge that a fault was detected in the first place. This is a tight
upper bound because, if a fault is present, the probability of detecting it is close to

one. This can then be split into the correct exclusion (j = e) and wrong exclusion
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(j # e) terms as

Eé}:f’|@|>lmw f]mm|<7g-‘ﬁj Py, =

e=1 j=0 J=
J#e

3
®

n
Plleel > L [ (el < Toy ‘Ho P+
e=1 j=1
Jj#e
P |led > L0 [ () ges] < Tey ‘Hj Py, | . (3.23)
j=0 j=1
je jte

The first term on the right side of the above equation can be upper bounded as

e=1

Ne n Ne
P |led > L0 | () gesl < Tey ‘HO Py, <Y P(lec| > L|Ho) Py,. (3.24)
e=1 j=1
JFe
Notice that, if the fault is correctly excluded, the estimate using the remaining satel-
lites is fault-free, and thus its distribution is described by H,. This is a tight bound
because, if there is a fault on mode e and it is attempting to be excluded, the prob-
ability of no second layer detection after omission of mode e is close to one. Just as
was done for the missed detection terms, the wrong exclusion terms for each exclusion
option e can be bounded by ignoring knowledge of all exclusion test statistics except

for the one specifically designated to monitor a fault on second layer mode j, yielding

H; | Py, <

n n
ZP lee] > LN ﬂ 1@e.;| < Te;j
=0 j=1
j#e j#e
P (lec| > L|Ho) Py + > P(|ge| > LN |ge| < T j|Hj) Pr,. (3.25)
=1
e
This is a tight bound in the same way it was for the integrity risk due to missed

detection (see equations 3.19 and 3.20). If the wrong mode is excluded, a fault will

still be present in the remaining satellites. Thus, the parity vector will still lie close
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to its corresponding fault mode line, and so its probability of landing in the detection
regions for all other fault modes is small (see Figure 3.6). The first term in the above
equation corresponds to “unnecessary” exclusion; no fault is present (P, ), but mode

e is excluded.

In summary, the total integrity risk of the detection and exclusion functions

is upper bounded as

Pryyr < P(|€0| > L|H0) PHO + ZP(’€0| > LN |qk| < Tk|Hk) PHk+
k=1

> | P(lec| > LIHo) Py, + P (|ee| > L|Ho) Py, +

e=1

n
> P(leel > LN |ges| < Toj|Hy) Pu, | (3.26)

j=1

j#e
The five terms in this equation correspond to HMI under fault-free conditions, HMI
due to missed detection, HMI after correct exclusion, HMI after unnecessary exclu-
sion, and HMI due to wrong exclusion. It should be noted that the estimate error
distributions after correct and unnecessary exclusion (the third and fourth terms on
the right side of the equation) are not the same as the estimate error distribution of
the first term, despite Hy describing each. This notation is only to demonstrate that
the distributions are fault-free; the distributions after correct or unnecessary exclu-

sion are fault-free after excluding mode e, whereas the distribution of the first term

is fault-free using all satellites in view.

It should also be noted that if the user is not implementing exclusion, the
integrity risk terms associated with the exclusion function may be omitted. This
highlights the tradeoff of the exclusion function; it trades integrity for continuity by

giving the user the ability to exclude a fault if one is detected.



38

CHAPTER 4
ARAIM ALGORITHM

4.1 Error Model

A crucial part of the ARAIM algorithm is accurately modeling measurement
errors. The measurement variances of each satellite are used to form covariance
matrices that are used in position estimation, protection level calculation, and FDE.
For the purposes of ARAIM, two covariance matrices are generated, one for accuracy
and continuity and one for integrity. For accuracy and continuity, the user range error

(URE) is used instead of the URA. In practice, the URE is defined to be

2

OURE = gUURAa (4-1)

in [13] and is a representation of the expected instantaneous SIS error standard de-
viation instead of the maximum SIS error standard deviation over the navigation
message interval. As a result, the pseudorange measurement error of satellite 7 for
accuracy and continuity is given by

2 2 2 2
Uacc,i - UURE,Z' + Uuser,i + UtTopo,i' (42)

Recall that the ionospheric effects have been eliminated and multipath has been mit-
igated by carrier smoothing. Appendix C contains a simple airborne error model
for GPS and Galileo that can be used to calculate the values for the user and tro-
pospheric errors. Because no suitable ARAIM airborne error model for GLONASS
exists at the time of writing, GLONASS errors are modeled using the GPS error
model. For integrity purposes, the actual URA is used, as it is more conservative.
This conservatism is important when considering the safety of the ARAIM algorithm.
Thus, the pseudorange measurement error of satellite ¢ for integrity is given by

2 2 2 2
Uint,i - UURA,i + Uuser,i + Utropo,i' (43)
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The diagonal covariance matrices for accuracy and continuity and for integrity are

then _ )
Ugcc,l 0 0
0 Ugcc,Q T 0
Clce = (4.4)
0 0 Ogcc,n
and ) )
O-'L'Qm‘,l 0 0
0 e - 0
Cint — y (45)
0 O T Ui2nt,n

respectively, where n is the total number of satellites. In practice, the accuracy and
continuity covariance matrix may be used in position estimation in equation 2.23 (i.e.

w=0aC,!

(ZCC) :

4.2 Integrity Support Message

ARAIM relies heavily on knowledge of SIS reliability and performance in the
form of the integrity support message (ISM). It contains information regarding the
prior probabilities of satellite and constellation faults, nominal ranging biases, and
URA and URE multipliers. Table 4.1 lists the contents of the ISM [5]. Typical values
for the prior probabilities of satellite and constellation fault are shown in Table 4.2
for each GNSS [5]. These values are given as a probability per hour (this notation
will be suppressed for convenience). The probabilities of satellite and constellation
fault for GPS are based on the GPS definition of a fault, which is an instantaneous
ranging error of at least 4.42 times the broadcast URA while the navigation message

designates the satellite as healthy [14]. However, because neither GLONASS nor
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Table 4.1. ISM Contents.

Field Description

Piat i Prior probability of fault on satellite ¢
Ponst,j Prior probability of fault on constellation j
bnom,i Maximum nominal ranging bias for satellite ¢
QU RA,i URA multiplier for satellite ¢ for integrity

apre,; URA multiplier for satellite ¢ for accuracy and continuity

Table 4.2. Fault Probabilities for H-ARAIM and V-ARAIM.

H-ARAIM V-ARAIM

GPS GLO GAL GPS GLO GAL

Py /hr  107° 107> 107 107° 107° 10°°

Peons / hr 107% 107* 107* 107* 107* 107"

Galileo have made any assurances regarding SIS reliability, and because neither have
provided a rigorous definition of a fault, the values of the fault probabilities for these

two GNSS are target values that anticipate future performance.

One of the primary differences between H-ARAIM and V-ARAIM is the as-
sumption on the prior probability of GPS constellation fault. For H-ARAIM, it is
considered to be 1078, which, for all intents and purposes, is essentially zero. It can
be assumed small because existing RAIM, which uses GPS only, has safely considered
the probability of GPS constellation fault to be zero during its service history. Fur-

thermore, for H-ARAIM operations, HMI is only considered a major failure, whereas
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it is considered a hazardous failure for V-ARAIM operations, and thus the probability

of GPS constellation fault must be assumed 10~* [5] for safety.

It is interesting to note that the probability of constellation fault is larger than
the probability of satellite fault. This is because satellite faults and constellation
faults arise from different sources. Individual satellite faults are generally caused by
rare orbit and clock errors, while constellation faults are due to Earth orientation
parameter (EOP) faults. EOPs describe the motion and orientation of the Earth
beneath the constellation of satellites. It is known that the rotation rate of Earth is
not constant and that the Earth nutates about its axis of rotation. These factors can
cause constellation-wide faults when the control segment uploads satellite orbit and
clock information to the constellation without properly accounting for variations in

these EOPs.

The maximum nominal bias in the ISM is a conservative bound on the ranging
bias of the satellite; it describes the maximum absolute value of the mean of the
SIS error that can be expected under normal conditions. The URA describes the
standard deviation of the SIS error overbounding distribution, as discussed previously.
The parameters ayra and aygrgp are URA and URE multipliers for integrity and
accuracy, respectively. These multipliers are determined by the aircraft navigation
service provider (ANSP) and disseminated to users of that particular service. URAs,
which are used for integrity, may be inflated in situations where safety is critical
and any use of optimistic values could pose a safety risk. Conversely, UREs may
be deflated in situations in which confidence is high that actual SIS errors are much
less than those broadcast. For example, GPS SIS accuracies are typically below one
meter; however, the minimum broadcast URA is currently 2.4 meters [7]. Thus, UREs

may be deflated to increase operational availability.

It is important to note that the ISM is not currently available for ARAIM
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users, and thus current ARAIM performance analysis relies on potential ISM values
that reflect either conservative or anticipated GNSS performance. There are many
proposals as to how the ISM be disseminated to users [5]. These include a hard-coded
ISM within aviation receivers and an ISM disseminated by either existing ground
infrastructure or by the GNSS themselves. Furthermore, it is unknown which aviation
operations may require an updatable ISM, and which may only require a static ISM.
An updatable ISM may be updated infrequently in reality, but its capability to reflect

current GNSS performance and to incorporate new GNSS upon FOC may be crucial.
4.3 Protection Levels

Protection levels “protect” the user by quantifying how much confidence can
be placed in the position estimate generated by the navigation system. They are
set in order to satisfy the integrity risk requirement and form a cylinder around the
aircraft position estimate, as shown in Figure 4.1, where the horizontal protection
level (HPL) describes the radius of the cylinder and the vertical protection level

(VPL) describes the height. The probability that the actual user position is outside

HPL
4 A
VPL \ / —
| Estimation
W Error
Estimated Actual
Position Position

Figure 4.1. Physical Interpretation of Protection Levels.
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this cylinder (i.e. the estimation error exceeds the protection level) is no larger than
the integrity risk requirement. Essentially, protection levels tell the user whether or
not satellite geometry is strong enough to allow for the execution of the detection and
exclusion functions. Protection level computation involves determining which fault
modes must be monitored and computing the detection and exclusion thresholds for
those modes in order to satisfy the continuity risk requirement. These steps will be

explained next.

4.3.1 Monitored Fault Modes. The user determines which fault modes to mon-
itor based on the contents of the ISM, namely P,,; and P.,,s, and the unmonitored
probability requirement Pyj,..s. This requirement limits the probability of unmoni-

tored faults occurring, Pyjs, such that
PNM S Pthrem (46)

and must be smaller than the integrity risk requirement. In this work, a requirement
of Pipres = 8 x 1078 is used [5]. In order to satisfy the requirement by monitoring the
fewest number of modes, those with relatively large probabilities of occurrence are
monitored first, i.e. single-satellite and single-constellation fault modes. Figure 4.2
shows a typical fault mode matrix for H-ARAIM using two constellations, GPS and
Galileo, whose fault probabilities can be found in Table 4.2. A gray cell indicates

that the satellite is hypothesized to be faulted.

For H-ARAIM, monitoring single-fault modes is generally sufficient because
the probability of GPS constellation fault can be assumed to be very low (essentially
zero). In fact, the GPS constellation fault mode does not need to be monitored at all
for H-ARAIM; this is why GPS is the only constellation capable of supporting hori-
zontal guidance without the aid of other constellations. It is important to note that,
in order to monitor a mode, it must have a sufficient number of satellites hypothesized

to be fault-free in order to allow for position estimation using those fault-free satellites
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GPS Galileo
Mode

SV1|SV2|SV3|[SV4|SV5|SV1|SV2|SV3|SV4|SV5

Fault-Free

Single-SV Faults

Galileo
Constellation Fault

Figure 4.2. Fault Mode Matrix.

(see Table 2.1). For example, if there are eight GPS satellites and three Galileo satel-
lites in view, the GPS constellation fault mode cannot be monitored because three
Galileo satellites are not sufficient to compute a position estimate. Table 4.3 shows
the number of satellites required for detection for H-ARAIM. Here, the removal of any

one satellite, the entire GLONASS constellation, or the entire Galileo constellation
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Table 4.3. Number of Satellites Required for Detection for H-ARAIM.

Constellations Number of Satellites
GPS 5
GPS + GLO/GAL 4+ 2
GPS + GLO + GAL 3+2+4+2

still leaves enough satellites remaining in order to compute a position estimate.

The number of satellites required for detection is different for V-ARAIM be-
cause the probability of GPS constellation fault cannot be assumed small. Thus, the
GPS constellation fault mode must be monitored, and therefore more satellites are
required from other constellations. Table 4.4 shows the number of satellites required

for detection for V-ARAIM. Now, there must be sufficient redundancy to compute a

Table 4.4. Number of Satellites Required for Detection for V-ARAIM.

Number of Constellations Number of Satellites

2 4+ 4

3 3+3+2

position estimate after the removal of any one satellite or any one constellation. As
such, V-ARAIM always requires measurements from multiple constellations to allow
for the removal of any one of them. It is important to note that, because the proba-
bility of GPS constellation fault is large for V-ARAIM, the user may be required to
monitor multiple-fault modes, such as dual-satellite or satellite/constellation modes,

in order to satisfy the unmonitored probability requirement. In these cases, more
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satellites may be required in order to perform detection.

In any case, the associated fault mode probabilities Py, are calculated for each

mode k by

Nconst

((Psat,j)nF’j (1 — Psat,j>nsat’jinF’j (1 — Pconst,j)) (1 - f]) +

i=1

Pconst,jfj ) (47)

including the fault-free mode Hy, whose probability is very close to one. The total
number of satellites in constellation j is denoted as 74 j, and the number of satellites
hypothesized to be faulted in constellation j is denoted as np;. The value f; is equal
to one if constellation j is hypothesized to be faulted and zero if it is not. Note
that if a constellation is hypothesized to be faulted, any individual satellites within
that constellation are ignored (i.e. they are not assumed either faulted or fault-free).
In this equation, the assumption is made that the probabilities of satellite fault are
the same for all satellites within an individual constellation. It is also important to
note that the monitored modes are mutually exclusive, and thus the total monitored
probability must be less than one (since not all fault modes are monitored). This is

shown by

> Py, +Pyy =1, (4.8)
k=0

where n is the total number of monitored modes. If Py > Pipres, then more fault

modes (satellite/constellation modes, dual-satellite modes, etc.) must be monitored.

4.3.2 Detection Thresholds. The continuity requirement allocated to false alarm,
Prang, is used to compute the detection thresholds. Because the upper bound on the
continuity risk due to false alarm (the first term on the right side of equation 3.16)
implies the mutual independence of the different modes, the FANE budget is dis-

tributed among them. Thus, the detection threshold for mode k is set to limit the
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false alarm probability of that mode, as

Prang
PHOn '

P(|qi| > Ti|Ho) = (4.9)

Because we wish to calculate protection levels in each direction, there are three test
statistics and thresholds for each mode, one for each direction d. The FANE re-
quirement may then be distributed between the horizontal and vertical directions as
PranE hor a0d PranE vert, Tespectively. The thresholds for the horizontal directions,

d =1,2, are then defined as

_ PFANE hor
T, = L 228 mnor o5 4.10
kd = Q ( 1Ppn ) Oss,k,d (4.10)

and the thresholds for the vertical direction, d = 3, are defined as

_ PFANE vert
Tpg=Q 1 [ EANEwert ) s 411
kd = @ ( 2P, Oss,k,d ( )

where Q' (z) is the inverse of the Q-function, defined as

1 * o

which is the right tail probability of a normal distribution. In the above equations,
0ss.k,d denotes square root of the d-th diagonal element of the covariance matrix for the
difference between the all-in-view position solution and the subset position solution

corresponding to mode k, given by
Oss,k: = (Sk’ - SO) Cacc (Sk - SO)T . (413)

Recall the definition of S, which will subsequently be referred to as Sy to indicate the

all-in-view set of satellites, in equation 2.24. Sy is calculated as
Sy = (GTWLG) ' GTW, (4.14)

where W is the same as the weighting matrix W, but with the entries corresponding

to the satellite(s) hypothesized to be faulted in mode k set to zero. In practice, the
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fault-free probability Py, in the denominators of the arguments of the Q-functions in
equations 4.10 and 4.11 may be bounded by one for convenience. The factors of four
and two in the denominators of the arguments of the Q-functions divide Prang hor
into the four horizontal directions (North, South, East, and West) and Prang, vert
into the two vertical directions (up and down) because of the two-tailed probability

in equation 4.9.

4.3.3 Exclusion Thresholds. When implementing the exclusion function, the
user must account for the contribution of the exclusion function to the integrity risk,
and thus must compute exclusion thresholds for all possible exclusion options. It is
important to note that not all monitored fault modes may be excluded, because in
order to exclude, there must be sufficient redundancy in order to perform second layer
detection on the remaining satellites. Table 4.5 shows the required number of satellites

in order be able to implement the exclusion function for H-ARAIM. When using one

Table 4.5. Number of Satellites Required for Exclusion for H-ARAIM.

Constellations Number of Satellites
GPS 6
GPS + GLO/GAL 5+ 4
GPS + GLO + GAL 4+44+4

constellation, there must be sufficient GPS satellite redundancy to monitor all GPS
satellite faults after the exclusion of any one satellite. When using two constellations,
there must be sufficient GPS satellite redundancy that the exclusion of any GPS
satellite still enables the (necessary) monitoring of either the GLONASS or Galileo
constellation fault mode. There must also be sufficient GPS satellite redundancy that

the exclusion of the GLONASS or Galileo constellation still enables the monitoring
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of all GPS satellite fault modes. Finally, when using three constellations, having four
satellites from each is sufficient to allow the monitoring of the GLONASS or Galileo

constellation fault modes even after an entire constellation has been omitted.

For V-ARAIM, in which all constellations perform equally, the numbers of

required satellites for exclusion are listed in Table 4.6. It is important to note that,

Table 4.6. Number of Satellites Required for Exclusion for V-ARAIM.

Number of Constellations Number of Satellites

2 5+9

3 4+4+4

when using two constellations, satellite faults may be excluded, but neither con-
stellation may be excluded. This is because detection cannot be performed on the
remaining constellation once one is omitted, since there is now no constellation re-
dundancy. However, when using three full constellations, any one constellation may
be excluded because detection can be performed on the two remaining constellations,
as the omission of either one still leaves an entire constellation to evaluate a position

estimate.

The exclusion thresholds are set in much the same way as the detection thresh-
olds, only using the FDNE requirement Prpypg. Again, the user must account for
all possible exclusion options in order to properly characterize the integrity risk as-
sociated with the exclusion function. Recall the upper bound on the continuity risk
due to FDNE, the second term on the right side of equation 3.16. The exclusion

thresholds are set such that

HO) _ PFDNE

P(|ges| > Te; Pan(n—1)

(4.15)
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where n is the number of first layer detection modes, n — 1 is the number of second
layer detection modes, and e indexes the mode attempting to be excluded. Here, the
total FDNE requirement is evenly allocated among the second layer modes, since the
user must consider all possible exclusion options. Note that exclusion thresholds are
only computed for modes that can be excluded, because not all monitored modes k
are exclusion options e. For example, for dual-constellation V-ARAIM, both constel-
lation modes must be monitored, but neither may be excluded (for reasons discussed
previously); as such, both constellation fault modes are in k = 1,2, ..., n, but neither
is in e=1,2,...,n,, so exclusion thresholds cannot be computed for those modes.
However, the FDNE budget must still be allocated to those modes that cannot be
excluded because their occurrence (and detection) poses a continuity threat, hence

the n in the denominator of the right side of equation 4.15 and not n..

Again, because we wish to compute protection levels in each direction, the
FDNE requirement may be allocated to the horizontal and vertical directions as
PrnpE hor a0d PrpNE vert, Tespectively. Thus, the exclusion thresholds in direction d

for second layer mode j after attempting to exclude mode e are then calculated as

_ PrpNE hor
T.iqa= L QAL _LLLC U, P S 4.16
7.77d Q <4PHen (n _ 1) ag ) 7.]7d ( )
in the horizontal directions and
_ PFDNE vert
Teia= D —22mmvert 6501 4.17
Jhd Q <2PH€TL (n _ 1) a ,e,7,d ( )

in the vertical direction. In the above equations, oy, ;4 denotes square root of the
d-th diagonal element of the covariance matrix for the difference between the all-
in-view position solution after omission of mode e and the subset position solution

corresponding to mode j after omission of mode e, given by

Css,e,j = (Se,j - Se) CYacc (Se,j - Se)T7 (418)
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where S, can be determined from equation 4.14 and S, ; is calculated as
S.; = (GTW,,;G) " GTW.. (4.19)

Now, W, ; is the same as W, but with the entries corresponding to the satellite(s) in
mode e attempting to be excluded and the entries corresponding to the satellite(s)

hypothesized to be faulted in second layer mode j set to zero.

4.3.4 Protection Level Calculation. Recall that the total integrity risk is
upper-bounded by equation 3.26. Now, the arbitrary limit L has been replaced by
the protection level PL. Because the protection levels are set to guarantee that the
integrity risk requirement is met, Py, is replaced by the integrity risk requirement
I,¢q, from which the unmonitored probability is subtracted. Thus, the protection level

equation for detection and exclusion is

lieq — Pnar = P (leo| > PL|Ho) P, + ZP(|50| > PLO|qx| < Ty|Hy) P, +
k=1

> | P(lee| > PL|Ho) Py, + P (lec| > PL|Hy) P+

e=1

> " P(leel > PLN |gey| < T.|H;) Pa, |-
—
Je

(4.20)

Because determining the protection levels from this equation is difficult, it is upper

bounded as

PL —b - PL — b, — T,
[req_PNMSZQ (U—OO> +ZPHkQ (#)‘i‘
k=1

Ok
= PL — b, = PL—b.; —T.;
> |20 (U—) + ZPHJ-Q ( . ) (4.21)
e=1 7j=1 >
j#e

in which all terms are one-sided tail probabilities. Appendix D provides the derivation

of equation 4.21 from equation 4.20. As mentioned previously, three protection levels
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are calculated, one for each direction d, as

P PL PLy—bpg—T
[req,d <1 - INM) < QQ ( 4 ) + ZPHk ( d k,d k,d) i

req Ok,d
PL e, PL;— b, 1.
- |ao (L=t d) e |
o—1 Oe,d Oe,j,d
J#e

For the detection terms, the estimation error for each monitored mode (including the

fault-free mode) is described by
Ek,d ™~ N (bk,ch O-I?c,d) . (423)

Here, by q is the worst-case impact of the nominal ranging biases on the position

solution for mode k in direction d, calculated as

Nsat

IEDY

i=1

(Sk)a;| brom,i (4.24)

where b0 is the maximum nominal ranging bias for satellite ¢ (from the ISM) and
(Sk)q, is the d,i entry of the matrix Sy. Since S is a matrix that takes values from
the measurement domain and projects them into the position domain, this worst-case
bias is simply the projection of all nominal ranging biases into the position domain
in a way that adds all their impacts together. The variance a,id is the d-th diagonal
entry of the covariance matrix for the position estimate corresponding to mode k,
defined as

-1

Cy, = (G"WG) (4.25)

Recall that the detection thresholds T} 4 are calculated according to equations 4.10

and 4.11.

For the exclusion terms, the estimation errors are distributed as

Eejd ~ N (beja, agvjvd) , (4.26)

where b, j 4 is calculated as

Nsat

be,j,d - Z

i=1

(Se,j)d,i bnom,z‘ (427)
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2

- j.a is the d-th diagonal element of

and o
Coy = (GTW,G) 7" (4.28)

Recall that the exclusion thresholds T¢ ;4 are calculated according to equations 4.16

and 4.17.

Because equation 4.22 cannot be solved for PL, in closed form, Appendix E
presents an iterative procedure to do so. The HPL, which describes the radius of the

cylinder in Figure 4.1, is calculated as

HPL = \/HPL} + HPL}, (4.29)

which is the root-sum-square (RSS) of the HPLs in the East/West and North/South

directions.
4.4 Availability

ARAIM performance is quantified in terms of availability, which is the fraction
of time that the operational requirements are met. Aviation operations can be sepa-
rated into two main categories: those requiring horizontal guidance only (H-ARAIM)
and those requiring both horizontal and vertical guidance (V-ARAIM). H-ARAIM
operations are for phases of flight such as en route flight, terminal and departure
operations, and initial approach [11]. V-ARAIM operations are those that include

aircraft approach, for which vertical guidance is of utmost importance.

Different operations within the categories of H-ARAIM and V-ARAIM have
different operational requirements, which are often specified in terms of maximum
allowable protection levels, called alert limits (AL). Like the protection levels, the
alert limits form a cylinder around the aircraft, as shown in Figure 4.3. Recall that
the probability that the actual aircraft position is outside the protection levels is no

greater than the integrity risk requirement. H-ARAIM operations, like RNP 0.1 and
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Figure 4.3. Protection Levels and Alert Limits.

RNP 0.3 (RNP stands for required navigation performance), only specify a require-
ment on the horizontal protection levels. On the other hand, V-ARAIM operations,
such as LPV-200, which requires vertical guidance down to 200 feet altitude for air-
craft approach, specify requirements on both the horizontal and vertical protection
levels, as well as requirements on vertical accuracy and the effective monitor threshold
(EMT). The operational requirements for RNP 0.3, RNP 0.1 [5], and LPV-200 [15]
are listed in Table 4.7.

Table 4.7. RNP and LPV-200 Operational Requirements.

Operation HAL VAL  o0uerrreq EMT,¢

RNP 0.3 556 m - - -

RNP 0.1 185 m - - -

LPV-200 40m 35m 1.87m 15m
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The vertical accuracy of the position estimate is

Overt = / 03,37 (430)

where (3 3 is the third diagonal element of
C = SpClccSE. (4.31)

The EMT is simply
EMT = max Ty 3, (4.32)

k3| P, > Pear
which is the largest of the vertical detection thresholds for those modes whose prob-
ability of occurrence is larger than Pgp;r. In this work, a value of Pgyp = 107° is
used so as to only consider the thresholds for single-fault modes. For example, even
if a multiple-fault mode yields a very large threshold, it need not be considered be-
cause its probability of occurrence is so small. The EMT has also been considered
the largest of the vertical detection thresholds for modes that monitor a fault whose
individual fault probability (not the probability of mode occurrence, which accounts
for the fact that the other satellites are hypothesized to be fault-free) is larger than

Py = 1077 in [4], but the formulation in equation 4.32 accomplishes the same goal.

A requirement on the EMT is set in order to ease the workload on the pilot
during LPV-200 approach. Because the VAL allows for a vertical positioning error
of up to 35 meters, actual positioning errors of this magnitude do not cause a loss of
availability when regarding the VPL only. For instance, at 200 feet altitude, a vertical
positioning error of up to 35 meters is tolerable by the VAL, but consideration of only
the VPL means that the aircraft is considered safe if its true altitude is between 85
and 315 feet. In reality, positioning errors of this magnitude can greatly increase the
workload on the pilot. The EMT requirement limits the largest vertical detection
threshold to 15 meters; if any threshold is larger, then FDE is unavailable. This

means that if the difference between any subset position estimate and the all-in-view
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position estimate (i.e. the test statistic) is allowed to be larger than 15 meters without

a fault being detected, then availability is lost.

The alert limits for en route flight are relatively lenient because the navi-
gation system is only required to give a rough estimate of aircraft position in the
lateral direction; altitude is generally measured using other instruments. However,
the requirements for LPV-200 approach are strict because the navigation system must
provide vertical guidance down to a 200-foot decision height, at which the pilot must

either commit to landing or abort and circle around again.

If all requirements for an operation are met, then the FDE algorithm is de-
clared available, at which point the user may then proceed to perform FDE. If the
requirements are not met, then FDE is declared unavailable, at which point the user
must abort the operation. The availability criteria reinforce the need for an ISM
whose parameters accurately predict SIS performance and reliability. In a real-world
application, it is unsafe for an airborne navigation system to assume too optimistic an
ISM. The predicted integrity of the position estimates would then correspond to these
optimistic parameters and would not reflect the actual SIS reliability or performance,
thus yielding similarly optimistic protection levels. This may then lead the aircraft
into a dangerous situation in which the navigation system declares availability, while
in reality, satellite geometry and performance are insufficient. On the other hand,
using too conservative an ISM would be detrimental to availability. Determining and
validating appropriate ISM parameters is of the utmost importance to ARAIM, and

is the subject of ongoing research.
4.5 Fault Detection

If the operational requirements are met, then the user may proceed to fault

detection. Recall that the detection thresholds have already been computed according
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to the FANE requirement. For each of the monitored fault modes, three test statistics

are calculated, one for each direction. They are defined as

Qed = |To.d — Th.dl, (4.33)

which are simply the magnitudes of the differences between the all-in-view position
solution zy and the subset position solutions Z; in each direction; this is the solu-
tion separation aspect of the MHSS methodology. The test statistics may also be

conveniently represented as

ea =|((So)q — (Sk)q) 2|, (4.34)

where d indicates the d-th row of the matrices Sy and Si. Figure 4.4 shows these test
statistics in the position domain in a scenario in which there are five monitored modes,
each with a corresponding test statistic. This representation of the test statistics

makes the MHSS approach obvious. If one measurement is faulted, measurement

Figure 4.4. MHSS Test Statistics.

three for example, then the mode that omits that measurement is fault-free and thus
may yield a significantly different position solution than the modes employing the
faulted measurement (those inside the ellipse). The detection function aims to detect

these cases.
If, for all modes k£ and directions d,

Gk < T, (4.35)
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then no fault is detected. Otherwise, if any test statistic exceeds its threshold, a
fault is detected and exclusion may be attempted. If the exclusion function is not
implemented, then any fault detection results in a loss of continuity. As mentioned
previously, the exclusion function is useful in that it allows the user to regain conti-
nuity after a fault has been detected. It is crucial to note that the faulted mode is
not necessarily the one with the largest test statistic; that a test statistic exceeds its

corresponding threshold only indicates that a fault is detected.
4.6 Fault Exclusion

If a fault is detected, then exclusion may be attempted in order to prevent a
loss of continuity. The goal of exclusion is to exclude the detected fault and obtain
a fault-free subset of satellites that can be used to compute a fault-free position
estimate. In a real-time ARAIM application, exclusion can only increase continuity
by giving the user the ability to exclude a detected fault and continue the operation,
but at the cost of degrading integrity due to the possibility of wrong exclusion. If a
fault is detected and not excluded, the user knows that a fault is present and that the
position estimate generated by the navigation system cannot be trusted. However, if
a fault is detected and the wrong mode is excluded, the user will then be fooled into
trusting the position estimate after exclusion despite the fact that a fault remains

undetected among the satellites that the user believes to be fault-free.

The first step in exclusion is determining which fault mode to attempt to ex-

clude first. In practice, the user may decide to attempt to exclude the monitored
dk,d
—)

Oss,k,d
place to start, as single-satellite faults generally manifest themselves as large nor-

mode with the largest normalized test statistics (i.e. first. This is a good
malized test statistics for their respective modes. However, multiple-satellite faults
and constellation faults may not manifest themselves in this manner. Going back

to the parity space example, a parity vector corresponding to multiple simultaneous
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faults may not lie near a single-fault fault mode line, and thus will not necessarily
yield a test statistic that clearly indicates on which mode the fault is. In any case,
attempting to exclude the mode with the largest normalized test statistics first is

often reasonable.

Once a mode has been selected to attempt to exclude (this is called the exclu-
sion option), second layer detection is performed on the remaining subset of satellites
after the satellite(s) hypothesized to be faulted in the exclusion option is/are omitted.
As an example, recall the fault mode matrix shown in Figure 4.2 and suppose a fault
has been detected among the single-satellite and constellation fault modes monitored.
Also suppose that the largest normalized test statistics correspond to the mode that
is monitoring a fault on Galileo SV 2, in which case the user decides to attempt to
exclude Galileo SV 2. Therefore, Galileo SV 2 is omitted from the set of ten satellites,
and second layer detection is performed on on the remaining nine satellites, as shown

in Figure 4.5. Here, the black cells indicate that the satellite has been omitted.

It is important to note that a mode is only an exclusion option if second layer
detection is able to monitor the same fault modes after omission of the exclusion
option as before. Of course, second layer detection is not required to monitor the
mode that was omitted. If a constellation is omitted, second layer detection also does
not need to monitor the satellite fault modes within that constellation. As such, in
this H-ARAIM scenario, the Galileo constellation may be excluded, because second
layer detection is not required to monitor the GPS constellation fault mode (just as
first layer detection was not required to monitor it). However, if this were a V-ARAIM
scenario, neither constellation would be an exclusion option because omission of either
one would leave no constellation redundancy remaining, and thus neither remaining

constellation fault mode could be monitored.

The second layer test statistics are calculated in much the same manner as
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for detection. If mode e is attempting to be excluded, then the test statistics are

calculated as

Ge,j,d = |§je,0,d - j:e,j,d|7

(4.36)

where 2.4 indicates the all-in-view estimate after omission of mode e and Z. ;4

indicates the estimate after omission of mode e and second layer mode j. In this

example, T, q is calculated by omitting Galileo SV 2, and the subset solutions Z. ;4

are calculated by omitting the satellites(s) hypothesized to be faulted in second layer
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mode j, in addition to Galileo SV 2.

Just as before, if all

Ge,j,d S Te,j,d> (437)

for a particular exclusion option e, then no fault is detected after exclusion. In
this case, it may be concluded that the faulted mode is correctly excluded, and the
remaining satellites are fault-free. If, however, a fault is still detected, then the user
must attempt to exclude a different mode. This process continues until a fault-free
subset of satellites is found, in which case exclusion is successful, or until all exclusion
options are exhausted and no fault-free subset is found, in which case the fault cannot

be excluded and continuity is lost.

Recall from the methodology chapter that the exclusion function degrades in-
tegrity. It is worth a brief but important comment here that, in a real-time ARAIM
implementation, the incorporation of the exclusion function does not increase the
integrity risk in that it makes the navigation system less safe. Remember that pro-
tection levels are set to satisfy the integrity risk requirement, whether or not the
exclusion function is implemented. As such, the exclusion function affects integrity
by increasing protection levels, because they must account for all possible scenarios
(correct exclusion, unnecessary exclusion, and wrong exclusion) for each exclusion

option.
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CHAPTER 5
RESULTS

In this work, a MHSS ARAIM prototype was built using Matlab software. This
prototype consists of a custom Matlab interface with a NovAtel GNSS receiver and a
Matlab graphical user interface displaying availability and performance in real-time.
Essentially, the prototype executes the flow chart in Figure 3.1 in real-time. The
prototype employs dual-frequency, carrier-smoothed pseudoranges from GPS, GLO-
NASS, and Galileo. Preliminary, conservative performance of the baseline MHSS
algorithm is examined, but the results of this work are not meant to give any indica-
tion of either good or poor performance under current GNSS conditions, nor to indi-
cate future ARAIM capabilities. However, the results do give insight into important
aspects of multi-constellation ARAIM that can be exploited in future applications.
It should be noted that all protection levels presented reflect detection only. In all
simulations, the continuity and integrity budgets listed in Table 5.1 are used [5] [15].

Notice that the majority of both the continuity and integrity budgets are allocated

Table 5.1. Continuity and Integrity Budget Allocations for V-ARAIM and H-ARAIM.

V-ARAIM H-ARAIM
PraNE vert 3.9 x 107% / 15 sec 0
PraNE hor 9.0 x 107® / 15 sec 3.99 x 107% / hr
Lequert 9.8 x 107% / approach (150 sec) 0

Lreq.hor 2.0 x 107 / approach (150 sec) 1.0 x 1077 / hr

to the vertical directions for V-ARAIM; this is because the accuracy of the vertical
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component of the position estimate is generally the poorest, as satellite geometry is
weaker in the vertical direction than in the horizontal direction. Because the satellite
and constellation fault probabilities are specified per hour, the V-ARAIM budgets

must be converted to a per-hour basis.
5.1 GPS Versus GPS + GLONASS for H-ARAIM

As mentioned previously, GPS-only RAIM has supported horizontal guidance
for decades. Here, H-ARAIM performance is examined (recall that ARAIM uses dual-
frequency measurements, whereas RAIM is L1 only). Using the ISM parameters for
GPS and GLONASS listed in Table 5.2 [5], Figure 5.1 demonstrates the performance
improvement over a sample 24-hour period by adding the GLONASS constellation.
Note that the final two fields in Table 5.2 are URA and URE multipliers, respectively,
not the URAs and UREs themselves; the broadcast URAs (and corresponding URESs)

are used.

Table 5.2. Nominal ISM Parameters for H-ARAIM.

GPS GLO  GAL

Py 107 107°  107°
Ponse 107% 107*  107*
bnom 0.75m 0.75m 0.75m
QU RA 1 1 1

QURE 1 1 1

In this sample period, the average numbers of visible GPS and GLONASS

satellites are ten and six, respectively. Adding satellites improves geometry, and if
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Figure 5.1. H-ARAIM Performance using GPS Only Versus GPS + GLONASS.

the additional constellation has SIS performance comparable to GPS, as it does in

this case, then protection levels are improved.
5.2 H-ARAIM Versus V-ARAIM using GPS + GLONASS + Galileo

The two main differences between H-ARAIM and V-ARAIM, besides the oper-
ational requirements, are the continuity and integrity budget allocations and the prior
probability of GPS constellation fault. The nominal ISM parameters for V-ARAIM
are listed in Table 5.3. Because the GPS constellation fault probability must now
be considered large, V-ARAIM performance is poorer than H-ARAIM performance
when using multiple constellations. Figure 5.2 shows HPLs for H-ARAIM using the
ISM in Table 5.2, and Figure 5.3 shows HPLs, VPLs, EMTs, and o,,; for V-ARAIM
using the ISM in Table 5.3. Both simulations employ GPS, GLONASS, and Galileo.



Table 5.3. Nominal ISM Parameters for V-ARAIM.

Py 107°  107°  107°
Ponse 107*  107*  107*
bpom 0.75m 0.75m 0.75m
QU RA 1 1 1

QXURE 1 1 1

No. SVs
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Figure 5.2. H-ARAIM Performance using GPS + GLONASS + Galileo.
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Figure 5.3. V-ARAIM Performance using GPS + GLONASS + Galileo.

This degradation in performance can be attributed to the relatively high prob-

ability of GPS constellation fault for V-ARAIM. In essence, the GPS constellation

fault mode drives V-ARAIM performance. Just like all other modes, the GPS con-

stellation fault mode contributes to the overall integrity risk of the detection function.
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Its contribution to the detection terms in equation 4.21 is

PL—b — T
PHMI,GPS = PHGpsQ ( ars GPS) )

5.1
oGprs ( )
where the GPS subscripts on the right side of the equation indicate the GPS con-
stellation fault mode (i.e. k = GPS), and the GPS subscript on the left side of the

equation indicates the contribution of the GPS constellation fault mode to the overall

integrity risk. We will examine three parts of this term: T pg, ogps, and Py, .

Recall that the detection thresholds T;pg are set to limit the false alarm prob-
ability from the GPS constellation fault mode and are computed according to equa-
tions 4.10 and 4.11. The argument of the Q-function is the same as for all other fault
modes, since the FANE budget is evenly allocated among them. However, the vari-
ance of the difference between the all-in-view and subset position solutions, o gps,
may be very large for the GPS constellation fault mode since all GPS satellites are
omitted from subset position solution. This large variance means that the detection

thresholds for the GPS constellation fault mode are large.

Next, consider the covariance of the subset solution given in equation 4.25. For
the GPS constellation fault mode, this is the covariance of the position estimate using
GLONASS and Galileo only, since all GPS satellites are omitted from this mode. This
covariance may be very large, since omitting all GPS satellites means omitting mea-
surements with relatively good SIS performance and dramatically degrading satellite
geometry. Furthermore, both GLONASS and Galileo broadcast URAs are almost al-
ways larger than 2.4 meters, which is the most common GPS broadcast URA. Thus,
the accuracy of the position estimate using GLONASS and Galileo, ogpg, is generally

poor.

Finally, consider Py, .. For V-ARAIM, the GPS constellation fault mode has

a relatively high probability of occurrence. Because the integrity risk contribution of
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the GPS constellation fault mode is conditioned on its prior probability of occurrence,

it has a large impact on V-ARAIM performance.

The dominating nature of the GPS constellation fault mode also limits V-
ARAIM performance via the EMT. As mentioned above, the GPS constellation fault
mode produces large detection thresholds; the maximum vertical detection threshold,
which is the EMT, often corresponds to the GPS constellation fault mode and is often

larger than the requirement, as shown in Figure 5.3.

Finally, note the poor vertical positioning accuracy for V-ARAIM. In this
simulation, it is almost always larger than the vertical accuracy requirement. This
poor accuracy is due to the relatively large broadcast URAs. For GPS and Galileo
especially, broadcast URAs/SISAs (SISA - Galileo signal-in-space accuracy; analogous
to the URA) are very conservative, and thus using them has an adverse effect on
availability performance. It is anticipated that future ARAIM will be able to use URA
values of one meter; this will greatly improve the vertical accuracy of the position

estimate, as well as the protection levels themselves.

In order to emphasize the impact of the prior probability of GPS constellation
fault on performance, Figure 5.4 shows the degradation in performance for H-ARAIM
only. Here, the only difference between the two curves is the prior probability of
GPS constellation fault. In both cases, three constellations are used, and the entire
continuity and integrity budgets are allocated to the horizontal direction. Essentially,
this simulation compares performance between H-ARAIM with P,,,s.cps = 1078 and
H-ARAIM with P.nstaps = 10~ using the nominal parameters for the remaining
ISM contents. This is simply an exercise to show that the GPS constellation fault

mode drives performance; in practice, Peonst,aps = 10~* is not used for H-ARAIM.

This result clearly demonstrates that monitoring the GPS constellation fault
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Figure 5.4. Effect of Increasing P.,,st cps on H-ARAIM HPLs.

mode has a significant impact on protection levels. It is important to note that V-
ARAIM is only supported when there are at least two full constellations. This is
because, in order to satisfy the unmonitored probability requirement Pj,..s, the GPS
constellation fault mode must be monitored, and it can only be monitored if there
is another constellation with which to evaluate a position estimate. That the GPS
constellation fault mode drives performance is an important result of this analysis,
and will be used later on when considering methods of improving the computational

efficiency of the ARAIM algorithm.
5.3 V-ARAIM with Degraded GLONASS Performance

In the previous two sections, all GNSS were assumed to perform at a nominal
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level, with ISM parameters listed in Table 5.2 for H-ARAIM and Table 5.3 for V-
ARAIM. This, however, represents anticipated performance, especially for GLONASS
and Galileo, neither of whose integrities have yet been assured by a constellation ser-
vice provider (CSP). GPS performance is assured and specified in a publicly available
performance standard, the GPS Standard Positioning Service Performance Standard
(GPS SPS PS) [14], but neither GLONASS nor Galileo have such a standard as yet.
As a result, this work considers measures to more conservatively represent current

SIS performance; Table 5.4 lists these more conservative ISM parameters.

Table 5.4. Degraded ISM Parameters for V-ARAIM.

GPS GLO GAL

Pg 107°  107*  107°
Pins 107* 107 107*
bromm 0.75m 4.0m 0.75m
QURA 1 2.4 1

QURE 1 2.4 1

First, note that no degradation in Galileo SIS performance or reliability has
been implemented. This is because there has been no evidence suggesting nominal
biases are any larger than 0.75 meters [16]. Furthermore, just as with GPS, the Galileo
broadcast SISAs are very conservative bounds on the actual SIS error. Finally, despite
the fact that Galileo has experienced multiple fault events in its history, the nominal

fault probabilities are appropriate.

GLONASS performance, on the other hand, has been dramatically degraded.

It has been suggested in [17] that GLONASS nominal ranging biases may be much
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larger than the 0.75 meter value that conservatively bounds the GPS ranging bias.
As such, a nominal ranging bias of four meters is deemed suitable in this work based
on the results in [17]. Furthermore, GLONASS broadcast URAs are inflated by a
factor of 2.4. This is because GLONASS does not provide any assurances as to with
what probability the broadcast URA bounds the SIS error. On top of this, receiver
independent exchange (RINEX) navigation message files do not contain GLONASS
URAs, and thus the broadcast URAs cannot be validated using this resource, which is
made publicly available by the International GNSS Service (IGS). For these reasons,
the minimum GLONASS broadcast URA of one meter may be optimistic, and thus
URAs have been inflated such that they are never lower than the minimum GPS
broadcast URA of 2.4 meters. Finally, GLONASS has been highly susceptible to faults
over its service history [18]. As a result, a satellite fault probability of Pucro = 107
is used. Furthermore, it has been suggested that the constellation fault probability
may be as high as P.ons.qro = 107° [19]. However, ARAIM cannot be implemented
using Ponst.cLo = 1073 with only two full constellations because the probability of
both GPS and GLONASS constellations being faulted simultaneously is on the order
of 1077, which is larger than Py,.s. Because this fault mode cannot be monitored, the
unmonitored probability requirement cannot be satisfied. For this reason, P..nst.cro

is set at 10 out of necessity.

Figure 5.5 compares V-ARAIM performance using the nominal ISM param-
eters in Table 5.3 and the degraded ISM parameters in Table 5.4, both using GPS,
GLONASS, and Galileo. The results are predictable - VPLs, HPLs, EMTs, and ver-
tical accuracy are all degraded. Inflated URAs degrade the accuracies of the position
estimates for the monitored modes, oy, including the accuracy of the fault-free mode.
This causes protection levels to increase and vertical accuracy to decrease. EMTs
are also increased since the variance of the difference between the all-in-view position

solution oy and the subset position solution oy, is increased due to inflated URAs.
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Figure 5.5. Effect of Degrading GLONASS Performance and Reliability on V-ARAIM
Performance.

Again, the GPS constellation fault mode generally produces the largest detection
thresholds, and because GLONASS URAs are inflated, the position estimate for this
mode (which uses only GLONASS and Galileo measurements) has an even larger

covariance. Furthermore, the inflated nominal biases have an even greater impact
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on performance here than did the biases from the nominal ISM because they are so
large for GLONASS. Finally, increasing the prior probability of GLONASS satellite
fault increases protection levels because the integrity risk from each mode monitoring
GLONASS satellite faults is conditioned on the prior probability of occurrence, which

is now an order of magnitude larger.

It is important to remember here that these results are not meant to indicate
the current capabilities of ARAIM; they only demonstrate the effects of degrading the
SIS performance and reliability on availability performance. As mentioned previously,
it is crucial to use ISM parameters that are not so conservative as to degrade avail-
ability, but not optimistic so as to compromise the safety of the navigation system.
Future GNSS performance is anticipated to be much better than it was conservatively

regarded here, and ARAIM performance will reflect this.
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CHAPTER 6
IMPROVEMENTS

In real-time applications, every step in the flow chart in Figure 3.1 must be
performed at each measurement epoch. This means that the GNSS sampling rate
is limited by the time it takes to compute a position estimate, determine associated
protection levels, and execute the FDE algorithm. In its entirety, the ARAIM algo-
rithm can potentially become very computationally expensive because the number of
modes that the user is required to monitor may increase dramatically as the number
of satellites in view increases. This increase is in the number of modes for V-ARAIM
is shown in Figure 6.1 using the probabilities of satellite and constellation fault for
V-ARAIM given in Table 4.2. In this section, improvements to the V-ARAIM al-
gorithm are investigated, as V-ARAIM is of particular interest in this work. Recall
that the user must monitor a sufficient number of modes such that the probability of
occurrence of an unmonitored mode is less than the unmonitored probability require-
ment Pipes, which, for V- ARAIM, is 8 x 1078, Each value on the z-axis considers
all possible combinations of satellites from three constellations. The corresponding
value on the y-axis is the maximum number of modes that must be monitored for all
those possible combinations. For example, if there are ten GPS and ten GLONASS
satellites in view (20 total), monitoring multiple-fault modes is not necessary. How-
ever, if there are ten GPS, six GLONASS, and four Galileo satellites in view (again,
20 total), monitoring multiple-fault modes is necessary, and thus the corresponding

value on the y-axis reflects this.

Because each monitored mode requires computation of a position estimate,
detection thresholds, and exclusion thresholds, the most obvious way of reducing

computational time is to reduce the number of monitored modes. This work postu-
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Figure 6.1. Number of Satellites Versus Number of Monitored Modes for V-ARAIM.

lates two methods of doing so and demonstrates the effects on both efficiency and
performance. The first method is satellite selection, in which the user selects a subset
of satellites to use in estimation, protection level calculation, and FDE out of the
all-in-view set. The second method is fault mode grouping, in which multiple mon-
itored modes are grouped together. The efficiency and performance of the ARAIM
algorithm using either of these two methods is compared to the efficiency and perfor-
mance of the ARAIM algorithm with no satellite selection or fault mode grouping,

which will henceforth be referred to as the baseline algorithm.
6.1 Satellite Selection

In satellite selection, the user determines the “best” satellites to use in posi-
tioning, protection level calculation, and FDE out of the all-in-view subset, as shown
in Figure 6.2, subject to a constraint on the number of satellites the user can select. In

this example, five satellites are selected out of the eight in view. In practice, the pro-
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Figure 6.2. Satellite Selection Concept.

cedure of selecting satellites takes place before position estimation; the user receives
signals from all of the satellites in view, selects a subset of satellites, and computes
a position estimate using this subset. Satellite selection is performed by defining an
objective function to minimize. However, there are many possible objective functions
to define and many ways of either optimally or sub-optimally selecting satellites that

minimize them. Thus, the important aspects of satellite selection are

1. Determining how many satellites must be selected,

2. Deciding from which constellation(s) the satellites should be omitted, and

3. Defining an objective function to minimize and how to minimize it.
These three items will be addressed next, one by one. The overall goal of satellite
selection is to select satellites in some educated manner so as to only require the
monitoring of single-fault modes when the baseline algorithm is required to monitor

multiple-fault modes. At times during which the baseline algorithm does not need to

monitor multiple-fault modes, satellite selection is not necessary.

6.1.1 Number of Satellites to Select. The first task of the user is to determine

how many satellites must be omitted in order to only require monitoring single-fault
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modes. In this work, the values of Py, and Pens are fixed (i.e. do not change over
time), and the probabilities of satellite fault are the same for all satellites within each
individual constellation. Under these simplified conditions, it is a straightforward
task to determine the maximum number of allowable satellites. Figure 6.1 shows
the maximum number of allowable satellites when using three constellations for V-

ARAIM to be 17 using the fault probabilities listed in Table 4.2.

However, in real-time applications with potentially changing ISM parameters,
this number may change and thus must be determined by the user at each epoch.
Furthermore, in scenarios in which the probabilities of satellite fault vary within an
individual constellation, the determination of how many satellites to omit may not be
straightforward. For example, the user may decide to keep a satellite with a high fault
probability because it is crucial to geometric diversity, in which case a large number
of other satellites must be removed. Alternatively, if the user omits this particular
satellite, he or she may be required to remove a lesser number of other satellites. In
any case, the user must determine how many satellites to omit in general based on
the contents of the ISM. For the sake of this analysis, the fault probabilities given
in Table 4.2 are used, and thus the selection algorithm will select 17 satellites for

V-ARAIM.

6.1.2 Constellations From Which to Remove Satellites. If there are ng,
satellites from which the user desires to select k, determination of the optimal subset
requires a search through (nz:at) possible subsets. For typical satellite numbers using
multiple constellations, and in anticipation of more satellites available in the future,
this number may be prohibitively large. For example, if the user wishes to select 17
satellites from ten GPS, seven GLONASS, and four Galileo satellites in view, this

would require a search through 5,985 possible subsets.

The logical step to take in order to ease the search process is to treat each
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constellation individually (i.e. select satellites from each constellation independently
of which satellites are selected from other constellations). This inherently introduces
sub-optimality into the selection process, but it is motivated by the fact that perfor-
mance is driven by the GPS constellation fault mode. In general, the constellation
fault modes drive performance more than the satellite fault modes, and thus may be

nsa
treated, to some extent, independently. Now, instead of searching through < k:t

subsets, the user only needs to search through (nGPS) + (nGLO) + (nGAL> sub-
kcps kcro kaar

sets, with the constraint that kgps + karo + kgar, = k. For typical satellite numbers,
this may be an entirely reasonable number of possible subsets to test. Using the ex-
ample above, if the user wishes to select eight of the ten GPS satellites, six of the
seven GLONASS satellites, and three of the four Galileo satellites, this would only
require a search through 56 possible subsets. This, however, begs the question: How
many satellites should be selected from each constellation? In this example, the user
could also decide to select nine GPS satellites and four GLONASS satellites and keep
all four Galileo satellites, for instance. Here, if the user wishes to consider all possible
ways to remove satellites such that there are at least four remaining in each constel-
lation (to permit estimation using that constellation only), this would still require a

search through 448 possible subsets.

In this work, knowledge of the GPS constellation fault mode driving perfor-
mance motivated the removal of only GPS satellites in the selection process. Initially,
it may seem counterintuitive to remove GPS satellites because they are “better” than
GLONASS or Galileo satellites. However, because there are often more GPS satel-
lites in view than either GLONASS or Galileo satellites, coupled with the fact that
GPS satellites tend to yield more accurate position estimates, the removal of GPS
satellites will often have a smaller impact on protection levels than the removal of

satellites from other constellations. Essentially, this is saying that GPS measurements
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are good enough that omitting some of them will have little impact on performance.
On the other hand, GLONASS and Galileo broadcast URAs, and thus measurement
accuracies, are so poor that the user cannot afford to omit any of them, as they are
all extremely valuable when computing a position estimate for the GPS constella-
tion fault mode. Figure 6.3 shows the percent degradation in protection levels when
omitting only GPS satellites compared to omitting the optimal number of satellites

from GPS and GLONASS by minimizing the objective function defined in the next

section.
§5* T T
Y i
o 3f |
©
o 2 ]
2] | ||
o\o O 1 ol L [ s 11
§5 T T T
<4 |
33 1
©
o 2f 1
£ NS |
C
EO | l 1 I\A ‘ﬂ | |" |
°"0hrs 6 hrs 12 hrs 18 hrs 24 hrs

Time

Figure 6.3. Performance Degradation when Omitting GPS Satellites Only Versus
Omitting the Optimal Number of GPS and/or GLONASS Satellites.

It can be seen that omitting only GPS satellites causes very little degradation
in protection levels, often none at all, and saves the user the task of considering all
combinations of satellites to omit from each constellation in order to find the best

one. Returning to the example discussed previously, the user would now only be
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required to search through 210 possible subsets (there are 210 ways to select six GPS
satellites from ten in view). The areas of the plot in which there is no degradation in
protection levels are epochs in which omitting only GPS satellites is optimal, which
is the vast majority of the time. The results of this heuristic approach indicate that
once the user determines how many satellites must be omitted, he or she does not
need to explicitly determine from which constellations to remove satellites, as removal
of GPS satellites is often optimal and sacrifices little in terms of performance when

it is not.

However, as other constellations strengthen and their performances approach
the level of GPS, it may be advantageous to remove satellites from these constellations.
Furthermore, if the total number of satellites in view becomes so large that the user
cannot remove GPS satellites only (because doing so would leave too few remaining),

her or she must consider the removal of satellites from other constellations as well.

6.1.3 Objective Function to Minimize. In a strict sense, a subset of satel-
lites can be selected that maximizes performance at each epoch. Even this, however,
is ambiguous in that performance is quantified by multiple criteria, such as VPL,
HPL, and accuracy. In general, if any performance metric is chosen as the objective
function, selecting satellites to minimize it will not necessarily minimize the other
performance metrics. In any case, selecting satellites to minimize either the VPL
or the HPL is computationally expensive and redundant; if a subset is selected that
minimizes VPL, for example, then protection level calculation need not be executed
again after position estimation because it already has been executed in the determi-
nation of the optimal subset of satellites before estimation. Thus, simpler objective
functions are desirable, such as the dilutions of precision (DOPs), pseudo protection
levels [20], or a combination of the elements of the all-in-view estimate covariance

matrix. A crucial requirement of satellite selection is that the computational time
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saved by reducing the number of modes should be greater than the computational

time spent selecting satellites; otherwise, overall efficiency would be degraded.

In this work, a particular combination of the estimate covariance matrix entries
was deemed a suitable objective to minimize. The objective is a linear combination

of a horizontal term and a vertical term, which are defined as

1 1
Cr = 6\/ 5 (Crit Cop) + \/ 7 (Cui— Co2)? + C2, (6.1)

and

Y =5.33,/C33 (6.2)

in [21], where C; ; indicates the 4, j element of the covariance matrix
C=(G"Wa)". (6.3)
The objective function is then
J = aCy + BCY, (6.4)

where o and [ are coefficients of the horizontal and vertical terms, respectively.
While these coefficients are arbitrary, they can be set according to the operational
requirements in order to weight the importance of horizontal and vertical geometry.

For example, with a HAL of 40 meters and a VAL of 35 meters, a and S may be
35 40

and ,

40 4 35 40 + 35

heavily than the horizontal term because the VAL is more strict than the HAL).

set as respectively (thus, the vertical term is weighted more

With an objective function defined, there are two ways of minimizing it. The

nsa .
first way is by brute force, in which the objective is evaluated for all ( I t) possible
subsets, and the subset with the minimum objective is selected. The second way is

by iteration [22], in which the user removes one satellite at a time by minimizing

Nsat

the objective over ( ) possible subsets at each iteration until ng,; — 1 = k.

Nsat —
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nsa
While the brute force method requires evaluating the objective for ( ) t) subsets,

Nsat
the iterative method only requires evaluating the objective for Z ¢ subsets. The

i=k+1
iterative procedure trades the optimality of the brute force method for computational

efficiency. This tradeoff can be seen in Figure 6.4.
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Figure 6.4. Efficiency Degradation and Performance Improvement when Selecting
Satellites Optimally Versus Iteratively.

Here, it can be seen that the computational time of the ARAIM algorithm
using optimal satellite selection is longer than the computational time of the ARAIM

algorithm using iterative satellite selection. However, as we will see later, using opti-
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mal selection still dramatically reduces computational time compared to the baseline
algorithm. Furthermore, the optimal satellite selection method produces protection
levels that are often significantly lower than those produced by the iterative selec-
tion method. It is for these reasons that, in this work, the optimal satellite selection

method is utilized.

There are two important points to note here. First, remember that the term
“optimal” does not refer to a truly optimal selection procedure. The optimality
referred to is of the selection procedure of GPS satellites to minimize the given ob-
jective function; treating each constellation independently automatically introduces
sub-optimality. Second, and crucially, there may be times in which the iterative se-
lection method produces protection levels that are lower than those produced by the
optimal selection method. This is because both methods aim at minimizing the given
objective, J, not ARAIM protection levels. As such, the iterative selection method
can only select satellites that yield an objective equal to or higher than that produced
by the optimal selection method, but these satellites may happen to produce lower

ARAIM protection levels.

The satellite selection methodology in this work is summarized as follows:

1. Determine the maximum allowable number of satellites, k, so as to only require

monitoring single-fault modes.

2. If ng < k, satellite selection is not needed. Otherwise, proceed with step three.

ngps

3. Generate all < > possible subsets of GPS satellites.

k —ngro — near

4. Evaluate the objective function for each subset, ignoring all other constellations.

5. Select the subset of GPS satellites with the smallest objective. This subset,

along with all GLONASS and Galileo satellites in view, is the final satellite
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selection.

6. Proceed with position estimation, protection level calculation, and FDE using

this final selection.

Figure 6.5 compares the computational efficiency and performance of the ARAIM
algorithm using satellite selection with the baseline ARAIM algorithm for V-ARAIM
using GPS, GLONASS, and Galileo with the ISM parameters listed in Table 5.3.
It also shows the number of (GPS) satellites that the selection algorithm removes
in order to only require monitoring single-fault modes. Note the epochs in which
no satellites are omitted; at these times, satellite selection is not necessary, and the
ARAIM algorithm with satellite selection is the same as the baseline algorithm. The
ARAIM algorithm (including estimation, protection level computation, and FDE)
using satellite selection reduces computational time by about 60% compared to the
baseline ARAIM algorithm due to the reduction in the number of monitored modes.
Regarding performance, the satellite selection methodology introduces multiple con-

flicting performance drivers that manifest themselves in different ways.

The first performance driver is the removal of satellites, which causes position-
ing accuracy to decrease and tends to increase protection levels. The degradation in
vertical accuracy is obvious from the bottom plot in Figure 6.5; by removing satel-
lites, the covariance of the all-in-view position estimate is increased, provided that
the SIS performance of the removed satellites is comparable to that of the selected
satellites. The correlation between number of satellites removed and degradation in
vertical accuracy is relatively strong. Removing satellites also degrades the accuracy
of the position estimates for the various modes, increasing o, in equation 4.21 and
thus causing protection levels to increase. This is most apparent when a large number

of satellites are omitted.
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Figure 6.5. Percent Change in Efficiency and Performance of V-ARAIM using Satel-

lite Selection Versus Baseline V-ARAIM using GPS + GLONASS + Galileo.

The second performance driver is the reduction in the number of monitored

modes, which acts in conflict to the first performance driver. It contributes to decreas-

ing protection levels and EMTs. By reducing the number of modes, the continuity

risk bound used in the determination of the detection thresholds is tightened. This
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causes detection thresholds, and thus the EMT, to decrease, as shown in Figure 6.5.
The details of this threshold reduction will be discussed in the fault mode group-
ing section, as its effects are more pronounced and are uninfluenced by any other

conflicting performance drivers.

In aggregate, these performance drivers tend to degrade accuracy and cause
EMTs and protection levels to improve. At epochs in which a large number of satel-
lites must be removed, protection levels may be degraded, sometimes dramatically so.
However, they are consistently improved when removing a modest number of satel-
lites, and as such, it appears that the benefits of reducing the number of monitored

modes outweigh the drawbacks of degrading satellite geometry.

Satellite selection provides a way of both dramatically decreasing the compu-
tational time of the ARAIM algorithm and marginally improving protection levels.
Despite the fact that positioning accuracy is degraded by using satellite selection,
anticipated ISM parameters will allow for the use of URAs much lower than those
broadcast currently; as such, the degradation in vertical accuracy so apparent in these
results may not be so drastic in the future. Furthermore, a significant advantage of
satellite selection is that it is flexible; it can be implemented using any number of
GNSS, each with varying levels of performance, and it can be tailored to select satel-
lites from any constellation based on any desired performance metric. It should be
noted, however, that satellite selection does not alleviate the tracking responsibili-
ties of the receiver. Because satellite selection is performed anew at each epoch, the

receiver is still required to track all satellites in view.
6.2 Fault Mode Grouping

The fault mode grouping method reduces the number of monitored modes

by grouping them together [23]. While the user may decide to group faults into an
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arbitrary number of groups, in this work, modes are grouped according to constella-
tion, meaning that satellite fault modes are grouped together with their respective
constellation fault modes. This method of grouping is chosen because it results in
the fewest possible number of monitored modes. Grouping in this way is only possi-
ble if at least two constellations are being used, since if only one is being used, the
constellation fault mode cannot be monitored at all. While satellite selection was
employed to prevent the need to monitor multiple-fault modes, fault mode grouping
is demonstrated here in a situation in which the baseline algorithm only monitors
single-fault modes. Figure 6.6 shows the grouped fault mode matrix corresponding
to the example posed in Figure 4.2. In this case, the number of monitored modes
is reduced from ngq + Neonst 10 Neonst, as the single-satellite fault modes explicitly

monitored in the baseline case are now implicitly monitored in the grouped case.

GPS Galileo
Mode
SV1|SV2{SV3|SV4|SV5(SV1|SV2|SV3|SV4|SVS5
Fault-Free
GPS Faults
Galileo Faults

Figure 6.6. Grouped Fault Mode Matrix.

By grouping satellite fault modes into their respective constellation fault modes,
the probability of an unmonitored fault occurring decreases. This is because the

grouped fault modes are now monitoring single-constellation faults as well as all com-
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binations of satellite faults within that constellation, instead of only single-satellite
faults as in the baseline case. Whereas the fault mode probabilities for the baseline

case are given by equation 4.7, the fault mode probabilities for the grouped case are

given by
Pr, = Prouit i ﬁ Prr;, (6.5)
5
where
Prowitry =1 — (1 = Peonst) (1 — Paarp) " ** . (6.6)

Here, Poopst; and Psg p, are the prior probability of constellation k& being faulted and
the prior probability of any satellite within constellation k£ being faulted, respectively,

and ngq i is the number of satellites in constellation k. Ppp; is given by

PFF,j = (1 - Pconst,j) (1 - Psat,j)nsatyj . (67)

Again, the assumption is made that the probabilities of satellite fault are the same

for all satellites within an individual constellation.

An obvious observation of the fault mode grouping methodology is that it
is much simpler to implement than satellite selection procedure, and it requires no
steps that introduce sub-optimality like satellite selection does. Figure 6.7 shows
the percent improvements in computational efficiency and performance compared to
the baseline ARAIM algorithm when using GPS and GLONASS for V-ARAIM using
the ISM parameters listed in Table 5.3. Here, performance is only analyzed using
dual-constellation ARAIM, as there are currently only two GNSS at FOC. Again,
just as in the satellite selection case, the computational time includes estimation,
protection level calculation, and FDE. Computational efficiency is improved by about
50% on average due to the reduction in the number of monitored modes. Furthermore,

protection levels and EMTs are both consistently reduced.

The reason for this performance improvement, mentioned briefly in the satel-
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Figure 6.7. Percent Improvements in Efficiency and Performance of V-ARAIM using
Fault Mode Grouping Versus Baseline V-ARAIM using GPS + GLONASS.

lite selection section, is as follows. Recall that the continuity risk due to FANE in
equation 3.8 is an upper bound due to the over-counting of the medium and dark
gray detection regions in Figure 3.4. As the number of modes increases, this bound
loosens (becomes more conservative) because more detection regions are over-counted.
Conversely, as the number of modes decreases, this bound tightens because there is
less over-counting of the detection regions for the various modes. In the trivial case,
if there is only one monitored mode, there is no conservatism, and equation 3.8 is
the continuity risk due to FANE exactly. In the fault mode grouping case with two

constellations, there are only two explicitly monitored fault modes, and so no detec-
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tion region is counted more than twice. Again, the bound on the continuity risk due
to FANE is still conservative because there are regions in which the continuity risk
is double-counted, but recall that the probability of the parity vector lying in these

regions under fault-free conditions is small.

This tightening of the bound on the continuity risk due to FANE may be inter-
preted as a more optimal allocation of the FANE budget between the monitored fault
modes, thus causing the detection thresholds to decrease. Essentially, the thresholds
decrease because they are not required to compensate for such over-counting of the
detection regions in Figure 3.4. All other parameters equal, a decrease in detection
thresholds yields a decrease in protection levels. This fact is obvious from observation
of equation 4.21. Because the thresholds are decreased, the EMT is also consistently
decreased, as shown in the bottom plot in Figure 6.7. Furthermore, there is no degra-
dation of satellite geometry due to satellite removal as there is in the satellite selection
procedure. Thus, the performance gain due to this tightening of the continuity risk

bound is undiminished by the adverse effects of removing satellites.

Despite these performance improvements, fault mode grouping has limited
application. First of all, it only improves performance when constellations with non-
negligible P, values are grouped; more specifically, performance is only improved
when the grouped constellations have prior probabilities of constellation fault that are
larger than the prior probabilities of satellite faults within that constellation. This
is because grouping automatically monitors the constellation fault mode, whether or
not its prior probability is large or small. As such, fault mode grouping unneces-
sarily monitors the GPS constellation fault mode for H-ARAIM (recall that baseline
H-ARAIM is not required to monitor the GPS constellation fault mode because its
probability of occurrence is so small), thus degrading performance. For this reason,

fault mode grouping is not suggested for H-ARAIM. Also, it may not be suitable for
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GPS 4+ GLONASS V-ARAIM because, presently at least, the probability of GLO-

NASS satellite fault may be larger than 107°.

Furthermore, fault mode grouping may not yield the same performance im-
provements when using three or more constellations [24]. Because only two full con-
stellations exist at the time of writing, this work does not examine the effects of fault
mode grouping on V-ARAIM performance using GPS, GLONASS, and Galileo. Fi-
nally, when using fault mode grouping with two constellations, exclusion cannot be
implemented. This is because the removal of either mode in an attempt to exclude
a detected fault leaves only one mode is remaining, on which second layer detection

cannot be performed.

However, these results indicate that employment of fault mode grouping in
dual-constellation V-ARAIM has a vast upside. Computational time is greatly re-
duced, measurement redundancy and satellite geometry remain unchanged, and pro-
tection levels are consistently improved. Furthermore, it has been suggested in [25]
that exclusion may not be required for dual-constellation V-ARAIM. The significant
results of this section provide powerful motivation for the use of fault mode grouping

in dual-constellation GPS + Galileo V-ARAIM in the future.



92

CHAPTER 7
CONCLUSION

With the advent of Galileo and the completion of GLONASS, along with
the long-standing GPS, the number of GNSS satellites has increased over the past
decade or so. This has opened the door for multi-constellation ARAIM to support
more stringent phases of flight, namely aircraft approach requiring vertical guidance.
This work demonstrates the multi-constellation approach to position estimation us-
ing dual-frequency measurements from GPS, GLONASS, and Galileo satellites. It
also discusses the intricacies of GLONASS satellite orbit computation and pseudor-
ange calculation, which are fundamentally different than those for GPS and Galileo.
Next, this work comprehensively describes the continuity and integrity risks and their

conservatism in the context of MHSS ARAIM.

The real-time implementation of the MHSS ARAIM algorithm is then detailed
in full. Two crucial inputs to the algorithm, the measurement error covariances and
the ISM, are discussed and quantified. This work then describes the generation of
fault hypotheses, the calculation of detection and exclusion thresholds to satisfy the
continuity risk requirement, protection level calculation to satisfy the integrity risk

requirement, and the FDE procedure.

Next, ARAIM results are presented from a real-time prototype employing
GPS, GLONASS, and Galileo measurements. Again, this prototype is not meant to
indicate current or future ARAIM capability, as it assumes conservative GNSS per-
formances and reliabilities. However, its results give significant insight into important
aspects of ARAIM performance, as well as various performance drivers. This proto-

type is a significant contribution in that, as these constellations continue to develop,



93

it can be used to analyze current or future ARAIM performance and validate GNSS
performance and reliability assertions. This work demonstrates the effects of adding
another constellation (GLONASS) to GPS for H-ARAIM and the effects of degrad-
ing GLONASS performance for V-ARAIM using GPS, GLONASS, and Galileo. Most
notably, this work demonstrates that V-ARAIM protection levels are driven by the

GPS constellation fault mode.

Finally, two methods of improving the computational efficiency of the ARAIM
algorithm are investigated: satellite selection and fault mode grouping. The knowl-
edge of the GPS constellation fault mode driving performance for V-ARAIM mo-
tivated a crucial step in the satellite selection methodology in which satellites can
be removed from the GPS constellation exclusively. The results show that satellite
selection can significantly decrease computational time and improve protection level
performance for V-ARAIM using three constellations. It is also shown that fault
mode grouping by constellation can decrease computational time and consistently
improve V-ARAIM performance using two full constellations, thus motivating it for

use in future GPS 4 Galileo V-ARAIM applications.

Short term future work includes incorporating GPS L1/L5 measurements as
the L5 signal becomes more widely available. Also, as mentioned previously, the pro-
tection levels presented in this work account for the detection function only. As such,
future work includes the incorporation of the exclusion function into the protection
levels. Long term future work includes developing a suitable airborne GLONASS
error model and validating GLONASS and Galileo ISM parameters. As mentioned
earlier, both the measurement error characteristics and GNSS performances are of

the utmost importance to the accuracy and safety of the ARAIM algorithm.
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The carrier smoothing equation 2.6 is derived from the block diagram in Fig-

ure 2.5 as follows. From the block diagram, we have

p— Ao
Ts+ 1

p= + Ao, (A1)

which can be rearranged as
TSP+ p=p— XD+ TSA) + \o. (A.2)
Converting from the Laplace domain to the time domain yields

dp ~ _ do
°F - - A.
Tdt +p=p+TA i (A.3)

This equation is converted into the discrete time domain by introducing a backward

difference for the time derivatives as

dr T — T4

at - At

where z represents either p or ¢, yielding
Pt — Pr—1 _ bt — P11
_— = Al —— | . A.
T( AL >+pt pe+T ( At ) (A.5)

This can be simplified as

B At 1
Pt =

1 _
71+£pt+1+g<pt*1+)‘(¢t—¢t71))- (A.6)

At
Because — < 1, then
T

~1l——. (A.7)
Applying this to equation A.6 yields equation 2.6, which is

1 M—-1
Pr= Pt T [Pe—1 + (P — i) (A-8)

-
here M = —.
where A
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GLONASS satellite orbits are computed by propagating a set of initial condi-
tions contained in the ephemeris to the desired time epoch. These initial conditions
are the initial xz, y, and z components of position, velocity, and acceleration in the
PZ-90 ECEF frame at the reference time of ephemeris t,.. The initial accelerations
are often referred to as lunisolar accelerations. The reference time of ephemeris lies in
the middle of the ephemeris interval. The GLONASS ephemeris is updated every 30
minutes; thus, the user must propagate these initial conditions forward and backward

in time by 15 minutes.

The GLONASS ICD [9] specifies a set of six ordinary differential equations
(ODEs) that are to be integrated in order to compute the satellite locations at the

desired time epoch. They are listed below:

fi= ‘;—f =i (B.1)

fy = % =y (B.2)

fy = % — 3 (B.3)

fs5 = % = (;_39) + EC’MTL;Ey (1 — 5:;—2)} +ijLs + why — 2wpd (B.5)
T A ) DO

Here, z, y, and z are the satellite locations, x, 3, and z are the satellite velocities, g,
s, and Zpg are the lunisolar accelerations, rg is the equatorial radius of Earth, u is
the gravitational parameter of Earth, C'is the second zonal harmonic of geopotential,

wpg is the rotation rate of Earth, and r is defined as

r=+\x2+y?+ 22 (B.7)

The values of rg, u, C, and wg can be found in [9].
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The ODEs are derived from the orbital force model in [8] and will be indexed
by k=1,2,...,6. For the sake of simplicity, the parameters z, y, z, &, y, and 2 will

be designated by the state vector X , such that
T
X:{a:yzx'yz} (B.8)
and
X =

T
{f Y Z Irs YLs éLs} : (B.9)

Because it is impossible to analytically integrate these ODEs, the GLONASS
ICD [9] specifies a fourth-order Runge-Kutta numerical integration procedure. This
procedure requires discretizing the ephemeris interval into time steps of length h.
The numerical integration procedure forward in time from epoch ¢, to ¢,.; for one

satellite is as follows:

1. Evaluate .
C = [01,1 €12 C13 Ci4 C15 Cl,6:| ) (B.10)
where ¢y, is defined as
ek =fi (%), (B.11)
in which fn is the state at epoch ¢,,.
2. Evaluate .
Ch = [02,1 Coo C23 C24 Co5 C2,6:| ’ (B.12)
where ¢y, is defined as
Cok = Jr (Xn + gé1> . (B.13)
3. Evaluate .
Chy = [03,1 €32 (33 C34 C35 03,6} ) (B.14)

where ¢z, is defined as

I
csr = [k (Xn + 502) ) (B.15)
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4. Evaluate
T
Ca= [04,1 Cq2 C43 C44 C4af 04,6‘| ’ (B.16)
where ¢4, is defined as

Cok = fk (Xn + hc_:y,) . (Bl?)

5. Compute the state at epoch ¢, as

— — h — — — —

X1 = Xn + 5 (01 + 205 +2C3 + C4> : (B.18)

The process is similar when propagating the ODEs backwards in time, only
the time step h is negative in the above procedure. For the purposes of this work,
only the position components of the satellite states are of interest. Also, a step size
of h =1 second was used, as step sizes too large may introduce significant errors as
the propagation time increases [8]. As confirmation that a step size of one second
is appropriate, the difference between the computed satellite positions and those

positions directly output by the receiver was on the order of millimeters.

It is important to note that this procedure propagates the initial conditions to
regularly spaced times within the ephemeris interval. When doing position estimation,
however, the satellite locations must be determined at their times of signal emission.
If the state is desired at epoch %, + ¢, corresponding to the time of signal emission,
then the state at t, can be used as the initial conditions and propagated by a time

step € to the time of signal emission according to the procedure above.
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The airborne error models specified here for GPS and Galileo are similar to
those from Appendix A in [4], only adopted for the GPS L1/L2 user as opposed to
the L1/L5 user. Recall the error equations 4.2 and 4.3. The values of o7y 4, and

aéRE,i are found from the navigation message and equation 4.1, respectively. The

2

iropo,i 18 calculated as

tropospheric term o

1.001
Ttropoi = 0.12 , (C.1)

/0.002001 + (sin 7%)’

180

where 6; is the elevation of satellite ¢ in degrees and y,0p,; is measured in meters.

The user errors o2, .. are determined differently for GPS and for Galileo. For

user,i

GPS, the user error for satellite ¢ is defined as

4 4
Ouseri — | / %\/U?MPJ + U?Loise,i? (02)
(le - fLQ)

where
0;
OMP; = 0.13+ 0.53 exp (—E) (CB)
and
0;
Onoisei = 0.15 + 0.43 exp 69 ) (C4)

Here, 0yseri, Ompi, and 0ypise,; are measured in meters. The Galileo user error as a
function of satellite elevation may be interpolated from the discrete values listed in

Table C.1.

For the purposes of this work, the GPS user error model was also used for
GLONASS, as there is not yet an airborne ARAIM error model for GLONASS. It is
important to note that, for GLONASS satellites, the user errors depend on the signal

frequencies, which vary among satellites due to their FDMA nature.
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Table C.1. Galileo User Error.

91' (deg) Ouser,i (Hl)

) 0.4529
10 0.3553
15 0.3063
20 0.2638
25 0.2593
30 0.2555
35 0.2504
40 0.2438
45 0.2396
20 0.2359
95 0.2339
60 0.2302
65 0.2295
70 0.2278
75 0.2297
80 0.2310
85 0.2274

90 0.2277
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The protection level equation 4.21 is derived from equation 4.20, which is

restated here:

Ieg = Pym = P(|eo| > PL|Ho) Py, + Y P (leo| > PL N |qi| < Ti|Hy) Pr, +
k=1

> | P(lec| > PL|Ho) Py, + P (lec| > PL|Hy) P+

e=1
> P(lecl > PLNqe| < T.j|Hj) Py, | (D.1)
j=1
je
We will consider the integrity risk terms from detection and exclusion functions sepa-

rately. First, consider the detection terms, which are the first two terms on the right

side of the equation. These can be split into four terms as

Lieqdetect = P (9 < —PL|Hy) Py, + P (9 > PL|Hy) Py, +

k=1

> P(eo > PLN|qi| < TelHy) P,. (D.2)

k=1
The first two terms will be designated A and B, respectively, and each individual com-

ponent of the sums in the last two terms will be designated Cj and Dy, respectively.

For example, C is

Cy, = P(eo < —PLN|q| < T\|Hy) Ppg,. (D.3)

Consider a situation in which a fault contributes a positive bias to the estimate
error 9. The following derivation is analogous in the case where a fault contributes
a negative bias. Under fault-free conditions Hy, the estimate error is distributed as
shown in Figure D.1, where the regions A and B are shown according to equation D.2.

First, Dy is upper bounded using the fact that

leo — ex| > €0 — €k (D.4)
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Figure D.1. Estimate Error Distribution under Fault-Free Conditions Hj.

Note that g, = |eg — €| is the test statistic. Therefore, Dy, can be rewritten as

Dy = P (g0 > PLN|eg — x| < Ty|Hy) Pu,,
which can be upper bounded as
Dy < P(go > PLNeg — e, < Ti|Hy) Po,
by using equation D.4. Rearranging yields
Dy, < P(eo > PLNey < Ty + ck|Hy) Pu,

and finally

Thus, the last term in equation D.2 can be upper bounded as

> P(eo > PLN|qi| < TelHy) Pu, < P(ex + T > PL|Hy) Py,

k=1 k=1

and so equation D.2 is upper bounded as

Ireq,detect < P(€0 < —PL|H0> PHO + P(€0 > PL|H0) PH0+

> " P(eo < —=PLN|q| < T|Hy) Py, + Y _ P (er + T > PL|Hy) Py,

k=1 k=1

(D.5)

(D.6)

(D.7)

(D.8)

(D.9)

(D.10)
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Using an upper bound on the fault-free probability, the second term on the right side

of equation D.10 can be upper bounded as

P (gg > PL|Hy) Py, < P(go > PL|H,) (PHO + ZPHk) . (D.11)

k=1
n
This is a tight bound because Z Py, is small and P, is close to one. The right side
k=1
of this equation can then be separated into two terms as

P (g0 > PL|H,) (PHO + Zka> —
k=1

P (g9 > PL|Ho) Py, + P (g0 > PL|Hy) > Py,, (D.12)
k=1
which can be rearranged as

P (g > PL|Ho) Py, + P (go > PL|Hg) > Py, =
k=1

P (gy > PL|Ho) Py, + Y _ P (g9 > PL|Hp) Py,. (D.13)
k=1

Next, by ignoring knowledge of the test statistics, the third term in equation D.10

can be upper bounded as

> P(eo < —=PLN|q| < Ty|Hy) Py, <Y P(eg < —PL|Hy) Py,. (D.14)
k=1 k=1
This may be a loose bound because, if a fault is present, the probability that it is

undetected is small. It can be inferred graphically from Figures D.1 and D.2 that,
because the fault contributes a positive bias, the right side of equation D.14 is bounded

by the second term on the right side of equation D.13. This is because, for all k,
P(eg < —PL|Hy) < P(eo > PL|H,), (D.15)

where the left side of this equation corresponds to the shaded left tail probability
in Figure D.2 for mode k and the right side corresponds to region B in Figure D.1.

Thus, using equations D.14 and D.15,

> P(eo < —=PLN|q| < Te|Hy) Py, <Y P(eo > PL|Hy) Py, (D.16)
k=1 k=1
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pdf(ey)

€p
Figure D.2. Estimate Error Distribution under Faulted Conditions Hy.

which can be rearranged as

> P(eo < —=PLN|q| < Tx|Hy) Pu, < P (20 > PL|Hy) > Py,. (D.17)

k=1 k=1

Now equation D.10 has been upper bounded as

Ireq,detect S P(f:‘o < —PL|H0) PHO + P(60 > PL|H0) PHO"’
P(ey > PL|Ho) Y _ Py, + Y _ P (e + T > PL|Hy) Py,. (D.18)
k=1 k=1
The second and third terms on the right side of equation D.18 can be combined, and

the result can be upper bounded as

Lieqdetect < P (eg < —PL|Hy) Py, + P (9 > PL|Hy) +

> P(ex+ T > PLIHy) Py, (D.19)

k=1

n

using the fact that Py, + Z Py, is close to one (since Py is small). Because of the

impact of the nominal biasés, B> A, ie.

P(€0 < —PL|H0) PH() < P(EQ > PL|HQ) PHO- (DQO)
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This is obvious from Figure D.1. Thus, equation D.19 can be bounded by

Lieqdetect < P (eo > PL|Hy) Py, + P (9 > PL|Hy) +

> P(ex+ Ty > PLIH,) Py,. (D.21)

k=1

This can then be bounded as

3

Ireq,detect < 2P (80 > PL’H()) + P (é?k + Ty > PL|Hk) PHk (D22)
k=1

by bounding the fault-free probability Py, with one and combining the first two terms.

This is the upper bound on the integrity risk due to the detection function.

Next, consider the integrity risk due to the exclusion function, which is the
third term on the right side of equation D.1 (in brackets). The integrity risk of one

exclusion option e is

Liege = P(lec| > PL|Hy) Py, + P (|ec| > PL|Hy) Py,+

> P(lee| > PLN|gey| < T.;|H;)) Py, (D.23)
=1
e

Combining the first two terms yields

Ireq,e = P(|€6| > PLlHo) (PHE + PHO) +
> P(leel > PLN|gej| < Toj|Hj) Pr,. (D.24)

j=1
e

Just like in the detection case, this can be decomposed into four terms as

Liege = P(ee < —PL|Hy) (Py, + Pu,) + P (. > PL|Hy) (Py, + Pn,) +

> P(ee < —PLN|qey| < TeylHj) P+
=1
Je
> P(ec > PLN|ge | < TojlH)) Py,. (D.25)

j=1
je
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Using the fact that

Qe,j = ‘86 —&ej (D26)

and

|5e - 5e,j| 2 €e — 6e,ju (D27)

the fourth term on the right side of equation D.25 can be bounded by

> P(ee>PLN|qey| < TojlHj) Py, <Y Plecy+Toy > PLIH)) Py, (D.28)
=1 =1
e e

This is analogous to that which was done previously in equations D.4 through D.8.

Next, the second term on the right side of equation D.25 can be bounded by

P(e. > PL|Hy) (Py, + Py,) < P(¢c > PL|Hy) | Py, + Py, + Y _Pu, | (D.29)
—
e

because j # e in the sum, and so these events are mutually exclusive. Again, this is

a tight bound because Z Ppg; is small. This can then be split into

j=1
it

P(e. > PL|Hy) | Py, + Pu,+ Y _ P, | = P (cc > PL|Hy) (Pu, + Pu,) +
=1
e
P(e.>PL|Hy) | Y Py, |. (D.30)
=1
e
By ignoring knowledge of the second layer test statistics, the third term in equa-

tion D.25 can be bounded by
> P(ec < =PLN|qe | < T.j|H;) Py, <> P(ec < —PL|H;) Py, (D.31)
1 i—=1
e e

Just like in the detection case, this may be a loose bound because, if mode j is

faulted, the probability of no second layer detection after attempting to exclude mode
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e is small. Again, because the fault contributes a positive bias, the right side of

equation D.31 can be bounded by the second term on the right side of equation D.30,

as
> P(e. < —PL|H;) Py, <Y P (e, > PL|Hy) Py,. (D.32)
=1 =1
e e

This bound is analogous to the one in equation D.15. Thus, equation D.25 can be

bounded by

[req,e < P(Ee < —PL‘H()) (PHE + PHO) + P(EE > PLlHo) (PHE + PHO) +

> " P(co > PL|Ho) Py, + Y _ P (e, +Tej > PLIH;) Py,. (D.33)
— —
Je Je

Combining the second and third terms and bounding Py, + Py, + Z Py, with one
=1
e

yields

Ireq,e < P(Ee < —PL|H0) (PHe + PH()) + P<60 > PL|H0) +
> P(ce;+T.; > PL|H;) Py,. (D.34)
=1
J#e
This is a tight bound in the same way it was for the detection case. Just as was done

for the detection terms, the first term can be bounded as
P(Ee < —PL|H0) (PHE + PHO) < P(€e > PL|H0) (PHE + PHg) (D35)

because B > A (note that these distributions are fault-free - see Figure D.1). Imposing

this bound yields

[req,e < P(Ee > PL’H()) (PHe + PHO) + P(€0 > PL|H0) +

> " P(ccy+T.; > PLH;) Py,. (D.36)
—
Je
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Combining the first two terms and bounding Py, + Py, with one then yields

Lege < 2P (g0 > PL|Hy) + Y " P(cc; +T.; > PL|H;) Py (D.37)
—
Je
Each individual exclusion option e can be bounded in this way, and thus the total

integrity risk due to the exclusion function is bounded by

Liegescusion < Y |2P (g¢ > PLIHo) + > P(ecj+ Toj > PLIH;) Py | (D.38)
e=1 j=1
je

In summary, the total integrity risk due to both the detection and exclusion functions

is bounded by

[req — PNM < 2P (80 > PLlHo) + P(Ek +Tk > PL‘Hk) PHk+

k=1
2P (s, > PL|H,) + ZP (ce; +T.; > PLIH;) Py |. (D.39)
e=1 1
e
This may be represented using Q-functions as
bk — Tk
(B Ero(A8E),
- — b PL—b.; —T.;
> 120 ( ) +ZPHjQ ( 2 ’J) . (D.40)
e=1 Te j=1 Tesj

ie

which is the protection level equation 4.21.
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APPENDIX E
METHOD OF SOLVING PROTECTION LEVEL EQUATION
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The protection level equation 4.22,

Py PLy—boq PLj— byg—Thaq
Ireq,d <]- - ]Teq ) < 2Q ( ZPHk +

Ok,d
e PLd ) <PLd bejd Tejd)
9Q | 4 " ed P 24 ) (B
o—1 Q ( Oe,d Z i Q Oec,jd ( )
J#e

can be solved in any of the three directions d using the iterative procedure described

below.

1. Define the left side of the equation to be

P
PHMI,adj,d - I’/‘eq,d (]— - ]NM) ) (EQ)
req

which is the adjusted HMI budget allocated to direction d.

2. Determine the lower bound of the protection level as

Pmed max [PLmin,FF,da PLmin,MD,da

PLmin,UE,duPLmin,C’E,dumein,WE,d}a (E3>

where FF is fault-free, MD is missed detection, UE is unnecessary exclusion,
CE is correct exclusion, and WE is wrong exclusion. These terms are calculated

from the following equations:

PLyinrra= Q" (M) 00,d4 + boa (E.4)
PLyinvp,a = max :Q_l (PHg—II{:de) Okd + bra + Tk,d:| (E.5)
PLyinvEed = max -Qfl (PHM;adj d> Te0,d + be,O,d:| (E.6)
PLinced = max -Qil (PHzﬂg;dj d> Te0,d + be o,d] (E.7)
PLyinwEd = = max -Q_l (PHA;:d] d> ejd T bejd+ Te,j,d] (E.8)

J#e B J



3. Determine the upper bound of the protection level as

PLmam,d = Inax [PLmaw,FF,da PLmaz,MD,cb

PLmax,UE,d; PLmax,C’E,da PLmaz,WEml} .

These terms are calculated from the following equations:

_1 ( Pumr,adid
PLypoz rra = Q! (—] 00,4 + bod

PLmaw,MD,d - m]?X

1)
PHMI ,adj,d
PHk n—l

2n(n —1

Pynra
PLmaw,UE,d:mf'X Q 1( L, d]d) eOd+beOd:|

P
1 HMI,adj,d
PLmaa:,CE,d = mgx Q ( Je,0,d + be,O,d

2Py.n(n—1)

) Okd + bra+ Tk,d}

P

1 HMI,adj,d

PLyozwE,d = max Q <— Oejd+ beja+Tejal -
€

. 7] -
Jj#e

PHjn(n — 1)

4. Compute the mean of the upper and lower bounds as

PLhalf,d = (PLmin,d + PLmaa:,d) .

1
2

5. Evaluate the integrity risk corresponding to PLypqfq as

Prrirhatfa = 2Q (

Ne

e=1

6. If

then let

20

PLpata

—-b
: o,d) N
00,d

zn: Pu.Q (PLhalf,d — brq — Tk,d) n
k=1

PLpaif.a —

Oe,d

Ok,d

be,d) ZPHQ<PLhalfd beja — Te,j,d)
Oe,j.d
7=1
Je

logo Prar hatt,a = 10810 Pt adjds

PLmin,d = PLhalf,d-
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(E.9)

(E.10)
(E.11)
(E.12)
(E.13)

(E.14)

(E.15)

(E.16)

(E.17)

(E.18)
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Otherwise, if

logo Prarhatf,a < 10819 Praradjds (E.19)

then let

PLyazda = PLpaifd- (E.20)

This step halves the interval at every iteration.

7. Repeat steps four through six until
PLmaa:,d - PLmin,d S PLTOL7 (E21)

where PLror, =5 x 102 meters [4].
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