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ABSTRACT

The Global Navigation Satellite System (GNSS) is a satellite-based naviga-
tion system that allows users to determine their precise location anywhere on Earth.
GNSS is used in various applications, including navigation for vehicles and aircraft,
outdoor activities like hiking and geocaching, surveying and mapping, and even in
the precise timing of events. After traveling a long distance to Earth, the GNSS
signal is weak upon reaching receivers, which makes it vulnerable to wide-band Radio
Frequency Interference (RFI). GNSS receivers lose track of the carrier frequency and
phase in a deteriorated carrier to noise ratio (C=Np) environment due to RFI. For
those applications that require high continuity services, intentional or unintentional

interference events are becoming a big threat.

Our research starts with the Ground Based Augmentation System (GBAS)
which is primarily used in aviation and provides improved guidance for aircraft dur-
ing the approach and landing phases. This research focuses on the Global Positioning
System (GPS, one constellation of GNSS) L1 C/A signal and stationary GBAS re-
ceivers but all the concept and methodology can be extended to other constellations

and receivers.

In this thesis, we derive a carrier phase and frequency error Kalman Filter
(KF) including clock phase noise dynamic model and In-phase/Quadrature (I/Q)
measurement model. The filter, coupled with the Multiple Model (MM) algorithm,
operates without the need to decode the Navigation Data (ND) bit. An upload-robust
ND bit prediction strategy allows the filter to operate for a longer time while further
reducing the carrier phase and frequency estimation error. User motion in moving
receivers can be compensated using inertial aiding from the Inertial Measurement
Unit (IMU) output. Experimental results are presented to show superior tracking

and positioning performance under RFI compared to old receiver architecture.

x1i



CHAPTER 1
INTRODUCTION

1.1 Global Positioning System

The Global Positioning System (GPS) is a GNSS constellation owned by the
United States government and operated by the United States Space Force. GPS is
a satellite based ratio communication system composed of 24 nominal space vehicles
(SVs) in medium Earth orbit (MEO), at roughly 20,000 kilometers altitude. These

satellites are spread across six orbital planes and provide global coverage.

The GPS Ground Control Segment (GCS) is responsible for managing and
controlling satellite operations, monitoring and maintaining the health of the satel-
lites, ensuring communication with satellites, and processing data received from them.
One of the key functions of GCS is orbit control. GCS calculates orbital parameters,
predicts the satellite’s position, and determines when to execute orbit correction ma-
neuvers to keep the satellite in its designated orbit. This is done by uploading the
orbit ephemeris and SV clock parameters to the satellite for it to broadcast in a navi-
gation message to users. Ephemeris refers to a set of tabulated data or mathematical
functions that describe the positions and characteristics of celestial objects, such as

planets, satellites, or stars, over a specific period of time.

GPS is used for determining the position, velocity, and time synchronization
of objects or users anywhere on Earth’s surface or in near-Earth space. The com-
munication between GPS satellites and users is unidirectional: users receive the GPS
signal passively and process it to determine their position and time. GPS works on
the principle of trilateration. GPS receivers on Earth calculate their positions by
measuring the time it takes for signals to travel from multiple satellites to the re-

ceiver. By knowing the exact positions of these satellites and the time the signals



were transmitted, the receiver can determine its precise latitude, longitude, altitude,

and often, its speed and direction.

GPS signal structure can be illustrated by Figure 1.1. All GPS satellites
transmit signals at carrier frequency (1575.42 MHz for L1) which is shown as the
sinusoidal wave called the carrier. Pseudorandom noise (PRN) code and navigation
data, represented by Gold Code (C) and Data (D) in Figure 1.1, are modulated onto

the carrier by Binary Phase Shift Keying (BPSK).

Gold Code (C) 1 I—I ﬂ_—| |_|
Data (D)

cep | L LT

Figure 1.1. GPS L1 C/A Signal Formulation

Pseudorandom codes are essential for identifying and distinguishing signals
from different GPS satellites and for precise timing measurements. A Gold code is
a specific type of pseudorandom code, for example, the C/A (Coarse Acquisition)
code on the L1 frequency. PRN codes are sequences of binary digits (0s and 1s)
that appear random but are deterministic. They are generated by mathematical
algorithms and are known to both GPS satellites and receivers. For GPS L1 C/A,

the code is broadcast at 1.023 Mbps and contains 1023 chips in 1 ms duration.



Navigation data includes essential information for the GPS receiver, such as
ephemeris data, clock corrections, satellite health status, almanac data, and other
information. The navigation message is broadcast at 50 bps (bits per second) over a
duration of 12.5 minutes, after which the message repeats. Each navigation data bit

lasts 20 ms.
1.2 Receiver Architecture

Figure 1.2 shows an overview of GPS receiver architecture. The GPS signal is
first received at the antenna. At this stage, the signal will pass through a band pass
filter and then get amplified by a low noise amplifier. The front end will down convert
the GPS signal from L band to a lower frequency called the Intermediate Frequency
(IF) for easier processing. There is additional filtering and amplifying done here.
Next the signal is digitized by analog-to-digital converters (ADCs) for subsequent

processing.

Tracking Naw'gatlon .
Filter Position and
Front-End LOOpS > Timing Solution
(PLL and DLL) Form msmts and
carry out estimation

Figure 1.2. GPS Receiver Overview

The front end may perform initial code and carrier acquisition and correlation
to synchronize with the incoming GPS signals. Processing continues through tracking
loops for code and carrier phase tracking and data demodulation. The code tracking

loop is called the Delay Lock Loop (DLL) while the carrier tracking loop is called



the Phase Lock Loop (PLL). The goal for the tracking loops is to generate replica
PRN code and carrier same as the received signal to remove them and extract out

the navigation message to obtain position and timing solutions.

The PLL is a feedback control system that maintains precise synchronization
between the received carrier signal and the receiver’s local oscillator. It continuously
adjusts the carrier phase and frequency of the local oscillator to maintain phase lock

on the incoming carrier signal.

During an RFT event, the additive noise injected into the PLL degrades the
phase discriminator’s ability to accurately measure the true carrier phase. This degra-
dation leads to accumulated error in carrier reconstruction and, eventually, loss of
phase lock [1]. In this research, we will focus on receiver PLL design and improving

carrier phase and frequency tracking performance.

Figure 1.3 shows the PLL architecture of a Costas loop GPS receiver.

l oo
o | Q@) ,
kS ()dt »| Discriminator Replica
IF signal Teo 0 (arctan) € Numerically Signal
+ noise ) Controlled o
- —| Loop Filter 1 eijlator v
T 0 tan ™! 50} (NCO)
—_— ()at >
(from DLL)
Figure 1.3. Phase Lock Loop
The input signal to the PLL can be written as:
s()=AD(t )C(t )cos(Fiet+ (1)) +n(t) (1.1)

where A is the signal power, D is the navigation data, C is the code, is the code

delay, fj¢ is the intermediate frequency, (t) is the carrier phase, and n(t) is the



noise. The target IF signal is first correlated with the code replica obtained from the

receiver DLL to wipe off the code. The signal after code wipe off is
y(t) = AD(t  )cos(figt+ (t))+ n(t): (1.2)

The purpose of the coherent averaging integration block is to reduce the noise by
using the integrate and dump process. Then the signal y(t) is mixed with two replica
signals generated by a Numerically Controlled Oscillator (NCO), denoted as the In-

phase and Quadrature signals, X; (t) and Xg(t), respectively:
X (t) = K cos(Fiet + (1)) (1.3)

Xo(t) = Ksin(figt + (1)) (1.4)

where K is the replica signal amplitude and A(t) is the carrier phase of the replica

signal.

The In-phase signal after mixing, 1(t), can be written as
1(t) = y(O)x (1) = AKD(t  )cos(Fiet+ (1)) cos(Fipt+ (t)) (1.5)

where we neglect the noise term n(t) for explanation purposes. Apply trigonom-
etry product to sum identities and remove higher frequency (double intermediate)

components

I(t):%AKD(t Jeos( (1) (1): (1.6)

From Equation (1.6), the signal I(t) will only contain the navigation data message if
the phase difference, = (t) (), goes to 0. To make the phase difference as close
to 0 as possible, we need a discriminator to extract the phase difference information
from 1(t) and Q(t), then using a NCO to compensate for the phase difference while
generating the replica signal for the next loop iteration. The loop filter here serves

as a compensator to achieve the desired system response [2].



Similarly we can write Q(t) as:

Q(t) = JAKD(t  )sin( (1) (1) (L.7)

The carrier phase difference can then be extracted through arc tangent discriminator

as below: 1

Q(t) sin_(8) (1) )

= arctan —— = arctan

I(t) cos( (t) (1)

By employing a PLL feedback control loop, the GPS receiver is able to align the

carrier phase between replica and target IF signal and remove the carrier phase to

extract the navigation data message.
1.3 Radio Frequency Interference

Radio Frequency Interference (RFI) refers to an unwanted electromagnetic
signals causing disruption or degradation of the GNSS signals that can affect the
accuracy and reliability of GPS-based navigation and positioning. A deliberate in-
terference attack on radio communication systems is usually described as jamming.
The primary objective of jamming is to disrupt or block the normal operation of

communication, navigation, or electronic systems.

RFI and jamming can happen across a variety of frequency bands. Since
the GNSS signals share a unique frequency band, a jamming or interference event
in GNSS services usually means that the unwanted signals or noise is on the same
frequency band as the targeted GNSS signal. RFI can be categorized based on the
spectrum of the jamming signal as narrow and wide(broad) band interference. Narrow
band interference, such as continuous waveform (CW) noise, concentrates its power
on a single frequency (e.g., the same frequency as GNSS L1 signal). In wide band
interference, such as Additive White Gaussian Noise (AWGN), the power is evenly

distributed across a wide frequency spectrum.

Among these different types of interference, wide band RFT events are consid-



ered to be the most dangerous for GNSS services and also the hardest to mitigate.
More importantly, wide band RFI can be easily broadcast through Personal Privacy
Devices (PPDs) [3] which are cheap and easily accessible. This research focuses on

wide band RFI mitigation from a GNSS receiver design perspective.

The wide band RFT is realized as a deteriorated carrier to noise ratio (C=Ng).
The effect include signal degradation, positioning error increase, timing inaccuracies,
and potential loss of carrier phase lock. In safety-critical applications, such as avi-
ation, RFI can pose significant risks. Malfunctioning or disrupted equipment due
to RFI can compromise safety and put lives at risk. Efforts to detect, prevent, and
mitigate interference are crucial to ensuring the continued reliability and safety of

GPS technology in various applications.
1.4 Research Application

Continuity of the Global Positioning System (GPS) service refers to the un-
interrupted availability and reliability of GPS service, which is essential for many
applications of navigation, timing, and positioning. In aviation, GPS has become
indispensable for ensuring the safety of passengers, crews, and aircraft in navigation,

flight planning, approach and landing, and surveillance.

Jamming poses a significant threat to aviation safety and operations due to
the widespread reliance on GPS and other satellite-based navigation systems. Jam-
ming involves intentional or unintentional interference with RF signals, disrupting
or degrading communication, navigation, or surveillance systems. This interference
occurs when unwanted signals are transmitted in the same frequency bands as GPS
signals, overpowering or disrupting legitimate signals and preventing them from being

received or decoded properly by GPS receivers.

In 2009, there was an interference incident at Newark Liberty International



(EWR) Airport that caused disruption in GPS Ground Based Augmentation Sys-
tem (GBAS) reference receivers [4]. In nominal operation, GBAS is responsible for
monitoring GPS satellites and broadcasting corrections to aircraft on final approach.
The discontinuity in GBAS services could result in catastrophic consequence if the
visibility had been limited on that day. The jamming source was a PPD used by a
truck driver trying to prevent his employer from tracking his location. His truck was
passing along the adjacent 1-95 express way, which is roughly 130 meters away from
the GBAS receivers. The wide band RFT signal was emitted from his PPD over the

GPS frequency band and caused unintentional jamming.

Since the jamming event in 2009, EWR has continued to experience regular
RFT from PPDs, all transmitting while travelling on the nearby turnpike, numbering
about five events per day, mostly Monday to Friday. The FAA has made modifications
to the antenna equipment and added a fence which appears to have reduced the

damaging effects of PPDs, but this is not a solution viable for all receivers [5].

Our research targets GBAS reference receivers directly, aiming to enhance
robustness and performance against wide band RFI events. We focus on the PLL
in the receiver, as it loses track of the carrier phase and frequency under RFI events
before the DLL does. The general scenario involves a static receiver, which experiences
minimal dynamic stress, suddenly subjected to a wide-band RFI event. We assume
the receiver is operating normally before encountering the RFI events. Therefore,
we are not working with a cold start in a jamming environment, and the receiver
should already keep locked onto the code and carrier before the interference begins.
Additionally, we have access to previous broadcast ephemeris, which should be valid

for at least two hours according to GPS specifications.

The goal of this research is to redesign the receiver PLL structure to enable

the receiver to detect and mitigate wide-band interference and provide reliable GPS



positioning and timing services throughout a jamming period.
1.5 Literature Review and Prior Work

Common approaches for PLL tracking of weak signals involve increasing the
coherent averaging time (Tay) and narrowing the tracking loop noise bandwidths.
Averaging In-phase and Quadrature (I/Q) signal samples over longer periods does
help filter out noise. However, the GPS L1 signal structure puts an upper limit of
20 ms (one data bit length) on T,y [6]. This limit is imposed because averaging or
integrating over more than 20 ms will cross the navigation data bit boundary, leading
to errors in the phase estimation. Existing methods for extending averaging time
across multiple data bits, such as non-coherent memory discriminators [7] and real-
time bit estimation techniques [8], can create biases in the discriminator’s output
and reconstructed carrier frequency when subjected to intense RFI, which can, again,
ultimately lead to a loss of phase lock. Narrowing the PLL closed loop bandwidth [9]
provides greater noise filtering and reduces the tracking error variance in a classical
control linear PLL model [10], but when exposed to strong RFI [8] the discriminator
output can be saturated by the noise, causing the PLL to become nonlinear, which

can result in instability and loss of lock.

With Software-Defined Radio (SDR) GNSS receiver implementations, how-
ever, another approach is to interpret carrier ‘tracking’ as a phase and frequency
estimation problem amenable to a solution using an extended Kalman filter [11], [12].
As an optimal estimator for white Gaussian noise inputs, a Kalman filter can also be
designed with flexible dynamic and measurement models that adapt to varying noise

levels to minimize phase estimation error variance [13].

Previous studies employed Kalman filters to estimate carrier phase during

ionospheric scintillation [14] focusing on intervals shorter than 20 milliseconds. This
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approach was used in simulation tests in [15] and [16] and limited experiments in [17]
and [18]. The adaptability and flexibility of Kalman filters have been exhibited in [19]
using varying gains during ionospheric scintillation signals and in [20] in high dynamic
conditions. For weak signal tracking, [21] and [11] presented simulation results with

Kalman filter architectures down to 27 dB-Hz and 18 dB-Hz, respectively.

A key challenge that arises in Kalman filter-based signal tracking applications
is the uncertainty in navigation data bits and the potential transitions that occur
at the 20-millisecond boundaries. Without external knowledge of the navigation
data bits (with the exception of pilot signal tracking) most previous research applied

Kalman filters with averaging times of less than 20 milliseconds.

In [11], a Bayesian bit estimation technique was presented, where equal a
priori probability is assumed for each new data bit. This allows the Kalman filter to
operate without any external navigation data bit knowledge. In the case of Assisted-
GNSS (A-GNSS), as described by [22], all the data bits are assumed to be known
from the previous broadcast ephemeris, and they are used to remove the data bits.
However, the receiver must be aware of any ephemeris cutover or new navigation data
upload, which can happen at any time. Detecting any ephemeris change is extremely
challenging in a jamming scenario due to the increased noise. Misuse of old ephemeris
data directly leads to a loss of lock and negatively impacts the continuity of GPS

services.
1.6 Contributions

1.6.1 Multiple Model Kalman Filter for GPS Receivers. The GPS carrier
phase and frequency estimation problem is a hybrid estimation problem that require
estimating the continuously changing carrier phase/frequency and discrete navigation

data (ND) bits. The Kalman filter has been proved to be an optimal estimator in the
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presence of AWGN which is the case for wide-band interference. However, a typical
Kalman filter cannot handle navigation data bit transition that occur every 20 ms.
We introduce the Multiple Model (MM) algorithm for this system, which accounts
for the uncertainty in the system model (navigation data bit can be 1 or 0). This
algorithm allows the Kalman filter to run without needing to determine the exact

data bits.

Traditional PLLs fail under RFI events because the discriminator gets sat-
urated by noise and cannot estimate the carrier phase difference that needs to be
compensated. To make our MM KF robust to interference, we derive an error KF
and select the clock phase and frequency as states, which are immune to interference
and jamming. We build a clock phase noise dynamic model based on a Power Spec-
trum Density (PSD) bounding method. We formulate the measurement model with

[/Q samples and associated measurement noise defined by C=No.

Superior performance has been demonstrated for our Multiple Model (MM)
KF over traditional PLL in term of carrier phase and frequency estimation error.

Simulation and experimental data results are provided.

1.6.2 Upload-robust Navigation Data Prediction Strategy. When applying
the MM algorithm for the KF, we assume we have no additional knowledge of navi-
gation data bits. In reality, considering the GBAS receiver jamming scenario, we do
have access to previous broadcast ephemeris. The update and change of ephemeris
(i.e., navigation data/message) are not irregular. Each bit has its physical meaning

and can be predicted using past ephemeris.

We develop an upload-robust navigation data bit prediction strategy that can
confidently predict certain future data bits despite navigation data updates (2-hour

change-overs and 1-2 times per day new uploads). The MM KF performance is
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greatly improved by incorporating the prediction results into the multiple model
determination. Since our prediction strategy works across ND change-overs and new

upload periods, the MM KF can operate under long-duration jamming events.

Additionally, we make the MM KF adaptive to ND changes by detecting any
changes in ND bits. The MM KF can fully utilize old ephemeris knowledge when
no ND change is detected and automatically switch to the upload-robust ND bits
prediction strategy when a ND bits change is detected. We quantify the continuity

risk as a function of C=Ng for this detection method.

1.6.3 Inertial Aiding for Moving Receivers. The GBAS reference receivers
are stationary, experienceing zero Doppler effect due to user motion. To extend this
research to moving receivers, we integrated an IMU into the MM KF to provide

inertial aiding and mitigate user dynamic stress.

For real applications, we need real time information about C=Nj since it is
related to measurement model noise level used in the KF. Current C=Ng estimators
in commercial receivers are not designed for jamming scenarios and produce biased
results when C=Ng is below 25 dB-Hz. We derive a de-biased C=Nj estimator based
on the moment matching method. This C=Nj estimator provides unbiased estimation
results as low as -10 dB-Hz. The updated C=Ng information allows the MM KF to

perform optimal estimation in the road test experiments.

With inertial aiding from the IMU output, rapid changes in user Doppler shift
can be compensated. The road test results show the MM KF maintains the same

level of signal tracking performance as that of static users under RFI.

1.6.4 Accurate Positioning Solution. Maintaining tracking is the first step in
demonstrating the robustness and reliability of the MM KF receivers against RFI.

We expose the MM KF to prolonged RFI events and use the code measurements from
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carrier-aided DLL to determine the positioning solutions during jamming.

By utilizing the estimation outputs from the MM KF, we achieve reliable
and fairly accurate positioning results during a 30-minute-long jamming event at 15
dB-Hz, demonstrating the robustness and accuracy of the method under challenging

interference conditions.

In experiments involving severe interference, conventional GPS receiver Phase-
Locked Loops (PLLs) typically lose lock at the onset of jamming. However, the MM
KF approach is capable of sustaining signal tracking, delivering relatively accurate
position solutions, and ensuring the continuity of GPS services. This highlights the
significant advantage of the MM KF in maintaining GPS service continuity where

traditional methods fail.
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CHAPTER 2
KALMAN FILTER MODELING AND MULTIPLE MODEL ALGORITHM

2.1 Motivation

Typical PLLs rely on phase discriminators to maintain tracking of carrier fre-
quency and phase. However, these discriminators can be saturated by additive white
Gaussian noise (AWGN) introduced by wideband interference events. During the
jamming and interference period, noisy 1/QQ measurements experience large devia-
tions that can exceed the pull-in region of discriminators which, in turn, can lead to

cycle slips and loss of lock.

While PLLs are typically fixed structures with predefined discriminators and
loop filters, Kalman filters are far more flexible. The key reason Kalman filters are a
better choice over PLLs under jamming scenarios is that they can be designed using
a specific dynamic model of the phase noise for the receiver’s clock, as well as explicit
measurement and error models for the 1/Q samples. Further, the Kalman filter can
adaptively de-weight the estimator gains on the I/Q samples when the measurement
noise level is increased due to interference, since the noise levels in the clock dynamic

model are always constant and predefined (as the clock is unaffected by jamming).

The regular Kalman filter only works for a specific system model. Even after
removing the code, the unknown navigation data still introduces uncertainty into
the system model. To solve this issue, we have developed a multiple model (MM)

algorithm to handle the uncertainty in the navigation data.

Figure 2.1 shows a top-level block diagram of an MM /Kalman-based carrier

phase tracking architecture as it would be implemented in an SDR.

In our interference scenario, we assume that the receiver is already tracking,

post-acquisition, before being subjected to an RFI event, and as a result, the Kalman
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Figure 2.1. Top-level view of MM /Kalman-based carrier phase estimation in an SDR

filter estimate error is small immediately prior to the event onset.
2.2 Clock Phase Noise Dynamic Model

Given the goal of estimating carrier phase and frequency, we need to derive
the relationship between the receiver clock phase and GNSS carrier phase. Over one
pre-detection averaging interval, Ty, the total carrier phase change can be expressed
as tot = Dopp + clk T atmo- Dopp 1S the phase change due to relative movement
between the satellite and receiver. Satellite motion is known using the last decoded
broadcast ephemeris and can be removed and receiver motion over short intervals can
be accounted for using inertial sensors [23].  ammo refers to the phase change due to
atmospheric effects (ionosphere and troposphere). These change slowly over minutes
or hours, and given that T,y is at millisecond level, atmo can be neglected. Therefore,

we only need a dynamic model for clock phase ¢ for our Kalman filter.

The Power Spectral Density (PSD) for clock phase noise can be expressed
using the conventional power law model

s

S(f) = 2

(hFO+ hof Y4+ hof 24+h F 3+h of %) (2.1)

To is the carrier frequency (e.g., fo = fL1 = 1575:42 MHz for the GPS L1 signal). The
values of the h coefficients will depend on the specific receiver and satellite clocks. For

example, in the experimental work described later in the thesis we use independent
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SpectraTime, Low Cost & Profile Frequency Rubidium Standards (LPFRS) for both
the receiver and satellite signal simulator. The clock product specifications provide
phase noise data points at 1, 10, 100, 1000, 10000 Hz as (respectively) 80, 100,

130, 140, 150 dBc/Hz. Using the coefficients h, = 0, hy = 0, hg = 1:241 10 ©,
h 1 =0, and h , = 2:4819 10 2, we upper bound the specifications as shown

in Figure 2.2. In the figure, the solid lines represent the PSDs after Ty, = 20 ms

——PSD bound with averaging
-------- PSD bound without averaging | |
=&-Data points with averaging |
- Data points without averaging

2
iv.

Phase noise PSD (dBc/Hz)

10° 10" 10° 10° 10*
Frequency (Hz)

Figure 2.2. Clock phase noise PSD bounding (SpectraTime LPFRS Rb)

pre-detection averaging and the dashed lines are before averaging. The blue circles

are the data points from the clock phase noise PSD specifications.

For Kalman filter implementation, we now define a state vector to include

signal amplitude (A), clock phase ( k), clock frequency (fek), and a dynamic process
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model. 2 3 2 32 3
A 1 0 0 A
clk =80 1 At kb T Wk (2.2)
Tk 0 0 1 fok
k+1 k

where At = T,y is the time increment represented by index k, and wx ~ N(0; W) is

time independent white noise. The process noise covariance matrix is [24]

2 3
2 0 0
3 2
W=80 seAt4 2t Sp_t (2.3)
Sg t? S
0 ot =t + 3SAt
where
Sy =2 *h , (2.4)
h
Sf = 7" (2.5)

Ty is the carrier frequency (e.g., fo = fL1 = 1575:42 MHz for the GPS L1 signal), and

2 0 is included to allow for small nominal process noise on the amplitude state.

2.3 In-phase/Quadrature Measurement Model

The measurement model, with the known contributions of pepp to the In-

phase and Quadrature components removed, is

I = dkAx cos( k) + Vik (2.6)
where dy = 1 is the navigation data bit and Vjx and Vg are white measurement

processes distributed as [Vix Vgx]T  N(0;Vi) with V. =1 2. The measurement
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error variance 2, for a unit amplitude signal is related to the carrier-to-noise ratio

(C=Nogx) by

C=Ng.k[dBHz]

C=Ngx =10 10 (2.8)

2 1

= — 2.9
vik 2TcoC:NO;k ( )

The observation equations (2.6) and (2.7) are nonlinear in state ¢k, SO to
execute the Kalman measurement update they must be linearized about the best

available estimate, Ac|k;kjk 1, obtained from the previous dynamic update.
2.4 Multiple Model Algorithm

The MM algorithm is a special case of the general Interacting Multiple Model
(IMM) algorithm. The general algorithm works for systems that obey one of a finite
number of continuous models at a time but is capable of switching between models
at discrete intervals [25]. The IMM algorithm is described comprehensively in [26], so
only a brief summary will be given here, with emphasis on application to the problem

at hand—GNSS data bit transitions.

A flowchart of an example two-hypothesis IMM estimator is shown in Fig-
ure 2.3. At the top, prior state estimate vectors X;(k  1jk 1) and Xa(k 1jk 1)
and their corresponding error covariance matrices P(k  1jk 1) and Pa(k 1jk 1) are
obtained from two component Kalman filters executed in the previous cycle. These
are input into a mixing function to compute modified inputs for the next Kalman
filter cycle: Xym(k 1jk 1), Pim(k  1jk 1), Xom(k 1jk 1), and Pom(k  1jk 1).
Each Kalman filter represents a specific mode, which may differ from the other in the
dynamic model or measurement model (or both). Each filter, using its own measure-
ment model, will then perform a measurement update using the same measurement

z(k) and a time update with its own dynamic model. Likelihood functions A;(K) and
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Figure 2.3. The IMM algorithm

A (k) are then evaluated and used to calculate current mode-state ( k) and mixing
( kjk) probabilities, with the latter used to commence the next cycle. The Appendix
provides additional detail. The output state estimate vector and error covariance
matrix, X(kjK) and P (kjK) respectively, are computed using the individual Kalman
filter results X3 (Kjk), P1(Kjk), X2(kjk), and P,(kjk) and the mode probability vector

k-

In our applications, system uncertainty arises from random navigation data
bits, leading to two modes corresponding to two hypotheses about the bits. As the
navigation data bits are independent of time in sequence, the mode (bit) transition
probabilities are both %, and the mode transition matrix is a 2 2 matrix with each
element equal to % The mixing process shown in Figure 2.3 for the standard IMM
algorithm is not needed in this case because of the uniform structure of the mode
transition probability matrix. As there is no ‘interaction’ between modes at the end

of each time interval, the IMM algorithm can therefore be simplified into the MM
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algorithm for our case. The proof is provided in the Appendix A.

A owchart of the two-hypothesis MM estimator is shown in Figure 2.4.

Figure 2.4. MM algorithm in our case

The Iters run in parallel in two modes, corresponding to two measurement
models with navigation data bit valuesdy = 1 and dy = 1. The same initial state and
the same 1/Q measurements are input into these two Kalman lIters for measurement
updates. Likelihood functions are then evaluated and used to calculate current mode-
state ( ) probabilities. The output post measurement update state estimate vector
and error covariance matrix are computed using the individual Kalman Iter results
and their mode probabilities. The dynamic models are the same for both modes, as
de ned in Section 2.2. The result, as illustrated in Figure 2.4, is that the nal (fused)
output state and covariance can be fed directly into both mode lIters at the next

time step.

The MM algorithm o ers an excellent compromise between complexity and
performance. It allows the Kalman Iter to produce a single estimation result for sys-
tems that have multiple hypotheses in the model, thus solving the navigation data bit
transition problem. Meanwhile, by advancing only a single bit interval for each mea-

surement update it avoids the exponential guessing of the data bit sequences, thereby
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minimizing computational complexity. The MM can also accommodate more general

cases of reduced uncertainty in bit transitions, as will be discussed in Chapter 5.
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CHAPTER 3
SIMULATION PERFORMANCE

3.1 Covariance Analysis

Covariance analysis is a fundamental tool in the KF and it is also a great way to
check convergence without needing measurements. This analysis involves examining
how the covariance matrices are propagated and minimized through the KF steps.
By understanding the behavior of the covariance matrices, one can gain insights into

the KF's performance and stability.

Using the dynamic and measurement models de ned in Sections 2.2 and 2.3
respectively, we rst perform a covariance analysis before incorporating any real mea-
surements. We consider the measurement noise level at 15 dB-EzN, to simulate
an interference condition. We set a large initial variance on the carrier frequency
state which is equal to a typical PLL frequency tracking variance at 15 dB-HZ=N.
Following this setup, we propagate the MM KF covariance update equations. This
involves iteratively updating the state covariance based on the de ned dynamic and
measurement models. The result is shown in Figure 3.1 and it provides insights into

how the lter is expected to perform under the given noise conditions.

For C=N, = 15 dB-Hz environment and given typical initial conditions, the
MM KF reaches a steady state within just 0.8 seconds. A short convergence time
ensures less accumulated frequency estimation error even when we start the MM KF
during a Radio Frequency Interference (RFI) event. In the zoomed-in gure, the
blue dots represent the covariance after the dynamic update, while the red crosses
represent the covariance after the measurement update. After each measurement
update, the covariance is signi cantly reduced. Additionally, the process noise does

not introduce much noise into the state covariance.
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Figure 3.1. Covariance Analysis

These results validate our design approach for the MM KF. Speci cally, we
aimed to create a stable, and robust dynamic model with minimal process noise for
the Iters to trust during RFI events. The rapid convergence and maintained low
covariance levels demonstrate the e cacy of this design in providing reliable and

accurate state estimates even under challenging interference conditions.
3.2 1/Q Samples Estimation

To validate the performance of the Multiple Model Kalman Filter (MM KF),
we generate synthetic measurements (I/Q samples) embedded with random white
noise at 15 dB-HzC=N,. These measurements are fed into the MM KF to estimate

the carrier phase and signal amplitude.

To validate the performance of the Multiple Model Kalman Filter (MM KF),

we generate synthetic measurements (I/Q samples) embedded with random white
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noise at 15 dB-HzC=N,. These measurements are fed into the MM KF to estimate
the carrier phase and signal amplitude. A Monte Carlo simulation is conducted
using the MM KF with 10,000 data points to ensure statistical robustness. In this
simulation, we set the true carrier phase to a xed value as 135the signal amplitude

as 1, and the coherent averaging time as 20 ms. Additionally, the navigation data bit

is set as 1, and theC=N, remains at 15 dB-Hz. The result is shown in Figure 3.2.

Figure 3.2. 1/Q Simulation

The red dot marks the location of the true 1/Q sample (true carrier phase and
signal amplitude), while all the blue points represent the estimation results from the
MM KF. In an ideal scenario without any noise, all the blue data would coincide

precisely with the red mark.

However, under 15 dB-Hz jamming conditions, the I/Q estimation results rep-
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resented by the blue points form a large noise ball centered around the true I/Q
sample position (red mark). Additionally, another noise ball appears in the oppo-
site direction at 45 carrier phase. The emergence of the opposite noise ball is
attributed to errors in bit distinction within the MM KF. Despite the true data bit
being 1, the MM KF erroneously estimates it as -1. Consequently, this erroneous
sign impacts the carrier phase estimation, e ectively ipping it by 180 from 135 to

45 . The blue dots positioned between these two noise balls represent a weighted
average result from both noise balls, illustrating that the MM KF encounters chal-
lenges in accurately distinguishing between the correct and incorrect bits under noisy

conditions.

Naturally, one might consider whether providing some known data bits to the
MM KF would improve estimation accuracy. Under the same simulation conditions as
previously described, we additionally introduce a scenario where 1 out of every 8 bits
is provided as known information to the MM KF. The result is shown in Figure 3.3.
The red dot still marks the location of the true I/Q sample, while the blue points

represent the estimation results obtained by the MM KF.

Compared with Figure 3.2, the opposite noise ball is signi cantly reduced in
guantity in Figure 3.3. Surprisingly, with only 1/8 of the bits known, the estimation
results show notable improvement, with more blue data points now centered closely
around the red mark. The known bits appear to have e ectively reduced the spread of
the estimation results and enhanced their alignment with the true phase. This simu-
lation outcome strongly motivates us to pursue ND (Navigation Data) bits prediction

and integrate this knowledge into the MM KF, which will be discussed in Chapter 5.



Figure 3.3. 1/Q Simulation with 1/8 Bits Known
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3.3 Carrier Phase and Frequency Estimation

In this simulation, we generated true carrier phase and frequency time pro les,
as well as random data bits. To simulate the e ect of an interference event, we added
white noise to the true signal. The initial interference-free signal carrier-to-noise ratio
was set to 51 dB-Hz, and we evaluated the e ects of subsequent interference events

that reduced C=N, down to 25 dB-Hz and 15 dB-Hz.

The simulation began with a steady-state covariance matrix corresponding to
the high initial signal power. A 20 ms coherent averaging time was applied throughout
the simulation, and the total simulation duration was 4 minutes. Interference events
started at 110 seconds for all scenarios. The results of the simulation were captured
as carrier phase and frequency estimation errors between the MM KF output and the

corresponding true inputs.

Figures 3.4 and 3.5 show results for the 25 dB-Hz interference case, and Fig-
ures 3.6 and 3.7 show the 15 dB-Hz case. The phase and frequency errors maintained
a zero mean throughout the simulation run. After the onset of interference, the es-
timator's predicted standard deviations of phase and frequency errors increased but
remained within a controlled range. For the 25 dB-Hz case, the standard deviations
were 2.73 degrees for phase error and 0.0097 Hz for frequency error. For the 15 dB-
Hz case, the standard deviations were 7.96 degrees for phase error and 0.0142 Hz
for frequency error. In both scenarios, the computed sample deviations were nearly

identical to the predicted values derived from the covariance analysis in Section 3.1.



Figure 3.4. Phase estimation error for 25 dB-Hz simulation

Figure 3.5. Frequency estimation error for 25 dB-Hz simulation
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Figure 3.6. Phase estimation error for 15 dB-Hz simulation

Figure 3.7. Frequency estimation error for 15 dB-Hz simulation
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3.4 Clock Sensitivity Analysis

The simulation results from the MM KF are promising. However, it is unclear
whether this performance stems from our KF model and MM algorithm or simply from
the high-quality atomic clocks. In this research, we use the LPFRS Rubidium clock
for all simulations and experiments. We chose Rubidium clocks due to their superior
long-term stability, allowing us to average over longer periods to further reduce noise.

However, these atomic clocks are expensive and not accessible to everyone.

In commercial GNSS receivers, TCXO clocks are more commonly used. While
TCXO clocks have similar short-term stability to Rubidium clocks, they exhibit worse
long-term stability [27]. The S, parameter is more closely related to long-term sta-
bility, while the S; parameter pertains to short-term stability. To generalize our
research and broaden its applicability, we aim to test the MM KF with other clock
parameters. Additionally, our clock modeling is sometimes imperfect. To assess the
impact of modeling errors on the nal results, we plan to test the sensitivity of the

parameters §y and S ) in the clock model in Equation (2.3).

We evaluate clock frequency stability against six scenarios. The LPFRS Ru-
bidium clock serves as the benchmark case. We rst evaluate TCXO clocks and then
manually in ate the process noise matrixW by factors of 1¢ and 10. Finally, we
in ate the Sy and S; parameters by 10 to determine which parameters matter most.
Figure 3.8 shows clock frequency state estimation results with di erent adjustments
to the process noise parameters. The performance of the TCXO clock is nearly the
same as that of the Rubidium clock [28], which means the MM KF can be applied
to commercial receivers and achieve similar promising performance under jamming

conditions.

In ating the process noise matrix W by a factor of 10 causes signi cant
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Figure 3.8. Clock frequency sensitivity analysis

deviations from the benchmark results, but a 10level of modeling error is acceptable.
Increasing Sy by factor of 10" still yields similar results, while in ating S by the
same factor signi cantly deviates from the benchmark. This is expected, as tit
parameter is more related to long-term stability, which has proven to be less critical
to the results. The small di erence in short-term stability [29] between the Rubidium

and TCXO clocks explains their similar performance in the nal results.

In conclusion, a modeling error around the FOlevel is acceptable, and any
clock with short-term stability similar to the TCXO clock will work with our MM

KF in jamming scenarios.
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CHAPTER 4
EXPERIMENTAL DATA MM KF PERFORMANCE

4.1 Experimental Setup

Figure 4.1 shows an overview of the experimental setup.

Figure 4.1. Experimental setup

The experiments are performed using an RF signal generator (Spectracom
GSG-6) to directly simulate a GPS signal. The GNSS signal simulator simpli es
the design and modi cation of scenarios and the management of interference events.
A commercially available rubidium clock, the Spectratime LPFRS-01/AV1 rubidium
oscillator (10 MHz), is used as an external reference clock for both the signal generator

and the receiver.

The simulated RF signal enters into a GPS RF front-end using the Universal

Software Radio Peripheral (USRP) N200 with a DBSRX2 daughterboard from Ettus
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Research. The sampling frequency is set to 10 MHz for USRP to save complex data
samples (i.e. In-phase and Quadrature samples). The saved data is post-processed
in MATLAB using a software-de ned receiver (SDR) [30] with an implemented MM

KF estimator.
4.2 Experimental Scenario

The experiment involved a static GPS reference receiver operating over a 4
minute period with 5 satellites (PRN 1, 7, 11, 28, 30). The normal signal strength
prior to the onset of the RFI event was set to 51 dB-Hz. The onset of the RFI event
was 2 minutes after start so that the receiver had su cient time for acquisition and

to lock onto the nominal signals.

The interference event was instigated by droppinG=N, from 51 dB-Hz (which
was the starting signal strength for all 5 satellites) as follows: no drop for PRN 1, 6
dB-Hz drop for PRN 30, 16 dB-Hz drop for PRN 7, 26 dB-Hz drop for PRN 11, and
36 dB-Hz drop for PRN 28. The detailedC=N, before and during interference are

tabulated in Table 4.1.

Table 4.1. PRNC=N, Table for Experimental Test

PRN 1 PRN 30 PRN 7 PRN 11  PRN 28

Before Interference 51 dB-Hz 51 dB-Hz 51 dB-Hz 51 dB-Hz 51 dB-Hz

During Interference 51 dB-Hz 45 dB-Hz 35 dB-Hz 25 dB-Hz 15 dB-Hz

By designing the scenarios this way, we aim to evaluate the performance of

the MM KF under di erent levels of interference.
4.3 Estimator Performance

To evaluate the performance of MM KF, the carrier frequency estimate errors
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were compared to those of a traditional PLL. For the PLL, the carrier frequency
estimate error is the same as the frequency tracking error since the PLL does not
have an estimation process. The carrier frequency estimation/tracking error will
accumulate into the carrier phase error over time, which is the primary contributor
to loss of lock. To make as fair a comparison as possible, we also applied traditional
interference mitigation methods for the PLL including tightening the noise bandwidth
and setting the pre-detection averaging time to the maximum of 20 ms (the MM KF

and the PLL were both running with a 20 ms averaging time).

Preliminary experimental results showed that rapid tightening of PLL band-
width after acquisition caused the PLL to become unstable. So the PLL noise band-
width was tightened gradually, starting at 15 Hz and ending at 1 Hz, before the MM
KF was initialized. Bandwidths lower than 1 Hz resulted in unstable PLL perfor-

mance.

The receiver started without interference for acquisition and initial PLL track-
ing. During the initial tracking period, information useful to the MM KF estimator
was collected in preparation for MM KF start as shown in the Initializing MM box
in Figure 4.2. The information includes the past navigation data bits and initial

conditions of the MM KF state vector.

Figure 4.2. MM KF running logic

The past navigation data bits were used to generate a Doppler table to remove
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satellite motion from the received carrier frequency and for predicting (partially)
navigation data bits (used later in Chapter 5). The initial state vector, includes the
signal amplitude (calculated usingIO 12+ Q2), clock frequency (by subtracting the
satellite motion from the PLL carrier frequency), and clock phase (by integrating the

clock frequency).

In the timelines shown in the results, the MM lter was initialized at 80 seconds
and the interference event onset was at 110 seconds. After initialization, the MM KF
estimator and the PLL ran in parallel independently to enable comparison of their

responses to the interference events.

4.3.1 Validation.  We rst looked at the results for PRN 1, which had no interfer-
ence. In this case, the MM KF was expected to have approximately the same level
of carrier frequency estimation error as PLL. Figure 4.3 shows the carrier frequency

estimation error results from the MM KF (red) and PLL (blue).

Figure 4.3. Carrier frequency estimation error, PRN 1
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The results show that the PLL's carrier frequency tracking error was slowly
shrinking as we gradually tightened the PLL noise bandwidth. At 80 seconds, the
PLL coherent averaging time was increased to 20 ms and the MM was initialized (with
the sameT,,). At 80 seconds, after a short period of MM convergence, the variances of
the carrier frequency estimation error (MM KF) and tracking error (PLL) are nearly
the same. Thus, in the interference-free case, we see that the MM lter preserves the

same carrier frequency estimation ability as the PLL with 1 Hz noise bandwidth.

4.3.2 Wide band Interference. We then performed the same test as in 4.3.1
for the other PRNs that experienced di erent levels of interference starting at 110
seconds. Figure 4.4 shows the result of carrier frequency estimation error for PRN 7,

whose carrier to noise drops from 51 dB-Hz to 35 dB-Hz at 110 seconds.

Figure 4.4. Carrier frequency estimation error, PRN 7

As see in the gure, the PLL and the MM KF are running with no interference

between 80 to 110 seconds with similar output error variances. After the interference
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onset, both error variances increase but the MM KF output shows a notably smaller
increase compared to the PLL output. Both methods remain functional at 35 dB-Hz
C=Ny, as their estimation and tracking error output maintains a zero mean, indicating

that there is no loss of lock.

Figure 4.5 shows the results from PRN 11 which has an interference event at
110 seconds reducin€@=Ny down to 25 dB-Hz. Typical receivers have issues with

tracking satellites that have low signal strength below 30 dB-Hz.

Figure 4.5. Carrier frequency estimation error, PRN 11

Beginning at 110 seconds, the PLL's carrier frequency tracking error drifts
away despite having already applied interference mitigation methods including tight-
ening the noise bandwidth and increasing the coherent averaging time. Because the
frequency tracking error is not zero-mean, the PLL was not able to maintain lock
on the carrier. In contrast, the MM KF was able to hold the zero mean on the car-

rier frequency estimation error output with a 00818 Hz estimation error standard
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deviation during a 25 dB-Hz jamming period.

Figure 4.6 shows the result for PRN 28, which experiences a strong interference

event at a carrier to noise ratio of 15 dB-Hz after 110 seconds. As expected, given

Figure 4.6. Carrier frequency estimation error, PRN 28

the results of the previous case at 25 dB-Hz, the PLL again lost lock. In contrast,
the MM KF was still able to produce zero mean carrier frequency estimation results
at 15 dB-Hz, albeit with a larger variance than in the 25 dB-Hz case. The lter
output frequency estimation error standard deviation is 1688 Hz during the 15 dB-
Hz jamming period. The actual standard deviation of frequency error output is nearly

the same as the lter-predicted for all the scenarios.

The frquency estimation error variances in the experimental results are some-
what larger than those in the simulation results because the simulations used identical
measurement error models for the Iter and the random samples noise generation and

they also assumed perfect linearization points in the measurement model.
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The results of these experiments show that the MM KF is more stable and
reliable than the PLL under wide band interference. The integrated clock dynamic
model and the two-hypothesis MM implementation help the estimator distinguish
data bits under noisy conditions and produce accurate estimates of carrier phase and

frequency.
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CHAPTER 5
DATA BIT ASSISTED ESTIMATOR

The basic MM KF in Section 4.3 determines the mode probabilities from
scratch for each sequential measurement, without any informative prior probability
or external knowledge about the data bits. However, during interference, a Id@~N,
makes it more di cult to distinguish bits using measurements alone, therefore the
estimation error will naturally increase with decreasingC=Ny due to the contribu-
tion from the wrong mode Iter's output. Knowing the correct bit value prior to
conducting the measurement update signi cantly enhances performance, especially
in low C=Ng conditions. This conclusion has been validated through simulation tests

detailed in Section 3.2.

Prior to jamming onset, the receiver will have already decoded ephemeris data
which, for GPS, will remain valid for at least two additional hours. The prior navi-
gation data, collected during the initialization of the MM KF as shown in Figure 4.2,

can be utilized to support the MM KF in mode determination.
5.1 Upload-robust Data Bit Prediction Strategy

Before we can develop a strategy for data bit assistance, we need to understand
how the navigation data bits are updated during ephemeris cutovers (change-overs)
and navigation data uploads. For aviation applications, which are of primary interest
to us, there is no reliable mechanism to supply navigation data bits from an external

source as is done with A-GNSS.

A new GPS upload means that the ground control segment uploads to the
satellite all elements of navigation messages for the next day (or longer). Information
in all the frames will be updated including ephemeris, clock parameters, almanac,

and so on. An new upload usually happens once a day, and it can happen at any
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time.

A GPS data cutover occurs when the satellite begins broadcasting the next
segment of ephemeris data from the last upload to users. Cutovers normally happen

every two hours at the top of the hour.

Navigation data messages are standardized, well-structured binary bits broad-
cast by the satellites to communicate with GPS receivers about ephemerides, al-
manacs, satellite health status, and other information. For this work, we focus only
on the GPS L1 signal and its legacy navigation (LNAV) data bits. The navigation
data message is modulated on the carrier at 50 bps and contains 5 sub-frames, each
of which has 300 bits, and each bit is 20 ms in length. Sub-frames 4 and 5 each
have 25 separate pages. Every 30 seconds GPS satellites will transmit one frame:
1500 bits including sub-frames 1, 2, and 3 and one page each from sub-frame 4 and
5. Thus, collection of the whole navigation data message (superframe) takes at least

12.5 minutes.

The navigation data bit structures are pre-de ned in IS-GPS-200H [31]. Some
bits never change, or rarely change, which opens the possibility of predicting future
data bits using old data bit information. We consider the case where a receiver
decodes enough sub-frames before RFI onset to enable partial data bit prediction
during the event. This assumption is reasonable given that an aircraft would not
take o in the presence of RFI and that any external augmentation systems that are

vulnerable to RFI operate continuously.

Using navigation data bits collected over several days, we have categorized
the bits that remain predictable through ephemeris cutovers and new uploads. Some
bits never change (e.g., preamble bits) or are easily predictable (e.g., TOW and

subframe ID bits). For a number of other parameters (e.g., related to SV clock
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corrections and certain orbit elements), the most signi cant bits do not change. Based
on the information gained, we have developed a partial bit prediction strategy that
predicts only the bits that remain unchanged through navigation data uploads. The
strategy is conservative most of the time because an even larger number of bits would
remain predictable through ephemeris cutovers, but it is necessary to ensure tracking
continuity through new uploads, which can happen at any time. The prediction

strategy (i.e., exactly which bits are predicted) is detailed in Appendix B.

Figure 5.1. Data bit prediction example

Figure 5.1 shows example data bit prediction maps for the upcoming 5 sub-
frames based on the last 5 sub-frames. The data bits from the last 5 sub-frames (50
rows 30 columns = 1500 bits in total, each tiny block representing one data bit)
are shown on the left. The bits predictable through a subsequent upload are shown
on the right. Dark blue blocks represent bitd = 1, light blue for bit d = 1, and
unpredictable bits are in grey. For predictable bits, we use a prior probability of 1 in
the MM estimator, for bits deemed unpredictable, we use a prior probability of=P.

For data longer than than 12.5 minutes, more bits in sub-frames 4 and 5 will also be
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predictable.

The gure provides a rough visual idea of how many data bits are predictable.
Using this bit prediction strategy, an average of approximately 38% of bits are pred-
icable over the entire set of 25 frames. In the following section, we show the results

for the MM KF with and without data bit prediction.
5.2 Data Bit Prediction Results

Figures 5.2 and 5.3 show the carrier frequency estimation error results for PRN
28 during 15 dB-Hz interference without and with upload-robust data bit prediction
applied. The blue points represent MM KF carrier frequency estimation error output,

and the black points are the associated MM estimate error standard deviation.

Figure 5.2. Carrier frequency estimation error, PRN 28, without bit prediction

Figure 5.2 essentially shows the same results as the red data in Figure 4.6,

with a carrier frequency estimation error standard deviation of 1688 Hz. After
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Figure 5.3. Carrier frequency estimation error, PRN 28, with upload-robust bit pre-
diction

applied data bit prediction, the error standard deviation decreases taIB38 Hz when

processing the same data. These experimental results show that modest 40%)

data bit prediction can help the MM KF achieve roughly a 20% improvement in

estimation error standard deviation.
5.3 Adaptive Approach to New Uploads

Using the upload-robust data bit prediction strategy in Section 5.1 guarantees
good performance whether there is a new upload or not. However, it is undeniable
that further potential performance improvement will be left on the table during pe-
riods when the data bits remain unchanged. For this reason, it is worth considering
using a 100% bit prediction strategy during those times and then adaptively switch-
ing to upload-robust prediction if a new ephemeris cutover or upload is detected.
Adaptability to actual navigation data updates allows the MM KF to maximize the

bene t of the available ephemeris while preserving service continuity. However, it is



45

extremely hard to achieve full accuracy in detection under an RFI event since data
bits might be incorrectly resolved. No detection method is entirely free of errors,
missed detection and false alarm will exist in this detection process, impacting the

overall reliability.

A false alarm occurs when the MM KF detects a new uploading that has
not actually happened. As a result, the MM KF will revert to the upload-robust
data bit prediction method. While this approach does not fully capitalize on the
potential gains from bit prediction, it still ensures safe operation and maintains service

continuity.

However, the consequences of missed detection are signi cant. When a new
upload occurs but the MM KF fails to detect it, the MM KF continues to use the
outdated ephemeris data to assist the estimation. Most of the outdated bits are
incorrect, which can lead to unrecoverable estimation errors and severely impact the

reliability of the service.

After a new navigation data upload, an average of approximately 31% of the
bits change. To simulate the missed detection situations, we evaluate the performance
of a 100% bit prediction strategy (cf. A-GNSS) through a navigation data upload
by deliberately seeding it with 31% incorrect bits, randomly placed. We assume a
navigation data upload occurs at 100 seconds, but the MM KF is not aware of it and
continues applying the 100% bit prediction strategy. The RFI event also starts at 100
seconds. Figures 5.4 and 5.5 show the carrier frequency and phase estimation errors,

respectively.

Large estimation errors for both carrier frequency and phase appear when the
MM KF is assisted with wrong data bits. As the results show, there is a high risk of

losing continuity if the 100% bit prediction strategy (cf. A-GNSS) is applied without
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Figure 5.4. Carrier frequency estimation error, PRN 28, attempted 100% bit predic-
tion during upload

detecting the ephemeris upload. This result suggests that we should take conservative

approach when developing detection methods.

5.3.1 IODE check. To further improve the performance of this lIter, we introduce
an ephemeris update test using IODE (Issue Of Data, Ephemeris) bits to maximize
the use of navigation data decoded prior to the onset of interference. If a navigation
data change-over or upload is detected, we implement a di erent strategy to predict
as many bits as possible. These augmentations make the MM KF adaptable to new

ephemeris uploads and enable it to operate e ectively during long interference events.

IODE bits provide users a convenient way to detect any change in the ephemeris
representation parameters. IODE is a string of 8 bits located in three places, word
8 of sub-frame 1, word 3 of sub-frame 2 and word 10 of sub-frame 3. By comparing
the IODE bits in a new block of sub-frames with those in the immediately previous

frame, any di erence indicates that either an ephemeris cutover or a navigation up-
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Figure 5.5. Carrier phase estimation error, PRN 28, attempted 100% bit prediction
during upload

load has occurred. GPS ephemeris cutovers always happen on the hour, normally
every 2 hours, so if the detection does not happen on the hour it signies a new

upload. There are other bits that can also serve as a means of detection of changes in
navigation data, but none occurring so early in the message and so frequently (every

6 seconds).

Given the risk of losing continuity, as shown in the carrier phase and frequency
error plots in Figures 5.4 and 5.5 where the carrier phase error increased by 40 rad
(nearly 7 cycles) in just 6 seconds, the best strategy is to use the upload-robust bit

prediction until the data transition test is passed.

For each subframe we receive, we perform an IODE check against the previous
IODE. If they are the same we assert that the navigation data has not changed
and we move to a 100% bit prediction strategy for the rest of the navigation data

bits. Obviously, interference events tremendously increase the di culty of correctly
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verifying whether the IODE bits have changed or not. We denote the probability of
making a false claimP; as the probability of incorrectly estimating a single bit; we

will quantify this probability later in Section 5.3.2.

Since there are redundant IODEs available in each block of ve subframes of
navigation data, we will evaluate two methods for checking these IODEs. The rstis
a single check method, in which we compare the IODE in current subframe 1 to the
IODE in subframe 1 of the previous frame. The second is a triple check method, in
which we check all three IODEs from current subframes 1, 2, and 3 to ensure that

they are the same and then compare them with the IODEs in the previous frame.

There is a trade-o between making mistakes in IODE change-detection and
improving performance. The single check method allows us to apply a 100% bit
prediction strategy for the remaining four subframes if no new upload is detected, but
at the expense of higher continuity risk. For the triple check method, the continuity
risk is lower but the 100% bit prediction strategy can only be applied to the last two

subframes.

There is little consequence in “detecting' a navigation data change when there
actually is none because the data bit prediction strategy simply remains in upload-
robust mode. The opposite is not true. If a new navigation data upload is not
detected, and we switch to 100% prediction mode, we can expect to lose continuity,

as shown in Figures 5.4 and 5.5.

However, the probability of this happening is relatively low, as there are typ-
ically only 1 or 2 new uploads per day out of 2880 frames received, which means
that the probability of the current frame being from a new upload is approximately

1

1aq0 Per frame, or equivalentlyﬁ per hour (as the frame update interval is 30 sec).

Therefore, the continuity risk associated with missing an IODE change in a new frame
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is approximately 1—%.0Pf a single IODE check andﬁ)Pf’ for a triple IODE check per

hour.

5.3.2 Continuity risk quanti cation. It is not easy to determine with 100%
con dence that certain bits have changed during a broadband interference due to the
increased noise. Figure 5.6 shows example data bit probabilities obtained from the

MM Iter output for di erent levels of C=Ny.

Figure 5.6. Data bit probability for di erent levels of C=Ny

The green bar represents a normal operation condition witG=Ny = 45 dB-Hz,
with the data bit probability samples from MM Iter output tightly lumped near 1
and 0, indicating that the MM lter is able to easily distinguish whether the current
bits are 1 or 0. As theC=N, degrades to 35 dB-Hz, the blue samples shift towards
the center point (50% probability) and start to overlap. WhenC=N;, is lowered to 15
dB-Hz, the brown samples spread out more uniformly between 0% to 100%, indicating

that the MM Iter has great di culty determining the bits.
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Consider the example 1/Q scatter plot shown in Figure 5.7, where the ampli-
tude of I/Q samples is normalized to 1. In this example case the carrier phase is set
to 45 and the red dot is the ideal 1/Q sample location without noise. The blue dots
are the simulated 1/Q samples for 15 dB-HZC=N,. The averaging time isT;, = 20

ms.

Figure 5.7. Example 1/Q sample distribution

Whenever the blue 1/Q samples enter the region in the lower left half plane
bounded by the black dashed line, the MM KF will make a false determination on
the data bit. The probability of wrong bit determination is a function of current
carrier phase,C=Ny, and averaging time,T,,. The I/Q samples are independently and
identically distributed as N (1; ?), where is related to C=N, and T, by Equations
(2.8) and (2.9). GivenC=N, = 15 dB-Hz and T., = 20 ms, the probability of false

bit determination Ps is 13%.

For an example (typical) navigation service continuity risk requirement of 1¢
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per hour, we can evaluate whether either of two types of IODE check meet the require-
ment. Figure 5.8 shows the continuity risk as a function o€=Ny and T, = 20 ms
for both checks. The single IODE check method fails to meet the continuity require-
ment for C=N, 24 dB-Hz. The triple IODE check method manages to maintain

continuity down to approximately 15 dB-Hz.

Figure 5.8. Continuity risk per hour for the two types of IODE check

We evaluated the performance improvement of the MM KF using the same
data as in Section 5.2. The results are shown in Figures 5.9 and 5.10. Compared to
Figure 5.3, the single IODE check method reduces the standard deviation of carrier
frequency estimation error from 0.1388 Hz to 0.0832 Hz (40% improvement), but
will not meet the example continuity requirement forC=N, 24 dB-Hz. The triple
IODE check method achieves a smaller improvement of nearly 17%, reducing the
standard deviation to 0.1107 Hz, but signi cantly lowers continuity risk. Given that

the primary goal of this research is to preserve GNSS service continuity, implementing
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Figure 5.9. Carrier frequency estimation error, PRN 28, upload-robust bit prediction
and single IODE check

the triple IODE check is a more appropriate method.
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Figure 5.10. Carrier frequency estimation error, PRN 28, upload-robust bit prediction
and triple IODE check
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CHAPTER 6
INERTIAL AIDING

In previous chapters, simulations and experimental tests have assumed sta-
tionary receivers. To account for the Doppler shift introduced by a moving receiver,
inertial aiding will be incorporated into the MM KF. Inertial aiding aims to mea-
sure user motion and compensate for user Doppler shifts casued by user dynamics.
To evaluate the performance of inertial aiding for moving receivers under RFl, it is

essential to have a&C=N, estimator that works e ectively at low ranges.
6.1 C=N, Estimator

The measurement model noise level is highly dependent on the carrier to noise
ratio, which can vary widely because we are interested in operating in both normal
and wide band interference scenarios. An incorre€=N, can lead to failure in carrier
phase and frequency estimation. For example,if there is a wide band interference
event causing theC=N, to drop from 45 dB-Hz to 20 dB-Hz and the MM KF does
not adapt, it will continue to process the measurement update with the noise level
at 45 dB-Hz. Thus, the actual increased measurement noise will feed into the lter,
which will trust the measurements more than it should. The lIter will not adequately

reject noise unless it is updated with the currenC=N, information.

A real-time carrier to noise ratio estimator is needed to assist the MM KF to
adapt to an interference event. There are some methods f6=N, estimation such
as the traditional power ratio method [32, 33], estimation of distribution parameters
(Koay's method) [34], maximum likelihood methods [35, 36], and moment matching
methods [37]. However, all these methods are designed to work at “normal’ signal
strength levels and will produce biased estimation results for lo®=N,. For exam-

ple, the power ratio method, which is most commonly used, only generates reliable
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estimates whenC=N, is above 25 dB-Hz. Figure 6.1 shows simulation results from

C=N, estimation using ve di erent methods.

Figure 6.1. C=N,y estimator simulation result

We generate I/Q data samples from 10 dB-Hz to 45 dB-Hz as inputs into these
ve estimators. In Figure 6.1, we plot the output C=N, estimation result versus the
actual input C=N,. The red dashed line is the reference line, a diagonal line from (10,
10) to (50, 50). The closer an estimator lies to the reference line, the better estimation
performance it has. All ve colored lines are nearly on top of the reference line while
the input C=N, is above 35 dB-Hz. However, when th€=N, starts dropping below
that, all the colored lines deviate from the reference line, with the most signi cant
deviations seen for Koay's method, the maximum likelihood method, and the new

maximum likelihood method.

For a typical commercial GPS receiver, it makes less sense to estimé&teN,

lower than 35 dB-Hz since the receiver PLLs cannot maintain carrier lock in that
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range anyway. But we have already shown that the MM KF can coast through wide
band interference withC=N, as low as 15 dB-Hz. In our prior experimental tests, we
collected data from an RF simulator so that we had control of everything, including
knowledge ofC=N,. However, in real applications we will need to rely on our own

C=N, estimator.

6.1.1 Debiased Moment Matching C=N, Estimator. We choose the mo-
ment matching method for further investigation because the estimation bias at the
low C=N,y range is more predictable than the power ratio method. We empirically
established a de-biasing equation fa€=N, estimation results lower than 10 dB-Hz

as:
20

C=Np =
0 (225 |Oglo(10 Tcoh) + 10) (C:No;biased 10)

+10 (6.1)

whereT is the averaging time for the I/Q samples in theC=N, estimator. Figure 6.2

shows theC=N, estimation result using the de-biased moment matching estimator.

Figure 6.2. C=N, estimation with debiased estimator
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The estimation results are accurate above 18 dB-Hz, as the outpGEN, from
the de-biased moment matching estimator matches the actual inp@=N,. Below 18
dB-Hz, the estimation error variance increases, with data points spreading out along
the diagonal lines. However, the mean error remains at O, indicating no bias in the

estimation results, even folC=N, values as low as -10 dB-Hz.

Figure 6.3 shows the signal amplitude estimation result. Although signal am-

Figure 6.3. Amplitude estimation with debiased estimator

plitude estimation is usually not included in typical C=N, estimators, it is necessary
for the MM KF for two reasons. First, the signal amplitude is one of the states in
the KF we are using. Second, the measurement noise Equation (2.9) is derived based
on a unit amplitude signal, and we need to adjust the measurement noise level based

on the amplitude estimation results.

Figure 6.3 shows the signal amplitude estimation results for an input reference

amplitude of 1. Similar to the C=N, estimation plot, the amplitude estimation results
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are accurate above 20 dB-HL=N,. In the low C=N, range, the estimation error
variance increases, but the mean remains zero. This indicates that there is no bias in

amplitude estimation in the output of the de-biased moment matching estimator.

6.1.2 Real Data C=N; Estimation. @ We evaluated our de-biased moment match-
ing estimator using a real dataset generated by an RF simulator (same dataset in
Chapter 4). In this dataset, the C=N, was set to 51 dB-Hz before interference and
reduced to 15 dB-Hz during interference. The primary objective of this test was to

assess the accuracy @=Ny estimation during the jamming period.

We use a 20 ms averaging time for each 1/Q sample, collecting 50 such samples
to produce oneC=N, estimate. As a result, theC=Nj is updated at 1 second intervals.
Figure 6.4 shows the results, with the red dashed reference line and blue data points

representing the estimation output.

Figure 6.4. C=N, estimation result with 1 second update interval

When the signal is at 51 dB-Hz, theC=N, estimation outputs align with the
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reference line. During the jamming period, th&€€=N, estimator still produces results
close to the reference line, even at lo@=Nj levels of 15 dB-Hz. There is a slight bias
of approximately 1 dB-Hz in the C=N, estimation during the jamming period, which

is within the acceptable range.

The C=N, update interval can impact the estimator's performance. A longer
C=N, update interval means accumulating more I/Q samples before each estimation,
which may improve accuracy by considering more samples. Conversely, a shorter

C=N, update interval provides a better response time to any changes GFNo.

We then varied the update interval for the estimator, setting it to 0.2 seconds
and 5 seconds, and tested it with the same dataset used for the 1 second result.

The results are shown in Figures 6.5 and 6.6. With the shorter update interval,

Figure 6.5. C=N, estimation result with 0.2 second update interval

we generate more frequent outputs within the same time window, but they are less

accurate compared to the 1 second results. On the other hand, the longer update
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Figure 6.6. C=N, estimation result with 5 seconds update interval

interval produces more accurate results but responds slower to change<nNo.

In Figure 6.6, there is a single data point around 30 dB-Hz, representing the
output from half of the data before and half during interference. As a consequence,
the MM KF will use this incorrect value for the next 5 seconds, potentially leading to
inaccurate carrier phase measurements. Considering these trade-o s, we have decided

to use a 1 second update rate for ouL=N, estimator.

Another test was conducted to determine the lowes€=N, at which our es-
timator can reliably operate. The dataset was generated using an RF simulator,
starting at 40 dB-Hz and incrementally reducing in a staircase manner down to 5
dB-Hz. Figure 6.7 shows theC=N, attenuation values on the vertical axis. Our es-
timator performs well until approximately 12 dB-Hz but fails to accurately estimate

the C=N, at the last stair, which is at 5 dB-Hz (a 35 dB-Hz drop from 40 dB-Hz).
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Figure 6.7. C=Ny estimation result with staircase attenuation

6.2 In-lab Inertial Aiding Test

To extend this research to moving receivers it is essential to compensate for
their dynamics. The MM KF is designed to exclude frequency changespfy, and
atmo ) from the carrier frequency change and to estimate the clock frequency. Satel-
lite motion is removed using known ephemeris data, and atmospheric variations are
considered to be negligible. For static receivers, this is su cient. If the receiver is in
motion, its impact on pgpp can be accounted for by utilizing an Inertial Measurement
Unit (IMU). In our experiments, we use a Sensonor STIM300 Micro Electromechan-

ical System (MEMS) IMU, which is a small, tactical grade inerial sensor.

An Inertial Measurement Unit (IMU) is a device that can measure and report
speci c force and angular rate of an object to which it is attached. By providing the

GPS receiver with IMU measurements, we can largely remove higher frequency user



62

motion from the carrier phase estimation problem. We use the velocity output from
the IMU to calculate the Doppler shift between user and satellite. The position of
the satellites in the ECEF frame and the line of sight vectorg™, from the receiver
antenna to the satellite can be directly calculated from the broadcast ephemerides.
Di erentiating numerically to obtain the relative velocity vector between the user and

satellites, the Doppler can be calculated as:

f Doppler = ( eTV:C) f L1 (6-2)

With a C=Ny estimator that works for low C=Ny and inertial aiding from the
IMU, we are ready to test our MM KF lter in the lab. The IMU is placed on a bench
and kept static throughout the test, but the estimator assumes it is moving and uses

its outputs, with its inherent sensor errors, for inertial aiding.

Figure 6.8 is an overview of our experimental setup, and Figure 6.9 shows a

breakdown of the constituent elements of the system. We use an antenna statically

Figure 6.8. Overview of in-lab test

mounted on our building rooftop as the RF signal input. This RF signal is split into

two parts, one going into an independent tightly coupled GPS/IMU to serve as a truth






