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ABSTRACT
In this paper, we demonstrate the performance of the proposed optimal Inertial Navigation System (INS) monitor (Kujur
et al. (2024)) under scenarios involving jamming followed by spoofing of Global Navigation Satellite System (GNSS) signals.
Previously, we evaluated the monitor’s effectiveness against slow spoofing scenarios without prior jamming (Kujur et al. (2024),
Kujur et al. (2023), Kujur et al. (2025)). In a more sophisticated attack, a spoofer may deliberately jam GNSS signals and
subsequently introduce spoofed signals. This scenario is analogous to GNSS recovery—i.e., reacquisition and validation—after
GNSS signals have been excluded due to spoofing detection. Specifically, once spoofing is detected, GNSS signals are rejected
for positioning, and after a period of exclusion, they may be reacquired and validated as either authentic or spoofed.

During INS coasting under jamming, IMU calibration degrades. However, even with this degraded calibration, the discrepancy
between INS and spoofed GNSS remains sufficient for spoofing detection, even after prolonged jamming periods lasting several
minutes. Performance analyses were conducted across various IMU grades. Additionally, we present a preliminary analysis
of realistic tracking errors encountered by a spoofer. The results indicate that even with a highly accurate tracking device,
the spoofer is unlikely to maintain low centimeter-level tracking error due to large, random positional variations of the aircraft
caused by disturbances such as wind gusts. In conclusion, the analysis confirms the monitor’s robust capability to detect GNSS
spoofing in realistic scenarios involving jamming followed by spoofing.

I. INTRODUCTION
The civil infrastructure of safety critical fields such as aviation, maritime and terrestrial navigation rely on GNSS. This brings
a major responsibility to ensure absolute GNSS integrity. The civil GNSS signal structure is publicly known and vulnerable
to spoofing attacks, which endangers public safety (Humphreys et al. (2008)). Spoofing attacks consist of intentional jamming



of the authentic radio-frequency signals and feeding a predetermined faulty signal to the user. The fault can be injected to
cause gradual position or time offsets. Potential detection techniques include signal processing techniques, cryptographic
authentication (Wesson et al. (2011)), spoofing discrimination using spatial processing by antenna arrays, and automatic gain
control schemes (Akos (2012),Nielsen et al. (2014)), GNSS signal direction of arrival comparison (Meurer et al. (2012)), code
and phase rate consistency checks (Moshavi (1996)), high-frequency antenna motion (Psiaki et al. (2013)), and signal power
monitoring techniques (Jafarnia-Jahromi et al. (2012)).

Some of these methods are indeed effective but they have various computational, logistical and physical limitations. Augmenting
data from auxiliary sensors such as Inertial Measurement Units (IMU), barometric altimeters, and independent radar sensors
to discriminate spoofing has also been proposed (Swaszek et al. (2016),Kerns et al. (2014)). The first stochastic description
and quantification of the performance of IMU-based GNSS spoofing monitor against worst-case faults was introduced by us
(Khanafseh et al. (2014),Tanil et al. (2015b),Tanil et al. (2015a),Tanil et al. (2016a),Tanil et al. (2016b),Tanil et al. (2017),Tanil
et al. (2018)). We specifically investigated anti-spoofing solutions utilizing IMUs, since all modern vehicles are equipped with
them, thereby requiring minimal additional cost or system modification.

An IMU is immune to external interference, which makes it the best candidate for counter measure against GNSS spoofing
attacks. INS, when used in the navigation solution in various integration schemes with GNSS (such as uncoupled, loosely-,
tightly-, or ultra-tightly coupled), provides redundancy to the system, which is a direct means of resisting spoofing attacks. To
specifically address the most difficult to detect scenario where a spoofer replicates the authentic GNSS signal with only additive
errors due to the spoofer’s uncertainty and latency in knowledge of the target’s position, we developed an optimal INS monitor
(Kujur et al. (2024)). The monitor accumulates the spoofer’s target tracking errors over time to detect the anomalous temporal
structure of the spoofed measurements. We provided an analytical method for determining the length of the monitor window
that would ensure detection of tracking error with a given missed detection probability. We evaluated the performance of the
monitor with tracking errors modeled as both white and colored Gaussian noise and showed detectability of decimeter level
tracking error noise with a low probability of missed detection. We also experimentally validated the performance of the optimal
monitor with simulated spoofing scenarios (Kujur et al. (2023)), and with live spoofing data (Kujur et al. (2025)).

The performance of the optimal INS monitor demonstrated in our prior work focused on scenarios where spoofing occurred
during continuous reception of Global Navigation Satellite System (GNSS) signals. However, in realistic threat environments,
a period of jamming—during which GNSS signals are entirely unavailable—may precede the broadcast of false GNSS signals.
This paper evaluates the performance of the optimal INS monitor under such jamming-then-spoofing scenarios.

Section II provides background on the design and functionality of the optimal INS monitor. Section III outlines the jamming-
then-spoofing scenarios and presents corresponding performance results. Section IV offers a preliminary analysis of realistic
spoofer tracking errors, and Section V concludes the study.

II. OPTIMAL INS MONITOR
In this section, we review the optimal INS monitor, as detailed in (Kujur et al. (2024)), along with its predicted analytical
performance.

1. Kalman Filter State Model
The navigation architecture considered in this work is a tightly-coupled GNSS/INS Kalman filter (KF) which provides navigation
solution using IMU and GNSS measurements. The dynamics of the system is represented with the process model,

xk+1 = ΦΦΦk xk +ΓΓΓwk wk, (1)

where xk is the state vector, ΦΦΦk is the state transition matrix, ΓΓΓwk is the process noise model matrix, and wk is the additive white
process noise with a respective covariance matrix Qk. The measurement model is

zk = Hk xk +νννk, (2)

where Hk is the observation matrix and νννk is the measurement noise with a respective covariance matrix Vk. The innovation
vector γγγk with respective covariance matrix Sk at time epoch k is defined as

γγγk = zk −Hk xk (3)

where, x is the state vector estimate prior to the measurement update at time epoch k.



2. Cumulative Position Domain Innovation Monitor
We choose the most difficult to detect spoofing scenario where the spoofer replicates the authentic signals with only additive
noise. This additive noise represents the uncertainty of user position due to limitations of methods and devices used to track
the user position. In our prior work (Kujur et al. (2024)), we showed that the spoofer’s tracking error of target position would
first appear in the innovations. The general detection principle is to accumulate these tracking errors over time (say period N)
to detect spoofing. If the spoofer has tracking error in an arbitrary spatial direction represented by unit vector u, we derived that
the optimal test statistic to observe these tracking error is through a Neyman-Pearson test statistic given as,

qN =
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k )

T
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u
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where we define the γu
k as the scalar projection of the innovation vector and is represented as
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It can be interpreted as a weighted projection of the innovation vector into the position domain direction u—i.e., the tracking
error direction under consideration. Thus, we define γu

k as the position domain innovation.

Under spoof-free conditions, the scalar position domain innovation in Eq. (5) is Normally distributed as
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Thus, under spoofed conditions, the position domain innovation has the following Normal distribution:
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For notational simplicity, we also define,
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For a period of accumulation N, our optimal Cumulative position-domain innovation (CPI) test statistic (in the unspoofed case)
is
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The test statistic in the unspoofed case qN is Gamma distributed as follows,
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In the spoofed case, with the tracking error embedded in the test statistic, we have
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Figure 1: CPI probability of missed detection PMD versus tracking error σt and monitor run time N.

Defining the ratio Ω = (σ∆γus/σγu)2 the above equation can be re-written as

q s
N
∼
L
(

N
2
,2(1+Ω)

)
. (14)

Thus, the missed detection performance of the monitor can be determined since the nominal and spoofed distribution of the test
statistic are known as represented in Equations (12) and (14), respectively.

3. Monitor Analytical Performance
In our prior work (Kujur et al. (2024)), we demonstrated the performance of the monitor in detecting spoofing of an en route
aircraft. The analytical evaluation was conducted for an aircraft in level cruise flight, equipped with a navigation-grade Inertial
Measurement Unit (IMU) and utilizing single-frequency GPS measurements. Satellite, atmospheric, and environmental errors
in the GPS signals were compensated using error models integrated into the KF. To simulate spoofed measurements, tracking
errors were modeled as WGN and added to authentic GPS data. Our results showed that the monitor’s performance is strongly
influenced by the accuracy of carrier phase measurements and the velocity random walk (VRW) characteristic of the IMU.

Figure 1 illustrates the missed detection probability as a function of tracking error and monitor run time. For a given scenario
and missed detection requirement—along with knowledge of the spoofer’s minimum tracking error magnitude—the required
run time for the monitor can be determined. This analysis corresponds to a situation in which the user receiver is deceived into
switching from authentic to spoofed measurements during the tracking phase. Since it is generally easier to trick a receiver
during the acquisition phase, a spoofer may choose to first jam authentic GNSS signals and then broadcast a higher-power
spoofed signal. In the next section, we evaluate the performance of the optimal INS monitor under such jamming-then-spoofing
scenarios.

III. JAMMING THEN SPOOFING SCENARIOS
Spoofing of GNSS signals can be preceded by a jamming period. A spoofer may first jam GNSS signals and then transmit
higher-power spoofed signals. After such a jamming period, the receiver is more likely to lock onto the stronger spoofed signals.
While a jamming event raises suspicion of potential spoofing, a dedicated spoofing detection test is required to validate the
integrity of incoming signals post-jamming. Spoofing after jamming a target user is generally easier than spoofing during
continuous signal reception. However, from a detection standpoint, jamming-then-spoofing scenarios are intuitively more
difficult to detect. Additionally, the INS-only coasting solution experiences drift proportional to the duration of the jamming
period, further degrading the overall navigation performance.

The jamming-then-spoofing detection scenario is also analogous to GNSS signal recovery. A user may voluntarily reject GNSS
signals—whether due to suspected spoofing or other reasons. When the user later chooses to resume GNSS usage, it becomes



Figure 2: Monitor performance against spoofing after various jamming periods with navigation grade IMU and WGN tracking error of
standard deviation 2 cm.

Figure 3: Monitor performance against spoofing after various jamming periods with automotive grade IMU and WGN tracking error of
standard deviation 2 cm.

essential to validate the authenticity of the recovered signals, particularly in spoofing-prone environments.

Once GNSS signals are reacquired following a jamming period, it is critical for the user to verify whether the incoming signals
are authentic or spoofed. From the spoofer’s perspective, the broadcast spoofed signals post-jamming must closely resemble
authentic signals, as the spoofer is unaware of any additional spoofing detection mechanisms the user may be employing—such
as altitude validation using a barometric altimeter.

To investigate this, we simulate an en-route aircraft scenario in straight and level flight (SLF). The spoofer first jams the authentic
GNSS signals for a defined duration, then transmits higher-power spoofed signals, which the user’s receiver subsequently locks
onto. These spoofed signals are modeled as authentic signals with additive user tracking errors.

After the jamming period, the aircraft relies solely on spoofed signals from six GPS satellites, supplemented by its onboard
IMU. An optimal INS monitor is initiated immediately upon signal reacquisition. For analysis, we simulate varying jamming



Figure 4: Monitor performance against spoofing after various jamming periods with navigation grade IMU and colored tracking error of
standard deviation 7 cm and time constant 10 seconds.

Figure 5: Monitor performance against spoofing after various jamming periods with automotive grade IMU and colored tracking error of
standard deviation 7 cm and time constant 10 seconds.

durations to assess their impact on monitor performance and compare the results to a baseline scenario without jamming.

Figure 2 illustrates the performance of the optimal INS monitor under varying jamming durations—specifically, 0 (no jamming),
60, 180, and 300 seconds—prior to spoofing. The results correspond to a navigation-grade IMU, with the y-axis representing
the normalized test statistic; detection is triggered when the trace crosses the threshold value of 1. The spoofing signal tracking
error is modeled as white Gaussian noise (WGN) with a standard deviation of 2 cm. For comparison, Figure 3 presents the
corresponding results for an automotive-grade IMU.

Figures 4 and 5 illustrate the performance of the optimal INS monitor under varying jamming durations prior to spoofing, in the
presence of colored noise tracking errors in the spoofed signals. The results are shown for navigation-grade and automotive-
grade IMUs, respectively. The colored noise tracking error is modeled as first order Gauss-Markov process with a time constant
of 10 seconds and a standard deviation of 7 cm.



Figure 6: Spoofer’s tracking method with Kalman filter for aircraft vertical position during straight level flight.

Figure 7: Aircraft vertical position variation during straight level flight.

The results clearly indicate that the jamming duration has a negligible impact on the performance of the optimal INS monitor.
The IMU remains uncompromised regardless of whether the spoofing signal tracking error is modeled as WGN or colored noise.
Notably, the monitor’s performance does not degrade even when using a lower-grade automotive IMU.

This robustness can be attributed to the fundamental detection mechanism of the monitor, which compares the relative smoothness
between the carrier-phase-derived navigation solution and the IMU-based solution. For short durations, the IMU solution closely
replicates the motion captured by the precise carrier phase, enabling the monitor to detect even subtle discrepancies between
the two.

IV. REALISTIC SPOOFER TRACKING ERROR
The optimal INS monitor has demonstrated robustness across various spoofing scenarios, including cases where the spoofer first
jams authentic GNSS signals before initiating spoofing. It can be inferred that the monitor’s performance is primarily a function
of the spoofer’s tracking error, which must be constrained to low centimeter-level magnitudes to result in missed detection.

This raises a critical question: what level of tracking error is realistically achievable by a spoofer in real-world conditions? To
explore this, we conduct a preliminary analysis simulating a spoofer attempting to track an aircraft’s vertical position during
SLF. Figure 6 illustrates a plausible method a spoofer might employ, using external tracking devices such as radar or lidar to



Figure 8: Aircraft vertical position measured by aircraft versus spoofer’s prediction.

Figure 9: Spoofer’s tracking error of aircraft with and without measurement noise results in a standard deviation of 0.42 m.

measure the aircraft’s vertical position. These measurements are inherently noisy.

To estimate the aircraft’s position, the spoofer may implement an object tracking filter, such as a Kalman filter, configured with
a simple zero vertical velocity prediction model. This model uses the most recent measurement to predict the aircraft’s future
position, assuming negligible process noise. However, the spoofer faces a fundamental limitation: spoofed measurements can
only be generated using data available up to the last measurement epoch. Once a new noisy measurement is received, the spoofer
can update the predicted state.

Consequently, the spoofer’s tracking error magnitude is directly influenced by the latency in generating spoofed measurements.
This latency-driven prediction gap introduces a realistic constraint on the spoofer’s ability to maintain low tracking error, thereby
reinforcing the effectiveness of the INS monitor.

We utilize data from (Matthews (2012)) corresponding to a large aircraft undergoing SLF while experiencing typical atmospheric



disturbances. Figure 7 illustrates the vertical position variation during the SLF segment, sampled at 4 Hz. The standard deviation
of this variation is 1.8 meters, consistent with fluctuations caused by wind gusts and other environmental factors.

For our analysis, we assume the spoofer requires 0.25 seconds to generate and broadcast spoofed measurements. The resulting
tracking error arises from the aircraft’s random vertical motion during this latency window. Figure ?? compares the aircraft’s
measured vertical position—obtained via onboard sensors—with the predicted position estimated by the spoofer. The tracking
error is defined as the difference between these two datasets.

Figure 9 presents this tracking error under two conditions. In the first case, the spoofer’s measurements are corrupted by additive
WGN with a standard deviation of 10 cm, resulting in a tracking error with a standard deviation of 0.42 meters. In the second
case, we assume perfect measurements for the spoofer, yet the tracking error standard deviation remains at 0.42 meters. This
outcome indicates that even with ideal measurements, the spoofer cannot achieve centimeter-level tracking accuracy due to the
aircraft’s unpredictable vertical motion—even over a short latency duration of 0.25 seconds.

V. CONCLUSION
To evaluate the performance of the optimal INS monitor under realistic operational conditions—such as jamming preceding
spoofing or the validation of recovered GNSS signals following exclusion—comprehensive simulation results are presented.
These results demonstrate that the monitor reliably detects spoofing even after extended jamming durations lasting several
minutes, with no observable degradation in performance. Analyses are conducted for both navigation-grade and automotive-
grade IMUs, confirming consistent robustness across sensor classes.

Additionally, a preliminary assessment is performed on a simplified spoofer tracking strategy employing a Kalman filter. Even
with accurate measurements, the spoofer’s tracking errors are significantly affected by large, random vertical displacements of
the aircraft, driven by environmental disturbances such as wind gusts. These findings underscore the inherent limitations faced
by spoofers and affirm the effectiveness of the optimal INS monitor across a broad spectrum of realistic spoofing scenarios.
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APPENDIX
A. IMU specifications

Table 1: Specifications for navigation and automotive IMU grades

Parameter Navigation Automotive Unit
Velocity random walk 1.43×10−2 0.18 m/s/

√
h

Accelerometer bias instability 1×10−2 4×10−2 mg
Accelerometer bias repeatability 2.5×10−2 1.5 mg
Accelerometer bias time constant 3600 3600 s

Angular random walk 1×10−3 0.2 deg/
√

h
Gyroscope bias instability 3.5×10−3 7 deg/h

Gyroscope bias repeatability 3×10−3 120 deg/h
Gyroscope time constant 3600 3600 s
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