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ABSTRACT

The increased number of redundant ranging signals in
future multi-constellation GNSS will improve RAIM-
based integrity monitoring performance, but will also
increase the probability of satellite faults, thereby
increasing the continuity risk. In response, in this paper, a
solution separation (SS) approach to fault detection and
exclusion (FDE) is developed.



The first part of the paper proves that for single-
measurement faults, SS detection test statistics are
projections of the parity vector on failure mode lines. It
follows that the SS detection boundary can be represented
as a polytope in parity space. To further analyze this
result, we design a method that provides a piecewise
linear detection boundary, which minimizes the integrity
risk while limiting the probability of false alarms. This
optimal detection region varies with navigation system
parameters, but for realistic, practical requirements, the
optimal detection region approaches the SS polytope-
shaped boundary.

The second part of the paper introduces complete integrity
risk and continuity risk equations for SS fault detection
and exclusion. Probability bounds are developed, which
express the reduction of continuity risk using exclusion at
the cost of increased integrity risk. The integrity risk
bound (also given in the form of protection levels) is
designed to enable risk evaluation in practical
applications where computation resources are limited. In
parallel, a continuity risk bound is derived, which
provides the means to determine detection and exclusion
thresholds that satisfy the continuity risk requirement.
Parity space representations reveal the shape of the SS
exclusion zones, and reaffirm the convenience of using
normally-distributed SS test statistics for risk evaluation,
especially in high-dimensional parity space. Finally, the
SS FDE integrity and continuity risk bounds are
implemented to establish worldwide availability maps for
an example aircraft approach application using Advanced
RAIM (ARAIM) based on GPS and Galileo
measurements.

I. INTRODUCTION

This paper describes the derivation, analysis and
evaluation of fault detection and exclusion (FDE)
algorithms based on solution separation (SS) receiver
autonomous integrity monitoring (RAIM). First, a parity
space representation of the SS FDE method is introduced.
Then, complete integrity risk and continuity risk
equations, which are currently lacking in the literature, are
developed for SS FDE.

Global navigation satellite system (GNSS) measurements
are vulnerable to rare-event faults including satellite
failures, which represent major integrity threats in safety-
critical applications. In response, fault-detection
algorithms such as RAIM can be implemented. RAIM
exploits redundant ranging signals to achieve self-
contained fault detection at the user receiver.

With the modernization of GPS, the full deployment of
GLONASS, and the emergence of Galileo and Beidou, an
increased number of redundant measurements becomes
available, which has recently drawn a renewed interest in

RAIM. In particular, RAIM can help alleviate
requirements on ground monitors. For example,
researchers in the European Union and in the United
States are investigating Advanced RAIM (ARAIM) for
worldwide vertical guidance of aircraft [1], [2].

Two conflicting aspects of RAIM-based fault-detection
will arise from the addition of new redundant ranging
signals in future multi-constellation GNSS. On the one
hand, the integrity monitoring performance using ARAIM
will improve [3]. On the other hand, the heightened
likelihood of satellite faults will cause more occurrences
of mission interruptions due to faults being detected,
thereby increasing the continuity risk.

In response, fault exclusion procedures have been
designed [4], [5], [6], which, unfortunately, do not
provide the means to reliably predict the integrity and
continuity risks [7], [8]. Integrity risk evaluation is
challenging because it involves quantifying the impact on
state estimate errors of undetected faults and of wrong
exclusions. ~ Without integrity and continuity risk
equations for detection and exclusion, it remains unclear
whether the overall navigation performance (including
both integrity and continuity) will keep improving as the
number of satellite signals increases. Therefore, this work
aims at providing integrity and continuity risk equations
for fault detection and exclusion.

This paper starts by addressing RAIM-based fault
detection only. In a previous publication [9], we pointed
out differences between two of the most widely-
implemented detection methods: SS and chi-squared
residual (y*) RAIM. It was shown that the SS detection
performance was higher than y* because SS test statistics
are tailored to the fault hypotheses, and to the state of
interest.

We pursue this analysis in Sections II and III of this paper
by providing a parity space representation of the SS
method.  The parity vector is the simplest, most
fundamental expression of the detection capability. For
single-satellite faults, the SS test statistics are proved to
be projections of the parity vector on fault mode lines
(which are defined in the paper). It follows that the SS
detection boundary can be represented in parity space as a

polytope.

Section IV aims at determining the shape of the ‘optimal’
detection boundary, which minimizes the integrity risk
while satisfying a false-alarm requirement. The proposed
method approximates the optimal detection region using a
piecewise linear boundary, whose segments are
determined by solving a constrained minimization
problem. Section IV shows that for practical, realistic
requirements, the optimal detection region matches the SS



polytope-shaped boundary. This is why a SS approach to
exclusion is considered.

Section V presents a complete derivation of the integrity
and continuity risk equations for SS RAIM FDE. These
equations quantify the price paid in terms of integrity risk
for reducing the continuity risk using exclusion. First, a
probability bound is established, which enables integrity
risk evaluation using protection levels in practical
implementations where computation resources are
limited. Second, a continuity risk bound is developed,
which provides the means to determine detection and
exclusion thresholds while ensuring that the overall
continuity risk requirement is satisfied. Third, a parity
space representation of the SS exclusion zones is given,
which underlines the practical benefit of using normally-
distributed SS test statistics for risk evaluation.

Finally, in Section VI, a performance analysis is carried
out to assess worldwide availability of SS ARAIM FDE
for an example aircraft approach navigation application.
Availability maps illustrate that the methods derived in
this paper go beyond previous preliminary analyses [3], as
they enable the evaluation not only of the integrity risk
and probability of false alarms, but also of the overall
continuity risk.

II. INTEGRITY RISK EVALUATION FOR RAIM
FAULT DETECTION

This section outlines the integrity risk evaluation method
for detection only, which involves quantifying the impact
of undetected faults on the estimation error. The integrity
risk is first defined in Section II-A, followed by a model
of the measurements (II-B), which are then used to
determine the estimation error (II-C) and the detection test
statistics given in Section III.

A. Integrity Risk Definition for Detection Only

In RAIM-based fault detection, the integrity risk or
probability of hazardous misleading information (HMI) is
defined as the following joint probability:

PHMIEP(|€0|>£’ |q|<T) €))

where
g, is the estimate error for the state of interest
(discussed in Section I1.C)
¢ is a specified alert limit that defines hazardous
situations
q is the detection test statistic (described in Section

I11)
T 1is the detection threshold

In addition, considering a set of n,+1 mutually

exclusive, exhaustive hypotheses H, , the law of total
probability can be used to express equation (1) as:

Py =3 Ple|> 0 q<T18H, )P, 2)
i=0

where

PH, is the prior probability of H, occurrence

H, is the fault-free (FF) hypothesis
H, for i=1,...,n, are the fault hypotheses
corresponding to faults on subset measurement ‘7’

In general, fault hypotheses H, can include faults

simultaneously affecting multiple measurements. These
cases are included in Section V. However, in Sections II
to IV, we limit the analysis to single-measurement faults.

Under the FF hypothesis H,,, the detection threshold T
can be set in accordance with a continuity risk
requirement allocation Cp,,, to limit the probability of
false alarms. 7 can be defined as:

P(‘IZT|H0 )PHU SCREQ,() 3)

B. Measurement Equation

The estimate error &, and test statistic ¢ in equation 2

are evaluated using a measurement model. Let n and m
respectively be the numbers of measurements and of

states. The nx1 measurement vector z, is assumed
normally distributed with mean vector p,. and

covariance matrix V, . We use the notation:

z. ~N(,., V.) (4)

Matrix V., 1is assumed to be diagonal (for reasons
explained below), with strictly positive diagonal elements.
Vector z, in equation (4) can be pre-multiplied by V."*
to obtain the measurement equation:

z=Hx+v+f 6)

where
z=V"?z, is the ‘normalized’ measurement vector

H isthe nxm normalized observation matrix,
x isthe mx1 state vector,



v is the nx1 normalized measurement noise
vector composed of independent and identically
distributed (i.i.d.) random variables

f isthe nx1 normalized fault vector.

The measurement vector v~ N(0, I), where 0 is a

matrix of zeros of appropriate dimension (nx1in this
case) and I is the identity matrix of appropriate
dimension (nxn in this case).

To address the diagonal V, assumption, it is worth

reminding that RAIM-type detection methods are based
on measurement redundancy and are therefore only
effective against faults affecting a maximum number of

n—m measurements. Matrix V, was earlier assumed to
be diagonal to ensure that single elements of the original
fault vector f. would not impact multiple elements of f

through to the pre-multiplication by V,"? (in equations
(4) to (5), we assumed f =V, "*f,).

C. Example Estimator: Least Squares
In this paper, we consider a least-squares estimator, but

the derivations in Section V do not require this
assumption. The state estimate error vector is defined as:

g,=S,(v+f) and g ~N(S,f, P,) (6)
where P, :(HTH)f1 and S,=PH’ 7

If the focus of the integrity analysis is on a single state of
interest (e.g., on the vertical position coordinate for
aircraft precision approach navigation), then a single row

of the least-squares estimation matrix S, is needed, and
is noted:

s; =a'S, (®)
where o =[0 1 0] )

The scalar estimate error ¢, in the integrity risk equation
(2) can be expressed as:

g, =a'g, =shz (10)
£, ~N(s'f, 02 =a"P,a) (11)

Without loss of generality, it is assumed that under
hypothesis H, faults are simultaneously affecting the

first n, measurements of z. In anticipation of the

solution-separation description, the measurement equation
(5) can be partitioned to distinguish the subset of faulty
measurements (first n, measurements) from fault-free

measurements:
Alz| |ATH Alv| |ATf
N E A € B B 12
{sz} {BZH} {va} {0} (12
A =" | and ’ 13
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where I isthe n, xn, identity matrix.

with

We distinguish the full-set solution ¢, derived above

using all n measurements, from the subset solution ¢,
derived using the fault-free measurement subset:

& =0'S,z=s/z (14)

e ~N0, c>=d’P a) (15)

where S, =P, H'B,B/V'B, (16)
P, =(H'B,B/V'B,B'H)’ (17)

Finally, using a least-squares estimator and a detection
test statistic ¢ derived from the parity vector (as
explained in Section III), the estimate error &, and ¢ are

statistically independent, so that the joint probability in
equation (2) can be expressed as:

P, =§PQ50| >0\H,) Plg<T|H, o, as)
i=0

Sections III and IV focus on the probability of no
detection P(q<T|H,). In Section Ill, we analyze two
of the most widely-implemented detection methods in

RAIM: the chi-squared residual (y*) and the solution
separations (SS).

III. PARITY SPACE REPRESENTATION OF TWO
DETECTION METHODS

Sections III-A and III-B provide analytical expressions of
the »* and SS test statistics in terms of the parity vector,
Sections III-C displays representations of these test
statistics in parity space for single-measurement faults.



Both the y* and SS test statistics are derived from the
(n—m)x1 parity vector p, which lays in the (n—m)-

dimensional parity space or left null space of H”, and can
be expressed as [10]:

p=0Qz (19)

where the (n—m)xn parity matrix Q is defined as:

QQ'=1 and QH=0 (20)

Substituting equation (5) into (19), and using the second
equation in (20), p is rewritten as:

p=Q (v+f) 1)

Equation (21) shows that p is not a function of x, and is

a scaled and noisy observation of the fault vector f. This
is why p is used as a basis for fault detection.

It is also worth noticing that the measurement vector can
be broken down into two orthogonal components
respectively laying in the column space of H and in the

null space of H” [10], and expressed as:
z=HSz+Q'Qz (22)

A. Chi-Squared Residual

The y* residual test statistic is defined as the norm squared
of p:

g’ =p’p (23)

Adding and subtracting HSz to z, the measurement
vector can be rewritten as:

z=HSz+(I-HS) (24)

By identification of the last term in equations (22) and
(24), we obtain:

Q'Q=(1-HS). (25)

Substituting equation (19) into (23), and then (25) into the
resulting expressions shows that the y* residual can also
be expressed as:

¢ =2"(I-HS)z=r"r (26)

where the nxn matrix (I-HS) is idempotent and the
nx1 vector r (defined as r=(—-HS)z) is called the

residual vector. Equations (22) to (26) are proof of the
equivalence between parity-based and residual-based
RAIM [10] [11].

The y* residual ¢ follows a non-central chi square
distribution with (n—m) degrees of freedom and non-
centrality parameter f' Q" Qf. Thus the probability of no
detection in equation (18) can be evaluated as:

Plg® <1 H,)
B. Solution Separation

In contrast with the single test statistic used in y* RAIM,
solution separation RAIM employsb as many test
statistics as fault hypotheses. These test statistics are
tailored to the fault hypothesis and to the state of interest
[9], and are normally distributed, which is extremely

convenient for integrity risk evaluation. The n, test
statistics are defined as:

L i=1, .. n, 27)

where the full-set estimate error ¢, and the fault-free

subset estimate error &, are respectively defined in (10)
to (11) and (14) to (15). In addition [9], [12],

q; = N(Siifa O-ii = O-i2 _O-g) (28)
where si.o=s) —[0 sf] :

For SS, the probability of no detection, which appears in
the integrity risk equation (18) is given by:

P0q1|<Tl s ‘q ‘<Tn |H,) (29)

ny

Similar, the probability of detection in the false-alarm
probability equation (3) is also a joint probability. In
most practical implementations of SS, the probability in
equation (29) is upper-bounded to avoid having to

evaluate a joint probability over the #n, correlated

random variables ¢, . Example probability bounds are
derived in Section V.

In addition, it can be shown that s\, H=0 (see [9] for a

complete derivation), which suggests that g, can be
represented in parity space. However, the relationship



between ¢, and p is challenging to establish because
solution separations are defined in the position domain.

We can solve this issue for single-measurement faults by
first defining failure mode lines: the noise free parity
vector (v=0 in equation (21)) generated by a fault on
the i" measurement has a unit direction vector defined as:

u =i (30)

l \fqiTqi

where q, is the ™ column of Q . In parity space, the line

passing through the origin with direction vector u, is the

i

fault line corresponding to a fault on the i measurement.

In Appendix I, we provide an analytical proof that for
single-measurement faults, the n,, solution separations

are projections of the parity vector on their
corresponding fault mode lines.

g, =syz=0,u.p (31

The proof in Appendix I uses prior results derived in [9]
(including a matrix pseudo-inversion lemma) and is
structured in two steps focusing on the faulted
measurement, and on the fault-free measurement subset in
order to exploit the following observations:

SLA[ :SOTAi and sZiB' :sgBi -S; (32

i

To illustrate this result, we select an example
measurement equation, which is then used throughout the

paper.
C. lllustrative Example

Let us consider a scalar state x and a 3x1 measurement
vector z defined as:

z=H x+v+f 33)
where
H=[ 1 1
v ~N(0, T)

Since m=1 and n=3, the (n—m) parity space is two-
dimensional, which is convenient for display (this
example is very similar to the one used by Potter and
Suman in [10]). The fault vector f represents three
single-measurement faults (corresponding to three fault
hypotheses H, ) with unknown fault magnitude f; .

£ 0 0
f=|0|or f=|f,| or f=] 0
0 /5

These fault models under multiple fault hypotheses is
ultimately used in equation (2) to evaluate the integrity

risk. As the fault magnitude f, varies from —o to +oo,
the noise-free parity vector describes a line in the parity
space called the fault mode line, with direction vector u,
defined in equation (30).

Fig. 1 illustrates equations (23) and (31). The y* residual
q is the norm of the parity vector p, and solution

separations ¢,, for i=1,...,3, are orthogonal

projections of p onto the fault mode lines.

It follows, as illustrated in Fig. 2, that the detection
boundaries are a circle for x°, and a polygon for SS. If the

SS detection thresholds are all equal (7, =7, =T; ), then

the polygon is a hexagon. Detection is established if the
parity vector p derived from z in equation (19) lands

outside the detection boundary.

In conclusion for this section, we have analyzed two
detection methods with two different detection
boundaries. The difference between a circular and a
hexagonal region can appear small, but it is not clear how
significant this difference will be in higher dimensional
parity space (when additional measurements are
available). This difference raises the question: which
detection method is best? The answer is sought in Section
IV of this paper, where a method is developed to
determine the optimal detection region.

3<
2<
1 L
a' Or
At \ul
2t
3t
q1
-4 \ “= " FaultLines
-5 3 r
-5 0 5
Py

Fig. 1 Detection Test Statistics for y* (¢) and SS (¢, ¢,
¢3) in Parity Space
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IV. OPTIMAL PIECEWISE LINEAR DETECTION
REGION IN RAIM

A. Optimal Piecewise Linear Detection Boundary

This section presents a method using a piecewise linear
boundary to approximate the optimal detection region,
which minimizes the integrity risk. Visualizations of the
optimal region for varying values of the system
requirements will help determine which of y* or SS
generates the lowest integrity risk.

The method for building a piecewise linear detection
boundary is illustrated in Fig. 3 for the example
introduced in Section II-C. The idea is to use extra test
statistics in addition to the n,, SS test statistics (7, =3 in
Fig. 3). As explained in Section III-B, the SS’s are
projections of the parity vector on the n, fault lines

represented in gray. We consider additional test statistics,
defined as parity vector projections onto lines (in black)
that we select at regular angular intervals.

As illustrated with SS in Section II-C, each test statistic
generates two segments in the piecewise linear boundary.
The higher the number of test statistics is, the finer the
resolution of the detection boundary becomes. For clarity
of explanation, we consider a total of six test statistics

with detection thresholds 7, , ..., 7 , as shown in Fig. 3.

It follows that finding the optimal detection boundary
narrows down to determining the threshold values

T,

1> .., Iy that minimize the integrity risk while meeting

the false alarm requirement in equation (3).

D2

v

P
Fig. 3 Piecewise Linear Detection Region Concept

This problem can be formulated as a constrained

minimization problem:

ny |go|>£, |q1|<T] ,
ax, P H.f, | Puy (G4)

e e g
subject to
1—P(|ql|<T1 . ‘qnv‘<TnD,\H0j Pyo < Crgo

where n,, is the total number of test statistics (7, =6 in

Fig.3). The quantity to minimize in problem statement
(34) is a bound on the integrity risk for the worst case

fault magnitudes f, , for i=1, ..., n,,. This worst-case

approach is taken because fault magnitudes are extremely
difficult to model, especially for rarely occurring faults
that are difficult to observe.

Also, in (34), the joint probability of all test statistics
being lower than their corresponding thresholds can be
computed using one of the following methods:

e directly evaluating the probability of the parity
vector being inside the detection boundary: this
approach is cumbersome as it involves
integrating a multivariate normal distribution (of
dimension the length of the parity vector) over
the complicated piecewise linear boundary

e stacking all test statistics in an n,x1 vector,

which follows a multivariate normal distribution
whose mean vector and covariance matrix can be
computed. In this case, the integration is
performed over a hyper-box with edge lengths
defined by the thresholds.



e upper-bounding the probability of no detection to
facilitate integrity risk evaluation; this approach
will be investigated in future work for practical
implementations

We select the second of these three options, which was
efficiently used in [9] to determine the optimal estimator
in RAIM.

The problem formulation in (34) can be modified into an
unconstrained minimization problem using the method of
Lagrange multipliers (by forcing the inequality constraint
to equality), or alternatively, using barrier or penalty
methods [13]. The first option is selected here to
illustrate the algorithm. Problem (34) becomes:

ny |£0|>€, |ql|<Tl,
> max{ P H,,f |+ P,
i—0 /i 0, < .
. min i (35)
0]<7.
+A Creoo —1+P 0
an np?

where A is the Lagrange multiplier, to be simultaneously
determined with the optimal threshold values.

In the formulation (35), the parameters to be optimized
T

> ... I are limits of integration in the objective
)l[)

function. This facilitates the derivation, using the Leibniz
integral rule, of analytical expressions for the objective
function’s gradient vector and Hessian matrix. The main
steps of the derivation are given in Appendix IL

An iterative Newton method can then be implemented to
determine the optimal parameter values. It converges
quickly because the y* threshold 7' is a good initial guess

of the optimal threshold values 7, , ..., T . However,

the rate of convergence can be considerably slowed down
by our lack of knowledge on the optimal A -value. This
is why the optimal piecewise linear detection boundary is
not intended for practical applications, but is a useful tool
to analyze y* and SS methods.

B. Sensitivity to Navigation Requirements

The optimal piecewise linear detection boundary is used
to make an educated choice between the y* and SS
methods. Consider the illustrative example introduced in
Section III.C, with the example parameter values:

P, =107 for i=1,..,3, and Cpyp,=10". The

analysis is carried out for a range of values of the non-

dimensional parameter ¢/o, (which is the ratio of the
alert limit over the estimate error standard deviation).

First, the optimal piecewise linear boundary is represented
in Fig.4 (thick black lines) for a small value of //o,

(£/0,=0.3). Segments of the optimal boundary are of

equal length, so that the optimal boundary approaches a
circle. This can be observed again in the zoomed-in
window on the upper-right hand side of Fig.4, where the
optimal boundary is close to the y* circular boundary, and
far from the corner of the SS hexagon.

This result is confirmed using another approach based on
the Neyman-Pearson (N.P.) theorem [14]. This method
provides the means to visualize the optimal no-detection
region (gray area in Fig. 4) by determining the set of
points in parity space that contribute to reducing the
objective function in problem (35). It is again an
analytical method, not intended for practical
implementations because it involves sampling the parity
space point by point.

Thus, the * method might be selected for ¢/c,=0.3.

However, as //o, increases it is interesting to observe
that the optimal detection boundary changes. Fig. 5
shows that for //o,=15, segments of the optimal

piecewise linear boundary are no longer equal. The
optimal region starts looking like a hexagon, which
corresponds to the SS detection boundary. This can be
seen again in the zoomed-in window where the optimal
N.P. boundary starts filling in the corner of the SS
hexagon.
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Fig. 4 Optimal Piecewise Linear (P.L.) Detection
Boundary for //c, =0.3
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Fig. 5 Optimal Piecewise Linear (P.L.) Detection
Boundary for //c, =15

To better understand this change in the optimal detection
region, we note that two conflicting probability
contributions are shaping the optimal detection region as
expressed in (35): as the no-detection area increases, the
probability of false alarm decreases, but the integrity risk
becomes larger. The probability of false alarm is
independent of //c, and is evaluated under the single FF

hypothesis, where the parity vector is zero-mean.
Therefore, the false alarm requirement defines the
minimum surface of an area ‘near the origin’. The
optimal area is then shaped by the integrity risk, which is
a sum of probabilities over multiple hypotheses, for which
the mean parity vector is not zero.

The probability density function for the integrity risk is
represented in parity space, in Fig. 6 and 7 for //oc, =0.3

and //o, =15, respectively. In this multiple hypothesis

formulation, the density function is a composite of seven
peaks of probability density, corresponding to the FF
hypothesis, and to the three fault hypotheses for positive
and negative values of the fault magnitude.

Fig. 6 shows what appears to be a single peak in
probability density because for small values of //o, , the

worst-case fault magnitudes (which maximize the
integrity risk) are close to zero, so that the seven peaks are

all brought together near the origin. In contrast, as //o,

is increased in Fig. 7, the worst-case fault magnitudes
become larger, and the six probability density peaks
corresponding to fault hypotheses spread apart along the

fault mode lines. It follows that as ¢/o, increases, the

optimal detection boundary changes from a circular area
(¢*) to a polygon (SS).
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Fig. 6 Density Function of the Probability of HMI for
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Fig. 7 Density Function of the Probability of HMI for
/o, =15

Strictly speaking, worst case fault magnitudes depend on
the shape of the optimal detection region itself, so that the
argument can appear circular. But in practice, we have
observed negligibly small variations in worst-case fault
magnitudes between the limit cases of y* versus SS. The
discussion in the above paragraph captures the
dominating trend.

Finally, it should be noticed that the alert limit ¢/ must be
greater than o, or even the fault-free integrity criterion

will not be satisfied. Comparing the scales of the z-axes
in Fig. 6 and 7 provides a clue as to the difference in

orders of magnitude of P,, as {(/o, -changes.
Therefore, for most realistic, practical requirements (i.e.,
for large values of ¢/o, ), the optimal detection boundary

approaches SS. This result completes and reinforces the
findings of previous papers [9], [14]. This is why in the



remainder of this work, we adopt a solution separation
approach for fault detection and exclusion (FDE).

V. INTEGRITY AND CONTINUITY RISKS FOR
FAULT DETECTION AND EXCLUSION

So far in Sections II to IV, we limited our analysis to fault
detection algorithms. For detection only, the detection
thresholds are typically set according to a continuity risk

allocation Cp,, to limit the probability of false alarms,

as expressed in equation (3). However, the complete
continuity risk accounts for all events causing a mission
to be interrupted. These events include cases of detection
under fault-free conditions (false alarms) and of detection
under faulted conditions. The continuity risk equation is
given by:

PCONT:P(DlHO)PHOJ'_nZHP(D‘H:‘ )PHi (36)
i=1

If the detector is efficient, then the second term on the
right hand side of (36) is close to the prior probability of
any fault occurring:

ny

nZ"P(D \H, P, =P, (37)
i=1 i=1

If this probability is larger than the overall continuity risk

requirement C,,,, then faults need to be excluded to

EQ>
continue using the system.

This is why fault exclusion algorithms have been derived
and implemented [4], [5], [6]. One crucial element that is
currently missing in the literature, and that has been
described as missing in [7] and [8], is a rigorous
derivation of the integrity risk and continuity risk for
RAIM FDE.

The objective of this section is to address this issue. The
derivation starts with a redefinition of the integrity risk
equation for fault detection and exclusion:

PHMI EZP(H[, ND|H1' )PHi

i=0

o (38)
N P(HI, D, E,|H,)P,

i=0 j=1

where
HI :hazardous information
ND : no detection
D : detection

E . : exclusion of measurement subset j

The first term in equation (38) is the same as the integrity
risk for detection only given in equation (2). The second
term accounts for the risk when excluding: it is the price
we have to pay in terms of integrity risk for reducing the
continuity risk using exclusion. It accounts for all fault
hypotheses (subscript i), all ‘exclusion hypotheses’
(subscript ;).

In parallel, the continuity risk is redefined to express that
mission interruptions occur if a fault is detected, but
cannot be excluded:

PCONTEZP(DsNE‘Hi Wy (39)
i=0
where
NE :no exclusion

To understand how no-exclusion events can occur, we
present an example four-step SS exclusion procedure:

1) First, we check whether the SS detection tests
pass or not. As described in Sections III and IV,
a fault is detected if:

|go —£k|ZTk for any k , k=1, ..., n, (40)

2) In case of detection, we choose a measurement
subset ‘ j ’ to exclude. This work does not
address how this choice is made. Instead, this
work considers all exclusion hypotheses, so that
the integrity risk equation is valid for any

excluded measurement subset ;.

3) Next, we make sure that the selected subset
solution ¢; (using all remaining measurements
after exclusion) is fault free. We carry out a
second layer of detection using all subset
solutions ¢, within the selected subset solution

s

g.. Thus, a subset © j

; is excluded only if

=1, .., n,

e, =&l <T 9L { (41)

l#j

This amounts to a number of n, —1 exclusion
tests per fault hypothesis.

4) Finally, if any one of these exclusion tests
triggers (i.e., if the selected subset solution ¢ is

inconsistent), then the mission is interrupted.
This case must is accounted for in the continuity
risk equation.



These four steps and the general definitions of integrity
and continuity risks in equations (38) and (39) are used in

Sections V-A and V-B to derive expressions of P, and

P,y for FDE using the SS RAIM method. This

derivation remains valid for estimators other than the least
squares estimator and is not restricted to single
measurement faults.

A. Integrity Risk Equation for SS ARAIM FDE

The actual integrity risk is extremely difficult to evaluate
because the estimate errors & ; and the detection and

exclusion test statistics are correlated. Instead, in
Appendix III of this paper, we establish an upper bound

on P,,,

which is derived to enable integrity risk
evaluation in practical implementations. The integrity

risk bound is expressed as:
Py < P(&|> £ | Hy)Py,

S (e |1 > 011,)p,
=1

+ qugi >0 | H)HP, (42)
i=1

ny

+> P(e,|> 0 |Hy)Py,
j=1

+iip(|gj,f|+7},[ >0 [H, )P,

i=1 j=I
i

The first two terms on the right hand side (RHS) of
equation (42) are a bound on the probability of hazardous
information and no detection. The equivalent protection
level formulation for these terms is typically used for
integrity risk evaluation in SS RAIM using detection only

(21 [7]).

The next three terms on the RHS of (42) account for all
cases of hazardous information, detection, and exclusion.
The third, fourth, and fifth terms are respectively bounds
on the probability of correct exclusion, of wrong
exclusion under FF conditions, and of wrong exclusion
under faulty conditions.

Unlike the second, third and fifth terms, the fourth term is
multiplied by P,,, which is close to one. In case this

bound is too loose and causes loss of availability, an
alternative bound is provided in Appendix III: this
alternate bound is a function of the continuity risk
allocation over which we have some control (see
Appendix III for additional details). The alternate bound
was not needed in performance evaluations of Section VI.

Again, the integrity risk bound in equation (42) was
designed to enable risk evaluation in cases where
computational resources are limited. This bound can also
be expressed in the simple form of protection level (PL)
equations:

PLypo = kND,O Oy

PLy,, =kyy, 0, +T,

PL.,, =ke;, o, (43)
PLWE,O,_/' = kWE,Oj o,
PLWE,j,i = kWE,j,i O, +T/J

where
kNDO = Q7l {IREQ,NDO/(ZPHO)}

NDi = Q71 {[REQ,ND,i /(2PHi )}
CEji — Q71 {IREQ,CE,,' /(2PH/' )}
WE,0,j — Q7l {IREQ,WE,O,‘/ /(ZPHO)}

k
k
k
ke =0 W nsomes, 2P}

and o, is the standard deviation of the subset solution
that excludes both the i and ;j measurement subsets.

The function Q7'{} is the inverse tail probability

distribution of the two-tailed standard normal distribution
(O{}=1-d{}, where ®{} is the standard normal
cumulative distribution function).

The price to pay to obtain simple PL expressions in
equation (43) as compared to (42) is that the integrity risk
must be allocated among all the terms. This can result in
a looser integrity risk bound, which may ultimately
impact navigation availability. In equation (43), the
probability multipliers or k -values are computed for

predefined integrity risk requirement allocations 7.y »

1 1 / 1/

REQND,i > * REQ,CE,i REQWE,0, REQWE,i,j *

The overall PL, which is compared to the alert limit ¢/ to
check whether navigation requirements are satisfied or
not, is given by:

PL=max(PLy,o, PLyp;» PLegss Plyso,s Plyg,;) (44)

ND,0>

On a parenthetical note, the ARAIM implementation
illustrated in Section VI assumes non-zero mean
measurement errors, with nominal biases not exceeding
the value b,,,,. In this case the following terms must be

added in the PL equations (43):



S0J| b,y 1n the first equation

. Z|sl.’1| b,y in the second and third equations
I=1

n—n;

. Z|s].,,| b,y n the fourth equation
=1

b niinl |Sji!1| b,y in the fifth equation

=1

where s, is the I™ element of s,, and in the fifth

equation, s,, are elements of s, which is the least

squares estimator vector for the state of interest, for the
subset solution that excludes subsets i and j , comprising

n; and n, measurements, respectively.

B. Continuity Risk Equation for SS ARAIM FDE

In Appendix IV of this paper, a bound on the continuity
risk P,y is derived, which is expressed as:

P(|5[ _50|2Ti |H0)PHO

Feonr S; +nip(|gj’/_ —gj|2Tj’[ | H,)Py @
=

J#i

This equation is crucial because it provides the means to

determine the 7, detection thresholds and the
n, (n, —1) exclusion thresholds, while ensuring that the

overall continuity risk requirement C, is met.

To achieve this, one straightforward approach is simply to
allocate the continuity risk requirement to each one of the
terms in equation (45). An example allocation is given as
follows:

e  Allocation between fault hypotheses

L7

CREQ = ZCREQJ (46)
i=1

where, for example, Cg,,, = REQ/ n,

e Allocation between detection and exclusion
terms:

CREQ,i = (ﬂ + (l - ) REQi 47)

where 0<fg <1, eg, f =1/2

e  Allocation between exclusion hypotheses :

ny -1

(1 - IB) CREQ,:’ = (1 - ﬂ) CREQ,[ Za/,i (48)

ny =1
where Zaj,,. =1, eg, a,,=l/(n,-1
j=I1

Therefore, we want the detection and exclusion thresholds
to satisfy the following inequalities:

P(|‘9i _50|27; ‘HO)SﬂCREQ,i/PHO (49)
Pe,, —&,|2T,, | H) <a,;(1—B) Cyuo! Py (50)
from which we obtain:
Corr:
T = -1 _REQi ) 51
i Q {ﬂ 2PH0 GA: ( )
1, =07, (- p) 22 o (52)
Ji T Jsi 2PHi A i

where o, is defined in equation (28) and o, Iy is the

standard deviation of ¢,, —¢,. o, .. can be computed as

J A jii

2 _ 2 2 2 2 :
0,,,=05.=0;> where o; and o, are respectively

defined in (15) and (43).

It is worth noticing that the number of thresholds to
determine in equation (45) is n;, . To shed some light on

this number, we represent the SS FDE algorithm in parity
space.

C. ARAIM FDE Parity Space Representation

The no-detection and exclusion regions can be visualized
in parity space by sampling the parity space and figuring
out which points pass the detection and exclusion tests
outlined in the above four-step procedure for SS RAIM
FDE. For the illustrative example introduced in Section
II-C, we recognize the hexagonal no-detection zone
displayed in fair gray in Fig.8.
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Fig. 8 Detection and Exclusion Zones in Two
Dimensional Parity Space

The SS exclusion areas (dark gray) turn out to be bands
surrounding the fault mode lines. A band-shaped area for
each fault hypothesis was not obvious to infer from the

n, —1 exclusion tests in equation (41). But these bands

are sensible criteria for exclusion. If the parity vector is
near a fault mode, then it is easy to deduce which
measurement to exclude. On the contrary, if the parity
vector lands in between two fault mode lines, then it
becomes extremely challenging to determine which of the
two fault modes caused the error that was detected. And,
a more stringent exclusion criterion is obtained by simply

reducing the exclusion thresholds 7', .

It is noteworthy that the exclusion regions have piecewise
linear boundaries. = We can therefore use a similar
optimization procedure to that described in Section IV,
which provides values of the detection and exclusion
thresholds that minimize the integrity risk (instead of
using the arbitrary allocation of Section V-B). The
optimal piecewise linear exclusion regions are shown in
Fig. 9 (gray areas), in comparison with the boundaries
(dashed black lines) resulting from the arbitrary
continuity risk allocation given in equations (46) to (48).
Of interest in this example is the fact that the optimization
process reduces areas of overlapping exclusion zones:
these areas are actually counted twice in the integrity risk
bound in equation (42), as a result of the tradeoff that was
made in Appendix III between tightness of the bounds on

P.onr and P, versus computational efficiency.

One singular aspect of the SS approach is that it requires
n, —1 exclusion test statistics to generate a band-shape

zone along the fault line. The same exclusion
performance could be obtained using a single test statistic
measuring the distance from the fault line.

~——

[ Optimized Exclusion Zones

------ Arbitrary Exclusion Boundary

== Fault Mode Lines

Fig. 9 Optimal Piecewise Linear Exclusion
Boundaries in Parity Space

To bring some insight to this apparently unnecessarily-
large number of tests, the exclusion regions are
represented in higher-dimensional parity space. For
example, to obtain a three-dimensional parity space
representation, the measurement vector z in equation
(33) is augmented with one additional measurement, so
that the observation matrix becomes:

H=[1 1 1 1] (53)

The 4x1 measurement noise vector v is still zero-mean
normally distributed with covariance I and the 4x1 fault
vector now includes one additional single-measurement
fault mode.

The resulting no-detection and exclusion spaces are
respectively shown in fair gray and dark gray in Fig. 10.
Focusing on a single fault mode and looking at a plane
normal to the corresponding fault mode line reveals the
shape of the SS exclusion region, which is displayed in
Fig. 11. If a single test statistic measuring the Euclidean
distance to the fault mode line was used for exclusion,
then the exclusion boundary would be circular, and the
test statistic would follow a non-central chi-square
distribution. Instead, SS uses multiple test statistics that
measure parity vector projections, and allows to preserve
normally-distributed test statistics. Dealing with
normally-distributed variables is extremely convenient for
practical risk evaluation as highlighted Sections V-A and
V-B and in Appendices III and IV.
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Fig. 10 Detection and Exclusion Zones in Three
Dimensional Parity Space
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Fig. 11 Visualizing the Exclusion Region

Finally, the exclusion region surprisingly turns out to be
diamond-shaped. The same observation was made using
more realistic measurement equations (e.g., using seven
GPS ranging measurement to estimate three position
coordinates and one receiver clock state): as the satellite
geometry was changed, the exclusion region remained a
diamond. This raises a question, as it did in Section III:
what is the shape of the optimal exclusion region? This
question is left open for future work.

V. BENCHMARK APPLICATION: AIRCRAFT
APPROACH USING MULTI-CONSTELLATION
GNSS

This section presents a performance evaluation of
Advanced RAIM (ARAIM) for worldwide vertical
guidance of aircraft using dual-frequency GPS and
Galileo.  As mentioned in Section I, when using
redundant satellite signals from two constellations instead
of one, the RAIM detection capability increases
considerably, but the probability of satellite failures
increases. In multi-constellation implementations,
measurement exclusion is crucial to maintain a high level
of continuity.

Table 1. Simulation Parameters

Description Value
SV clock and orbit 0.75m
error (URA) (0.957 m for Galileo)
Residual 0.12 1.001

. * ) 1/2 m
tropospheric error (0.002001 +sin~ &)

0.13+0.53¢ "' m
(lookup table for Galileo [3])

Smoothed *code
multipath

Smoothed codg

! X 0.15+0.43¢75% m
TeCC1ver noise

Fault-free meas. 0.75m
bias b,,,, (1 m for Galileo)
Integrity risk 107
requirement
Continuity risk 6

. 2-10°
requirement Cp,,,
Prior probability of 107

satellite fault P,

Prior probability of

. none considered
constellation fault

*: & s the satellite elevation angle in degrees.

The integrity risk and continuity risk bounds in equations
(42) and (45) are used to quantify availability. We use the
continuity risk allocation outlined in Section V-B (with

£ =0.01) to determine the exclusion and detection

thresholds. The simulation parameters, which include
ARAIM measurement error and single-satellite fault
models, and LPV-200 navigation requirements (to support
localizer precision vertical aircraft approach operations
down to 200 feet above the ground), are summarized in
Table 1 and described in detail in [3]. We assume a ‘24-
1 GPS satellite constellation and a 27-1° Galileo
constellation, which are nominal constellations with one
spacecraft removed to account for outages; these example
constellations are also described in detail [3]. Moreover,
this analysis focuses on the vertical position coordinate,
for which the aircraft approach navigation requirements
are often the most difficult to fulfill. In this case, the
target vertical alert limit (VAL), noted ¢ in all the above
equations, is 35 m.

Figures 12, 13 and 14 compare availability maps
respectively generated for VAL of 20m, 25m and 35m,
for a 10 deg x10 deg grid of locations. Availability is
color-coded from black to white representing availability
values ranging from 90% to 100%, respectively. As
expected, the maps show that availability decreases as



VAL is tightened, but for the target VAL of 35m,
availability averaged over all locations is 100%. These
availability maps include both detection and exclusion.
Fig. 14 not only shows that the integrity risk and false
alarm requirements can be met, which would be the extent
of the analysis using detection only. But, beyond this, it
also demonstrates that the overall continuity risk
requirement can be satisfied, and with high availability.

45°s| - (g

- 4099 L
Fig. 12 Availability for VAL =20 m

45°N

AV Ny
135 W 90 Y

45°S

Fig. 13 Availability for VAL =25 m

VAL = 35m (Average Availability = 100%)

45°N

45°S

Fig. 14 Availability for VAL =35 m

VI. CONCLUSION

This paper introduced new methods to analyze and
evaluate the integrity and continuity performance of
RAIM-based fault detection and exclusion (FDE).

First, parity space representations were used to analyze
the performance of solution separation (SS) Advanced
RAIM (ARAIM). The SS test statistics were proved to be
projections of the parity vector on failure mode lines.
Thus, the SS detection boundary could be represented as a
polytope. A method was established to visualize the
optimal detection region, which, for most realistic,
practical requirements, was shown to match the polytope-
shaped SS boundary. Parity space representations of the
exclusion regions further reaffirmed the practical benefit
of SS ARAIM for risk evaluation based on normally-
distributed SS test statistics.

Second, we developed integrity risk and continuity risk
bounds for SS RAIM FDE. The integrity risk bound (or
alternatively, the proposed protection level) was designed
for computationally-efficient risk evaluation. The
continuity risk bound enables threshold determination for
detection and exclusion while satisfying the overall
continuity risk requirement. Equations (42) (or 43) and
(45) (or (51) and (52)) provide the means to not only
evaluate the integrity risk and false alarm probability, but
also to quantify the overall continuity risk using fault
exclusion.

Performance assessment using these new methods was
carried out for an example aircraft approach navigation
application, and showed high availability of integrity and
continuity despite taking into account the risk of wrong
exclusions.

APPENDIX I. PROOF THAT NORMALIZED
SOLUTION SEPARATIONS ARE PROJECTIONS
OF THE PARITY VECTOR ON FAULT MODE
LINES

This appendix presents a proof that the n, solution

separations are projections of the parity vector on their
corresponding single-measurement fault mode lines. In
mathematical form, we present a derivation for equation
(31), which is rewritten as:

LR Y (A1)

Oai V qiTqi

To simplify the notations and without loss of generality
(because the order in which measurements are stacked in
Z 1is arbitrary), consider a fault on the first measurement.
Equation (13) becomes:



A, :Lﬂ and B, =L?J (A.2)

and the (n—m)x1 vector q, in equation (A.l) becomes:

q, =QA, (A3)

For clarity of exposition, this appendix focuses on a single
fault hypothesis, and subscript ‘i’ is dropped.

In addition, let us modify the following notations, for
consistency with [9]:

e  For the full-set solution in equations (6) to (11)

P=P

0

S=S,, s=s,, o=0, (A4

e For the fault-free subset solution in equations
(14) to (17)

P,=P, S;=8,, s;=s,, o,=0, (A)S)
e  For the single faulted measurement
H,=A"H (A.6)

e  For the solution separation in equation (28)

The measurement vector can be broken down into two
components corresponding to the faulted measurement,
and to the fault-free measurement subset, following the
equation:

2=(AA” +BB') z, (A7)

Substituting (A.3) and (A.7) into (A.1) shows that the
proof of equation (A.1) can be given in two steps:

T AT T A
. Sa AL QQ

Oy 1IATQTQA

. iB:M (A.9)

o,  JATQ'QA

Step 1: Proof for (4.8)

—(vQeaF A

It was shown in [9] that:

P,'=P'-HV,/H, (A.10)

The first three equations of this derivation (A.11) to
(A.13) were already given in [9]. The variance of the
fault-free subset solution can be expressed as (by
substituting equation (A.5) into (15)):

o,=0"P,a ALl

—o’(P"-H'H,) 0

Using the matrix inversion identity (also known as
Woodbury’s formula), equation A.11 becomes:

ol :aT(P+PH§(I—HAPH§)’1HAP) «
=o’+a'PH'(I-H PH ] 'H Pa (A.12)

=o”+s"A(AT(I-HS)A)" A

An expression of the solution separation’s variance is
obtained:

ol=c2-c’ =s'A(A"(I-HS)AJ'A"s (A.13)

Since in this appendix, A is a nx1 vector, the term
under the inversion is a scalar. Also, equation (25) shows
that it is derived from an inner product of a vector with
itself, and hence it is a positive scalar. Thus, the standard
deviation of the solution separation can be written as:

1
o, =s"A(AT(I-HS)A)> (A.14)
Substituting equation (25) into (A.14) results in:
1
o, =s"A(A’Q"QA)> (A.15)
In addition, substituting equation (32) (i.e., s,\A=s"A)

into (A.14), we obtain an expression that is equivalent to
(A.8), which concludes ‘Step 1’:

o, = sZA(ATQTQA)’% (A.16)

Step 2: Proof for (4.9)

Multiplying both sides of (A.9) by (A’Q"QA)"* and
substituting (A.8) for (A'Q"QA)"? into the resulting
expression yields the following equation:



T
AT SASZA B=A"Q’QB (A.17)

A

In addition, the second section of Appendix II of [9]
shows that:

A’S’P;S,B=A’(1-HS)B (A.18)

where P, is the Moore-Penrose pseudo-inverse of P,
(P,=P,—-P,). Under the single-satellite fault
assumption, P, is of rank 1. Thus, the normalization
operation using P, in the left hand side of equation
(A.18) can be performed using any (non-zero) scalar
element of P, . In particular, for the state of interest, we
have:

T

oo,
SiPiS, =S\ —
A

S, (A.19)

Finally, substituting equations (A.19) and (25) into (A.18)
results in equation (A.17), which concludes the proof for
this appendix.

APPENDIX II. GRADIENT AND HESSIAN OF THE
OBJECTIVE FUNCTION FOR THE
MINIMIZATION PROBLEM IN EQUATION (34)

In this appendix we provide the main steps of the gradient
vector and Hessian matrix derivation, which are important
to efficiently solve the constrained minimization problem
in equation (34) using in a Newton method.

Several methods can be used to enforce the constraint by
incorporating the constraint equation in the objective
function [13]. The terms derived in this appendix for a
simplified objective function € appear in all methods.
The same basic terms also appear in the integrity risk
minimization problem for fault exclusion in Section V.
The simplified objective function is expressed as:

L n T

or,.1,.1, )= [ [ [dla,.q00, Ha,dgdg, — (A20)

where ¢,, ¢,, and ¢, are correlated random variables

(representing the detection test statistics in equation (35)),
and ¢ is the probability density function for a non-zero

mean multivariate normal distribution.

For the minimization problem over detection thresholds
T, , T,, T, , the elements of the gradient vector can be
expressed, using the Leibniz integral rule, as:

LT
M:j [olr; 2429, Ma,da,
aT] - -1,

(A.21)

T, T,

+ | f¢(—ﬂ 4200 M, da,

Ty -1,

The expression in (A.21) cannot easily be evaluated. Let
¢ be an infinitesimally small number. Equation (A.21)

can be rewritten and approximated as:

oo(r, .1, .1, )

or,
T, T, T,+/2
.[ _[ I¢(Q1s%:%)d%d%dq;
|-, 1<
:lClLIOIZ T, T, -T,+(/2
+ .[ j I¢(¢]1 CERE )dql dq,dqs,
-1, =T, T, (/2
T, T, T,+{/2
j _[ J¢(q1»Q2:Q3)dQ1d42dQ3
1 -, -T, T,-¢/2
N E L, T, -T,+(/2

+ _[ j I¢(q1 545543 )dq1qudQ3

T, T, <L -12

The above expression enables the use of existing
numerical methods [15] to evaluate the right hand side’s
cumulative distribution functions for the vector of

correlated random variables [q1 q, 4, ]T.

The same method is used to determine the off-diagonal
and diagonal elements of the gradient matrix, which are
respectively expressed as:

oolr, 1,1, )
or oT,

(7 1,4¢2 1 4¢2

I¢(% »q559; )d% dq,dq,

-L T,=¢/2 T, {12
T, -T,+{/2 T +{/2

+ J. I J.¢(ql9q27q3)dql dqqug

“Ty, ~T,={ 12 T, ~¢/2

Q

=

T, T,+(/2 T, +¢/2

[ ] ] #a,4.-4; Ma, dg,da,
-, T,-¢/2 ~T,=¢/2
T, -T,+(12 -T, +{ /2

+ _[ _[ J‘¢(Q1 »q5-95 )dql dqu%

Ty Ty =(12 T ()2




oo, 1,1,

or?
(7, 1, 14 7
I _[ J.¢(‘I| >92aq3)d%d‘12dq3
R
nonooT
- _.‘ J‘ I¢(Q1 »q42-9; )d% qudq3
b R
e LT Tl
- I _‘- _|.¢<q1 »q5,9; )dql dq,dq,
T
nor, -
+ J. I J-¢(ql’q2’q3 )dq1dq2dq3
L -5 -, -5 -¢ )

APPENDIX III. INTEGRITY RISK EQUATION
FOR SS RAIM FDE

First, the general integrity risk equation (38) is rewritten
to distinguish hypotheses of:

e no detection under FF conditions

e 1o detection under faulty conditions

e  detection and correct exclusion (CE)

e wrong exclusion (WE) under FF conditions

e wrong exclusion under faulty conditions

PHMIZP(HI» ND ‘HO)PHO

+Y P(HI, ND|H,)P,

i=1

+Y P(HI, D, CE|H,)P, (A.22)

i=1

+P(HI, D, WE|H,)P,,

+Y P(HI, D, WE|H, )P,

i=l
This appendix aims at establishing upper bounds on each
of these groups of terms to enable practical integrity risk

evaluation using protection level equations.

We use the following notations:

e forevents 4,, k=1,...,K, wenote:

{Ak Vk} =4, A=A A

{Ak } ={4, u..u4,]

any k

e for the detection test statistics (we modify the
notation of equation (27) to include the absolute
value):

4, =g & (A23)

e for the exclusion test statistics:
q,,=le, -, (A.24)

where &, is the subset solution that excludes

both measurement subsets i and /

e whenever it is possible to keep the same
notations, subscripts i, j and k are

respectively used to designate indices of fault
hypotheses, exclusion hypotheses, and detection
test statistics.

Equation (A.22) can be reinterpreted using the four step
SS exclusion procedure outlined in Section V. It follows
that the first and second terms in equation (A.22) can be
bounded as:

P(HI, ND |H,)
= P(e,|> ¢, q, <T, Vk|H,) (A.25)
< P(e,|> 0| Hy)

P(HI, ND|H,)
= P(e,|> 1, q, <T, Vk|H,)
<P(e,|> ¢, ¢, <T, |H,) (A.26)
<P(e,|>¢|H,, q, <T,)P(q, <T, |H,)
<P(e,|>(IH,, g, <T})

Equations (A.25) and (A.26) are integrity risk bounds

corresponding to protection levels typically used in SS for
detection only [2], [7]. It is worth noticing that no

assumption needs be made on the correlation between &,
and g, , so that these equations hold for estimators other
than the least squares estimator.

Then, the next three terms account for the probability of
hazardous information when excluding measurements:



P(HI, D, CE|H,)

|g[|>€, q, =T,
=P any k (A.27)
4qi, <T[,/ Vi#i|H,

<P(e|>¢|H,)=P(e |> ¢ Hy)

Since equation (A.27) captures the correct exclusion
event, g, is fault-free. The distribution of &, under H,
is known.

P(HI, D, WE|H,)

|8j|>f, q, =T,
ZZP any k
-~ q;i, <Tj,/ Vi#jlH,

< P(e|>t g 27,18, (A.28)
=

any k

ip(|ej| >(|H,),

N
<min

7

ZP(% 2T, |H,)
=

any k

< min{i P(|€j| >l H,), nHCREQ,D}

=

where  C,,, is the continuity risk allocation for
detection (Cpppyp =B Cpyp in equation (47)). In (A.28),

we have the option of picking two upper-bounds. We
would like to keep the tightest bound to preserve
availability. Because the bound in (A.28) is multiplied by

P,, in equation (A.22), and because it is unclear how
large P(|g j| > (| H,) can become, we can choose not to

disregard the second term bounded by n,Cyy,,,, over
which we have some control. This choice is application
specific. The bound in n,Cp.,, was not needed in the

ARAIM performance evaluation of Section VI, and
therefore it is not carried along in the main body of the

paper.

P(HI, D, WE|H,)
y |gj|>£, q, =T,
— ZP any k
ﬁj qj,1<Tj,l Vi j|H,
< Ple;|> 4, q, <T,, V= j1H,)
T
(A.29)

sZH;P(|gj|>z, g, <T,, |H,)
<

J#

w (P, |> 01 H, ., q,,<T,)

IA

J=1 XP(qj,i<Tj,i | H,)

J#i
ny

< ZP(|gj| >0|H,, q,,<T,,)
-

J#i

In the last step of (A.29), the distribution of &, under H,

is unknown, but its folded cumulative distribution
function can be over-bounded using the condition

3 ]
qj,[ < T’j,[ °

Finally, we substitute the expressions for the SS test
statistics in (A.23) and (A.24) into the integrity risk
bounds (A. 25) to (A.29), and substitute the result back
into (A.22). We can then make use of the conditions in
equations (A.26) and (A.29) to bound the estimation
error, after noticing that:

|€0| S|g, |+|$0 —-g | and |€j| S|gj’,|+|gj —5j’,| (A.30)

We obtain a bound on P, for which protection levels
can be derived (as shown in equation (43)).

PHM,SP(|80|>£ |H,)P,,
+iP(|g[|+T[ >(|H,)P,
i=1
+ip(|«%|>f |H, )P, (A31)
i=l1

+ min(zﬁ P(|8j| >0 |Hy), nHCREQ,D JPHO
j=1

+ iiP(|gj,i|+ TN >{ |H,)P,
i=1 j=1
J#i



APPENDIX IV. CONTINUITY RISK EQUATION
FOR SS RAIM FDE

First, the general continuity risk equation (39) is broken
down to distinguish cases of no-exclusion under fault-free
and fault hypotheses

Prony = P(D.NE| H, )P, + iP(D, NE|H, P, (A32)
i=l

This appendix aims at establishing bounds on these two
groups of terms. The same notations as in Appendix III
are used. The first term in equation (A.32) can be
bounded as follows:

P(D,NE|H,)
=P(g, =T, 9. ZTj,l VjlH,)
any k any l#j
<P(q, =T, |H,) (A.33)

any k

SZP(‘]kZTk | H,)

k=1

This bound is similar to the one typically used in SS for
detection only to limit the probability of false alarms. A
second term is added when excluding measurements,
which can be bounded in the following manner:

P(D,NE|H, )
=P(q, =2T,, qi. ZT,'J Vi |H;)
any k any l#j
<P(g, =T,V |H,) (A34)
any l#j
SP(%,I 2Ti,l|Hf):P(qz',1 2Ti,l|Ho)
any l#i any l#i

< zp(qi,j 2 Tz/ | H,)
=1

i

In equation (A.34), we obtain probability terms
conditioned upon H, although the initial term is
conditioned upon H, . This is essential because the test
statistic distribution under H, is known. This was
achieved by isolating the test statistics that exclude the
faulty measurement subset under H, :

0, =& -z, (A.35)

X any l#i
any l#i

Finally, substituting the expressions for the SS test
statistics in (A.23) and (A.24) into the continuity risk

bounds (A. 33) and (A.34), and substituting the result
back into (A.32) provides the continuity risk bound of
equation (45).
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