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ABSTRACT

In this paper, we demonstrate the performance of the proposed optimal Inertial Navigation System (INS) monitor (Kujur et al.
(2024)) against live spoofing with multiple Global Navigation Satellite System (GNSS) spoofing scenarios. We evaluate the
monitor performance for a live spoofing event where an aircraft was subjected to live GNSS spoofed signals using onboard
equipment during its flight with different spoofed trajectories such as step, ramp, and accelerating position offsets. The spoofing
signals were generated and broadcast on a single frequency GPS constellation while spoof-free GNSS signals were acquired
using other constellations. Spoofed GPS signals, spoof-free GNSS signals, and Inertial Measurement Unit (IMU) dynamic data
was collected. Results show that the optimal INS monitor can detect spoofing even at sub-decimeter level magnitudes within
minutes. As a result, the conducted experiment demonstrates the monitor’s ability to detect realistic GNSS spoofing events even
with minimal position offsets, thereby validating the performance of the monitor.

I. INTRODUCTION

The civil infrastructure of safety critical fields such as aviation, maritime, and terrestrial navigation rely on GNSS. This brings
a major responsibility to ensure absolute GNSS integrity. The civil GNSS signal structure is publicly known and vulnerable
to spoofing attacks, which endangers public safety (Humphreys et al. (2008)). Spoofing attacks consist of intentional jamming
of the authentic radio-frequency signals and feeding a predetermined faulty signal to the user. The fault can be injected to
cause gradual position or time offsets. Potential detection techniques include signal processing techniques, cryptographic
authentication (Wesson et al. (2011)), spoofing discrimination using spatial processing by antenna arrays, and automatic gain
control schemes (Akos (2012)), (Nielsen et al. (2014)), GNSS signal direction of arrival comparison (Meurer et al. (2012)),
code and phase rate consistency checks (Moshavi (1996)), high-frequency antenna motion (Psiaki et al. (2013)), and signal
power monitoring techniques (Jafarnia-Jahromi et al. (2012)). Some of these methods are indeed effective but they have various
computational, logistical, and physical limitations. Augmenting data from auxiliary sensors such as Inertial Measurement Units
(IMU), barometric altimeters, and independent radar sensors to discriminate spoofing has also been proposed (Swaszek et al.



(2016)), (Kerns et al. (2014)).

The first stochastic description and quantification of the performance of an IMU-based GNSS spoofing monitor against worst-
case faults was introduced by us (Khanafseh et al. (2014); Kujur et al. (2019); Tanil et al. (2016a, 2018, 2015a,b, 2016b, 2017)).
We specifically investigated anti-spoofing solutions utilizing IMUs, since all modern vehicles are equipped with them, thereby
requiring minimal additional cost or system modification. An IMU is immune to external interference, which makes it the best
candidate for counter measure against GNSS spoofing attacks. INS, when used in the navigation solution in various integration
schemes with GNSS (such as uncoupled, loosely-, tightly-, or ultra-tightly coupled), provides redundancy to the system, which
is a direct means of resisting spoofing attacks.

To specifically address the most difficult to detect scenario where a spoofer replicates the authentic GNSS signal with only
additive errors due to the spoofer’s uncertainty and latency in knowledge of the target’s position, we developed an optimal INS
monitor (Kujur et al. (2024)).The monitor accumulates the spoofer’s target tracking errors over time to detect the anomalous
temporal structure of the spoofed measurements. We provided an analytical method for determining the length of the monitor
window that would ensure detection of tracking error with a given missed detection probability. We evaluated the performance
of the monitor with tracking errors modeled as both white and colored Gaussian noise and showed detectability of centimeter
level tracking error noise with a low probability of missed detection (10~7) and false alarm (1073). We also experimentally
validated the performance of the optimal monitor with simulated spoofing scenarios (Kujur et al. (2023)).

This work validates the realistic application of the optimal INS monitor against live spoofing. In Section II we review the
optimal INS monitor and the predicted analytical performance. The live spoofing scenarios are described in Section III and the
monitor performance against these different live spoofing scenarios is presented in Section IV. Finally, we conclude this work
in Section V.

II. OPTIMAL INS MONITOR
1. Kalman Filter State Model

The navigation architecture considered in this work is a tightly-coupled GNSS/INS Kalman filter (KF) which provides the
navigation solution using IMU and GNSS measurements. The dynamics of the system are represented with the process model,

X1 = P xi + Ly, W, (D
where x;, is the state vector, @y, is the state transition matrix, l"wk is the process noise model matrix, and wy is the additive white
process noise with a respective covariance matrix Q. The measurement model is

2 = Hy x¢ + vy, ()

where Hy is the observation matrix and V; is the measurement noise with a respective covariance matrix V. The innovation
vector ¥, with respective covariance matrix Sy at time epoch & is defined as

Y =2z — Hi X 3)
where, X is the state vector estimate prior to the measurement update at time epoch k.

2. Cumulative Position Domain Innovation Monitor

We choose the most difficult to detect spoofing scenario where the spoofer replicates the authentic signals with only additive
noise. This additive noise represents the uncertainty of user position due to limitations of methods and devices used to track
the user position. In our prior work (Kujur et al. (2024)), we showed that the spoofer’s tracking error of target position would
first appear in the innovations. The general detection principle is to accumulate these tracking errors over time (say period N)
to detect spoofing. If the spoofer has tracking error in an arbitrary spatial direction represented by unit vector u, we derived that
the optimal test statistic to observe these tracking errors is through a Neyman-Pearson test statistic given as,

N

ay =Y (%)%, 4)

k=1

where we define 7} as the scalar projection of the innovation vector represented as

Y =u'H[S, 'y, (5)



It can be interpreted as a weighted projection of the innovation vector into the position domain direction u—i.e., the tracking
error direction under consideration. Thus, we define ¥} as the position domain innovation.

Under spoof-free conditions, the scalar position domain innovation in Eq. (5) is Normally distributed as

Y~ A (0,u” Hf S, 'Hyu). (6)

To simplify the notation, we define the variance as

c}ﬂ =u"H]S, 'Hu. (7)

For the spoofed case, we model the tracking error v/ as white Gaussian noise (WGN) distributed as .4"(0, 6?), where 67 is

the unknown variance of the tracking error. This tracking error appears in the test statistic as (Note: superscript s is used to
represent spoofed case:)

v =u"H] S (y +Hpv)) = 1 +u" HL S, 'Hyuvy. (8)
Thus, under spoofed conditions, the position domain innovation has the following Normal distribution:
B~ N (0,04 + 0pc?), 9)
For notational simplicity, we also define,
Gﬁ,ﬁ:s = G;% o7 (10)

For a period of accumulation N, our optimal Cumulative position-domain innovation (CPI) test statistic (in the unspoofed case)

is 5
N
ay=Y, (yg) (11)
k=1

o

The test statistic in the unspoofed case g,, is Gamma distributed as follows,

Nl N
N~r<k;2,2> =r<2,2>. (12)

In the spoofed case, with the tracking error embedded in the test statistic, we have

, 5 N | 2 .
b (E) r(Z32(+ %))

Defining the ratio Q = (opys/ G,,u)2 the above equation can be re-written as

q;Nr(I;/,z(lJrQ)). (14)

3. Monitor Analytical Performance

In our prior work (Kujur et al. (2024)), we also showed the performance of the monitor against spoofing of an en route aircraft.
The analytical performance evaluation was done for an aircraft cruising at level flight, equipped with a navigation grade IMU, and
utilizing single frequency GPS measurements. All the satellite, atmospheric, and environmental errors in the GPS measurements
were compensated using error models in the KF. The IMU measurement rate was 4 Hz whereas the GPS measurement rate was
2 Hz. Tracking errors were modeled as WGN and added to authentic GPS measurements to generate spoofed measurements.
We showed that performance of the monitor is dependent on the carrier phase measurement accuracy and velocity random walk
(VRW) of the IMU.
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Figure 1: CPI probability of missed detection Py versus tracking error o; and monitor run time N.

Figure 1 illustrates the missed detection probability as a function of tracking error and monitor run time. Thus, for a given
scenario, and missed detection requirement with knowledge of spoofer’s minimum tracking error magnitude, the run time for
the monitor can be determined. After analytical simulation results and experimental validation of the monitor, the next step was
to test the monitor against live spoofing to validate realistic performance. In the next section we provide details of the different
live spoofing scenarios used for monitor validation.

III. LIVE SPOOFING SCENARIOS

An aircraft was subjected to live spoofing using on-board equipment during different phases of its flight. For this spoofing event
it was known which sections of flight were spoofed as well as the spoofing profiles injected. A single GPS L1 frequency signal
was spoofed with different three-dimensional spoofing profiles. The spoofed GPS L1 signal and other GNSS signals along with
a near navigation grade IMU (FOG and MEMS accelerometer) measurements were collected.
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Figure 2: Difference in altitude position estimates between authentic and spoofed GNSS signals showing spoofed scenarios.
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Figure 3: IMU performance degradation due to vibration noise.

Figure 2 shows the difference in vertical position estimates due to authentic and spoofed signals. For this validation work we
only observe for discrepancies in the vertical direction. The figure illustrates the different vertical spoofing profiles injected
along the spoofed sections during the flight. A total of four spoofing scenarios labeled Al through A4 with profiles such as
ramp, acceleration, oscillation, etc., are illustrated in Figure 2.

The measurement data set that captured the spoofed scenarios along with the IMU data was fed into a tightly-coupled Kalman
filter. The optimal monitor sequential window implementation as described in our work (Kujur et al. (2024)) was utilized. The
advantage of the optimal INS monitor to detect spoofing at a very early stage of spoofing (even before position offsets) relies on
carrier phase measurement accuracy and short term IMU performance. If the IMU performance is degraded due to an external
nuisance such as vibration, the monitor performance is degraded as well. The IMU used for this validation was an external IMU
and not the avionics navigation grade IMU used for aircraft navigation. This external IMU was not isolated for vibration and was
simply strapped to the aircraft frame. This caused the IMU to experience large magnitudes of vibration causing performance
degradation. Figure 3 shows the IMU x-acceleration measurements compared to the theoretical sample measurements when the
aircraft was stationary. It was observed that the standard deviation of the IMU measurements were 10 to 20 times larger than
predicted by specifications. This caused the IMU noise error model standard deviations to be inflated resulting in an increased
threshold for the optimal INS monitor. One of the drawbacks of a noisy IMU is that if the tracking error is small enough it
cannot be distinguished from IMU noise. This caused detection performance degradation for the monitor. Thus, in this work,
the monitor relied on a mix of tracking errors and position offsets to detect spoofing. In the next section we present the detection
results for each of the spoofing scenarios.

IV. RESULTS

Figures 4, 6, 8, and 10 show the details for spoofing scenarios A1, A2, A3, and A4, respectively. These figures illustrate the time
spoofing was initiated and the respective spoofing profiles. Figures 5, 7, 9, and 11 show the detection results for scenarios Al,
A2, A3, and A4, respectively. The test statistic from Equation (11) after being normalized with the threshold is shown for each
of the scenarios along with the spoofing profiles. Detection occurs once the normalized test statistic exceeds the normalized
threshold value of 1. For all the detection results a monitor window was assumed to start before the spoofing.

The first scenario A1 starts once the aircraft is in its straight and level flight. As illustrated in Figure 4, a ramp-like short spoofing
profile is injected that grows to 40 m offset in around 10 seconds and then after a sudden jump the spoofing proceeds with very
slow acceleration profile. Figure 5 shows the detection result where spoofing is detected in the initial short ramp-like profile
before the sudden jump in less than 10 seconds. This spoofing profile was the most aggressive compared to the others.
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Figure 5: Detection result for scenario Al.

The next scenario A2 is also a ramp-like spoofing profile as illustrated in Figure 6 that grows slowly to around 70 m offset in 45
seconds. After a pause the spoofing profile futher accelerates to 700 m. Figure 7 shows the detection result for this scenario.
Even though the spoofing profile is ramping at a slower rate than scenario Al, it is still detected within 11 seconds.

Figure 8 illustrates scenario A3 where spoofing causes a very slow ramp profile but for extended duration, where the ramp
causes an offset of 35 m in 120 seconds. This profile is indeed slow, but due to accumulation of errors over the extended time,
detection was possible. Figure 9 shows the result for this scenario where detection occurs in 40 seconds, which given the rate
of fault injected is about 11 meters.

The next scenario A4 is a wave-like spoofing profile as illustrated in Figure 10. Figure 11 shows the detection result for this
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Figure 7: Detection result for scenario A2.

scenario. Due to continuous increase in position offset the test statistic also increases respectively causing detection within 25
seconds.

Scenarios where the spoofing profile was a sudden jump were not included in the results as they can be detected instantly.
Although easily detectable, this kind of spoofing can cause major problems for flight management systems (FMS) which use
GPS for positioning and time synchronization. For example, due to a sudden jump in position, alert systems such as the Terrain
Avoidance and Warning System (TAWS) could be triggered.

A major takeaway from this live spoofing validation was the limitation of the IMU and therefore the monitor to detect spoofing
in the presence of vibration noise. In order to achieve predicted performance of the monitor it is therefore necessary to isolate
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Figure 9: Detection result for scenario A3.

the vibrations affecting the IMU as much as possible.

V. CONCLUSION

To validate the monitor performance under realistic spoofing scenarios, GNSS measurements and IMU data for an aircraft under
live spoofing are collected. These spoofed GNSS measurements along with the IMU data are then used in the tightly coupled
Kalman filter through which the optimal monitor’s performance is evaluated. Results show that the monitor can detect spoofing
in less than 40 seconds for different spoofing profiles. Although limited in performance due to effects of aircraft vibration on the
IMU, this work demonstrates that the optimal INS monitor can successfully detect realistic spoofing in real-life environments.
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Figure 11: Detection result for scenario A4.
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