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Abstract

In this paper, wepresentdecompogion results ofthe Complex Cross Ambiguity Funeoti (CCAF) of spoofed Global
Navigation Satellite System (GNSS) signals into their constitutive compdagrfée also propose a new, paktcomposition
detection algorithm based on a nEoitoing RAIM)rceneeptThe goaldsitov e r A
differentiate the spoofed and the authentic satellite signals to generate an authentic navigation Sadtteech stellite

provides thawo sets ofsignal parametsr(codephaseypostdecompositionlsing combinationsf these setave calculate

the pseudorange residuals and identify the two consistent (the authentic and spoofed) navigation solutions among all possible
signal combinations over different tisi@ he method is applicable spoofing scenarios that can lead to Hazardous Misleading
Information (HMI) and are difficult to detect by other means. The method can identify spoofing in the presence of multipath
and when the spoofing signal power matches with offsets in code deldyaoppter frequency relatively close to the true

signal. Spoofing can be identified at an early stage within the receiver without additigneented sensors

INTRODUCTION

Global Navigation Satellite Systems (GNS8¥ the foundationof moderntechnologeal infrastructure GNSS isused for
Positioning, Navigation and Timing (PNT) worldwidewith applicationsin aviation, automated vehicle systems
telecommunicationfinance andenergy system&NSS signalsre vulnerable to Radio Frequerloyerference (RFI) such as

jamming and spoofing attacks. Jamming can deny access to GNSS service while spoofing can create false positioning and
timing estimates that can lead to catastrophic results. This paper focuses on the detection of intenkinoaiRid spoofing,

a targeted attack where a malicious actor takes cdeittr ol
GNSS signal§?]. Different methods have been proposed to detect spoofing, stetedved power monitoringhich monitors



theresponse ddutomaticgain control (AGChandcan be used wheanoverpowereapoofing signal is broadcasignal quality
monitoring (SQM)which tracks the distortiorof the autocorrelationfunction using | and Q channed, RAIM checkson
inconsistent setof five or more pseudorang#satallow the receiver to detespoofng with one or more falssignals signal

direction of arrival (DoA) estimatiotechniques ugng directional antenreor moving antenrsin a specified patteno observe

if all satellite signals are broadcast frohe same directioninertial navigation system (INS) aidifig] [4] which is based on

drift monitoring and otherg5] [6]. Each of these methods have their own advantages and drawback§Crégg-Ambiguity
Function)monitoring approacheg], which exploit only the magnitude of ti@mplex CAF CCAF), can be used to detect
spoofing but face difficulties in environments with multipath and when the Doppler frequency and code phase of the received
signal are closely aligned with the spoofed algithere aremachine leming and deeplearningapproacles (for example
convolutional neural networkso detect GNSSpoofingattacksusing CAF, but these methodspendipon the availability of
spoofingdataandarelimited tothe datasetipon whichthey are trained8]. A sampled signal can be represented in the form

of a complex numberQ(in-phase) and (quadrature), as a function of code delay and Doppler offset. In previous CAF
monitoring concepts, a receiver performs a-tlimensional sweep to calculate the CAF by correlating the received signal with

a locally generated carrier modulated by pseudiwancode for different possible code delay and Doppler pairs. Spoofing is
detectable when two peaks in the CAF are distinguishable in the search space. This could happen, for example, if a power
matched spoofed signal does not accurately align the Dapmderode phase with the true received signal. In practice, because
detection using the CAF is not reliable under multipath or if the spoofed signals are close to the true ones, we idtead expl
the full CCAF.

We implemented a method to decompose a C@#see up ofd contributing signals by minimizing a leasguares cost
function. Because the optimization problem is stonvex, we implementia Particle Swarn®ptimization (PSOggorithm

to find the global minimumThe algorithm can decompose a sum bISS signals for a given satellite (e.g., true, spoofed, and
multipath) into its respective defining paramedessgnal amplitudes, Doppler frequencies, code delays, and carrier phases.
The same process is performed for each visible satellite, and thetedttnde phases are then used in the next step, which is
the detection function.

The spoofing detection concept is as folloeemsider a signal associated with a given satellite thideextracted code phases,
associated with the true, spoofed, andtipath component. At first it is unknown which code phase corresponeishir

authentic signal or spoofed sign&low consider a set of redundant satellites (e.qg., five or more for single constellation GNSS,

six or more for dual constellations, etclhe true code phases will be consistent, in a RAIM sense, across all the satellites.
The same would be true for the spoofed code phases. But the multipath code phases would roariséstett. Therefore,

we may assert that spoofing is happeninmdre than one set of code phases passes a RAIM test. The process is termed
Al nverse RAI MO because detection is based on an extra s
simulation and against publicly available spoofing datasetijding TEXBATI9].

GNSS Signals

GPS paved the way fajobal satellite navigationfollowed by GLONASS, GalileoBeiDou, andregional systemsuch as
IRNSSandQZSS Thesesatelliteconstellationdhavedifferentfrequencies ansignal structurefor both civil and military use
Current and planned signaleansmiton L1 (1575.42 MHz) L2 (1227.60 MHz) and modernizedL5 (1176.45 MHZ.
Techniques such ade division multiple access @DMA) and frequency division mltiple acces{FDMA) are usedo
distinguishdifferent satellies in the constellatioMany modern signals alswansmita pilot componentlong withthe data
component of the signalthich are not modulated with any navigation dated can be used #nhance theeceiversignal
processing capabilitypatais modulatedn the signalgither througtbinary phase shift keyinBPSK)or binary offset carrier
(BOC). Usually, all GNSS signals have chip (rectangular) wavefornmin BPSK the Os and 1s in a binary message are
represented by two different phase states inr¢tmgangular waveformBOC modulation divides each chip insubchips
represented aBOC ("Q "Q where™Qis the subcarrier frequency affdis the carrier frequencBOC alsodividesthe power
spectrunmain lobeinto two identical lobes around trearrier frequencyWe are usinghe GPS L1 C/A signal as an example
in this work but this spoofing detectiomethod is applicable to aBNSS constellations and frequenci€éke GPS LIC/A
signal is transmitted at a frequency® 1575.42 MHz épproximatelyl9 cm wavelength) from all satellites in the form of
radio waves that are modulated with a pseraiwlom (PRN) coded 0 at the rate of 1.023 Meegghips per second (300 m
chip length) to distinguish between different satellites, and then again modulttedavigation DatéD 0 at the rate of 50
bits per second.

GPSReceiverArchitecture



As shown in Figure 1, the GPS signal f iDeppler@hand cawierphaset a r
The signal is then amplified, passough a band pass filter, and then down converted to an intermediate fre@§udncy

mixing with a locally generated mixing signal. It is then passed through a low pass filter to remove the high frequency
components. The advantage of convertingsigeal to an intermediate frequency is that it simplifies the subsequent stages,
making filterseasierto design and tune. The signal is then digitized and mixed again (in Figure 2) with two locally generated
replicas of the carrier signib, in-phase ad quadrature, differing in phase by a quarter cydmd—F —. During digitization,
thesignal is sampled at a sampling frequency based on the Nyquist rate to reliably capture the sighas ftivem passed
through a low pass filter to removestintermediate frequency, and finailys mixed with a local replica of the PRN code with
delaytl
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Figure 1. Thefront endof a GPSreceiver
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Figure 2. GPSreceiverarchitectureaftersignalis digitized

In-phase and Quadraturecomponens

The in-phase€and quadraturé components of an uncorrupted output signal (i.e., no spoofing or multipath) with amplitude
M6 are shown in Equations (1) and (2). When presented in complex form, as in Equation (3phaseimnd quadrature
components are the real and imaginary parts of the signal, respeciitely.oherent integration tini¥ can range from 1 to

20 millisecondsywith the upper limitdesignedo avoid integration across boundaries of a GPS data bitshown in Figure

3. Coherent integration is performéal reduce the effects of thermal noitenger @herent integration tingemayalso be
limited by satdlite Doppler, receiver oscillator error and driindreceivermotion

€
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Performing the integrals iBquations (1) and (2Equation (3) can be expressed4)s(detailsshown inthe appendix
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and"Y is the durationof a singlechip.

To simplify the notation,we definec®i 1168 Summing() componensignals(for example assuminga true satellitesignal,a
spoofedsignal,andasinglemultipathsignal,0 o , we have
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Figure 3. Phasechangeat navigationdatabit boundarywhich limits the coherenintegrationtime.

* Strictly speakingEquation(6) is true only for infinite lengthrandomcodes. For finite lengthPRN codeslike GPSL1 C/A,
'Y, will haveadditionalsmall,butnon-zero,valuesoutsidethedomain, ¥ "YWY . Weignorethesefor now but will
addresgheirimpactlater.



Complex Cross Ambiguity Function (CCAF) MeasurementSpace

The Complex CrossAmbiguity Function CCAF) measuremestdiscretelyspanthe code delay " and Doppler frequency
"0 spaceAt present, to limit the size of the measurement data, we-set. Theupper limit onthe codedelaydimension
is thelength of the codéself andDopplerfrequency dimensionsuallywell within  4000Hz. In the absence @&poofing and
multipath(and noise)the CCAF measuremela@ndscapédookslike Figure4.
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Figure 4. Magnitudes (left) andphases (right) of CCAF measurementsf CCAFswhenonly the authenticsignalis present

When visualized from theode delay poinbf-view, the magnitude ia trianglewith base length of 2 chigs shown in Figure
5 (left) andthe CCAFphasechangehappenstcorrelation peakFigure 5(right)). Fromthe Doppler frequency poiuf-view,
themagnitude of CCARs represented by a sinc functi@igure 6 (left))andthe phase of CCABy a sawtooth pattel(frigure
6 (right)) with frequencypX’Y . The software defined radid0] allows flexibility to arbitrarily change Dopplespacing
However, the code delapacing idimited by the sampling rate of the receiver.
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Figure 5. Magnitudes (left) andphasegright) of CCAF measurementsom codedelaypointof-view.
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/ CCAF (radians)

-200 -100 0 100 200 -200 -100 0 100 200
fa (Ha) fu (Hz)

Figure 6. Magnitudeqleft) andphasegright) of CCAF measurementsom Dopplerpoint-of-view.
SPOOFING

GNSS spoofing techniques consist of broadcasting fake Gi¢fd8Ils with the goal of taking controf a GNSS receiver and
introducing false results for positimy or timing or both. A spoofing attackan be very sophisticatdyy replicating and
transmittingthe signalparametersamplitude,code phaseand Dopple) relatively closeto the authentic signal parameters.
However, tis very hard to replicate the precision of carrier phase, and we want to &xplbyobservingthe CCAF. When

a spooferinitiatesa subtlespoofing attackit generates signal withthe samecode phase and Doppler frequency paithas
authentic signaland then slowlypulls awaythe code phase/Doppler frequengychip is 300 m in lengt (for the GPS L1
signal) and achange in arction of a chigan leada asignificantchange inthe PNT solution Newer L5 signals havefaser
chippingrate,and one chip length is 3f@ieters We arefocusing on scenarios whettee spoofing signals are in the vicinity of

1 chip.

Whena spoofedsignalis presentindthe codedelaysandDopplerfrequencie®f the signalsarenot closelyaligned two peaks
arevisiblein themagnitudeof the CCAF, asshownin Figure7 (left), andthephasein Figure7 (right), is considerablylistorted
relativeto theunspoofedtasein Figure4 (right). Thetwo peaksmergeif the codedelaysandDopplerfrequenciesreclosely
aligned,asshownin Figure8 (left). However,the phasen Figure8 (right) is still significantly differentfrom the unspoofed
case.
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Figure 7. Magnitudedleft) andphasegright) of CCAF measurementshencodedelayandDopplerfrequencypairs arefar apart
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Figure 8. Magnitudeqleft) andphasegright) of CCAF measurementshencodedelayandDopplerfrequencypairs arecloselyaligned.

PARTICLE SWARM DECOMPOSITION

Stackingthe CCAF measurementsom the grid spacegt["Q), the measuremennodelcanbe written as
a yafrd (7)

where’ is thevectorof measuremerdrrors,includingthe effectsof thermalnoiseandcodecrosscorrelation.To decompose
the( signalswe seekto obtainanestimateof the parametewector,"Q thatminimizes the costfunction

0 & Y aifid . (8)

Unfortunately dueto thestructureof Y thecostfunctionis non-convex,andaglobalminimumcannoteobtainecy standard
gradientbasedmethodsIn computationakcience ParticleSwarmOptimization(PSO) [11]is anoptimizationalgorithmthat
worksby generatingipopulationofi p a r trandoimlguwshidohareactuallycandidatesolutionsgivenupperandlowerbounds
A simplePSOalgorithmis shownin Figure9. The particlesaremovedaroundin theN dimensionhspacebasedn theirown
bestknown positionf} andentirep o p u | aeéstkmownipssition G asshownin Equations(9) and (10). Whena particle
finds a position'solutionthat minimizesthe costfunction betterthanthe previousknown position,| getsupdatedbasedon
Equation(11).If thatp a r t positiomisthestamongall otherp a r t positioms @ninimizesthe costfunction), ®is updated
basedn Equation(12) andcalledthe bestglobalsolutionof the swarm.

PSO Algorithm
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where:

i A aretheuniformly distributedrandomnumbeswith™ * b,
0 is theinertiacoefficient

whbd aretheacceleratiorcoefficient

N 0 isthebestlocalposition

w0 isthebestglobalposition

Figure 9. Searchmechanisnof the particleswarmoptimizationalgorithmwith particlepositionupdatesasedon hyperparameters

The PSOalgorithmis appliedto minimize the costfunctiontin Equation(8). As the measurementectord maybe comprised
of N signalstheparametevectorQ & htHIQ h—8 ko AHIQ h— thatyieldsthe bestglobalsolutiondefinesour CCAF
decomposition.

RESULTS
TEXBAT Dataset

In [1] we showedhecapabilityof the PSOalgorithmto decompos€ CAF madeof upto N contributingsignalsandoutputthe
parametevectorQwhennoiseandcodecrosscorrelationarenotpresentTo testthealgorithmin amorerealisticscenariowe
takea sectionof the TEXBAT datasescenaricd, powermatchedpositionpushwith poweradvantageof 0.4 dB, thatincludes
thermalnoiseandcrosscorrelations. Themeasuremerspaceor PRN13consistof 1023chipsthataredistributedover25,000
samplesj.e., codedelaybins, with Dopplerfrequencybin widths of 10 Hz, anda total of 1501 bins. This canbe seenin the
figure in Casel (right), wheretwo signak are present.The PSOsearchedor threesignals,while the input CCAF hastwo
prominentsignalspresentAs shownin the Casel tablg the algorithmcorrectlydecomposethe signalparametersThe two
signak detectedby the algorithmare the authenticsignalandthe spoofingsignalin the measuremergpace while the third
signalis estimatedo havealmostzeroamplitude Thetwo detectedsignalsarezoomedn andshownin Figure10.

Thenoisefloor asshawvn in the Casel CCAF measuremengpaceincludesthermalnoise,andcrosscorrelationsareevident.
The noise floor is reducedby increasingthe coherentintegrationtime. In Case2, the coherentintegrationtime is 20
milliseconds sincefor GPSL1 C/A signalthe NavigationDatabit is 20 millisecondslong. In Case2, the peakis reducedn
width asthe sincfunction hasa frequencyof 1/Tco. In both Casel andCase2, outputparametergrerelatively closeto each
other,butwed o rhd@veanyinformationaboutthetrueparametersThethird signaloutputby theparticleswarmdecomposition
algorithmhaszeroamplitudeindicatingthatthereis no third signalpresent.

The zoomedn view of bothCasel andCase2 along a constant Doppler cut is shown in Figl@eThe noise floowith 20
mscoherent integration time (Figut® (right)) is significantly lower than the rhscoherent integration time (Figui® (left)).
Both results are normalizexdth one of the pdes represeirig an authentic signal antdeother represeing a spoofing signal.
The peak8magnitudes also change with respect to each other when the coherent integration time changastivd@f ins.



CASE 1 Output Parameters TEXBAT CCAF Measurement Space
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Casel. A tableshowingthe outputparametergleft), andthe amplitudeof the measuredCCAF in the TEXBAT datase{right) for 1 ms
coherenintegrationtime.

CASE 2 Output Parameters TEXBAT CCAF Measurement Space
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Case2. A tableshowingthe outputparametergleft), andthe amplitudeof the measuredCCAF in the TEXBAT datase{right) for 20 ms
coherenintegrationtime.

For PRN 23, as shown [@ase 3the two signals overlap very closely in code delad it is very difficult to infer if there is
another signal or just noissy looking at the CCAF magnitude aloméowever, using PSQve are still able to decompose the
signals. The third output signalteseng a crosscorrelation peak ags magnitude is small with respecttte other two output
signals.

We alsotried to lower the computational load by reducing tleegth ofd by decreasingesolutionof the sample grid space
(T7Q). After redudng the search spacky 16 times PSO algorithm wastill able to decompose tha&gnals into their
consecutive parameterss shown irCase 4for PRN 13and1 mscoherent integration timeThe esultsare very close to the

Case 1 outpytarametersThe computational load for the PSO algorithm can be further reduced by finding the maximum peak
using simple functions and cutting down the measurement spa@«dioips in code delay andL00 Hz in Doppler frequency.
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Figure 10. ConstanDopplerCut(Zoomedin View). Codedelayshowstwo distinctpeaks(authenticandspoofedsignak) with 1 ms
coherenintegrationtime (left) and20 mscoherenintegrationtime (right)
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Case3. A tableshowingthe outputparametergleft), andtheamplitudeof themeasured CAF in the TEXBAT datase{right) whensignals
overlapvery closely

PSEUDORANGE CALCULATIONS

To calculate pseudoranges, signal travel tftime between when satellites temit the signal and when receiver receives it)

must be measureft the speed of light, a signal from a sateliiteeenithwould take 67 milliseconds to reattte reeiver, and

a signal from a satellite on the horizon would take 86 milliseconds to fleaceceiverThe satellitdransmittatime issentin

the navigation message in the form e€@unt, which isanincrement of 1.5 seconds and specified at the beginning of each
subframe. Upon receiving the signal there is uncertainty in the data bit timing. Bihggnchronization is done. Bit
synchronization is used to find the time in a sequence where bit iwassiiccur. First, a zero crossing is detected. A zero
crossing is where the output changes from 1 to 1 1lonisor vi
located. When the time of one bit transition is known, it is postidiad all bit transition times since navigationdasthange

every 20 milliseconds with 1 millisecond epoch period.



CASE 4 Output Parameters TEXBAT CCAF Measurement Space
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Case4. A tableshowingthe outputparametergleft), andthe amplitudeof the measuredCCAF after decreasingesolutionof the sample
grid spaceg(tl"Q) by 16 times.

Navigationdata is modulated othe carrier wave at 50 Hz rat&he @mmpletenavigation messge is placed over 25 frames,
each 30 seconds long and contains 1500 bits. Each frame then contains 5 subfrasddradme is 6 seconds long and at the
beginning of each subframe thereais8-bit preamble of 10001011, which could be inverted to 0111@BaGuse of sign
ambiguity.After finding the subframe start for all visible sateBit¢he tims are ynchronizel to calculate the position using
pseudoranged.he pseudorange the signal time travel scaled by the speed of light in a vacuthm. ravigaion message
allowsusto compute satellite positions froomnbital elements at the time of transmissidihe pseudoranges contain unknown
receiverand satelliteclock biases Satellite clock bias is estimated by the coefficients of a polynomial transmitted in the

navigation message. Considering these clock bmse®nospheric and tropospheric delagsasured pseudorangean be
modeledas:

0 " ®Q6 Qo6 Y O Q (13
0 AR d O » O OO Qd Y O Q (14
where
o) subscriptgepresenthe satellites
" is thetruerange
OEHQ 6 arethe position andclock biasof thereceiver
© i Ky Qo arethe positionandclock biasof satellite™Q
&) is the speeddf light in avacuum
Y is thetropospheridelay
O is theionospheridelay
Q is theerrorin measurement

After linearization from Equation (14thelinearizedpseudorange measuremerts can be expressed
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Direct Position Estimation

The drect positionestimation approacfDPE) unlike the conventional approaclprovidesa navigation solution ira single
step. DPEJoes notequire a tracking loofo estimate code delay Doppler to infer the associated PVIThe DPE approach
directly estimates PVT from the received signal.

Since wedo nothave information abouhetrue signal parameters, theck the accuracy of the decomposed signal parameters
of all availablePRNs, we estimate the position through least squas@ionestimation To demonstatgosition estimatiopa
clean(spooffree) ®ction of theTEXBAT datase{9] is decomposedsingparticle swarm decompositiofithe output signal
parameterl are shown in Table &nd the corresponding estimated positoehown in Figure 1With ared marker which

is very close to the true positiafentified in [12].

Estimated Position

w=f== True Position
w=i== Estimated Position
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Austin Community College, Esri, HERE, Garmin, GeoTechnologies
30°17'12"N (50 ft : Inc., NGA, USGS

97°44'10"W 97°44'05"W
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Figure 11. Estimatedpositionwith redmarkerin comparisorwith true position(30 176l 5 . ON6 9% d4d8.642 W) with blue marker.




PRN Output Parameters (])

+ P ITHHWH i 'JLto

23 1.0653 0.0128 756.558 693.63
13 1.0791 -0.0669 295.0373 -1637.65
3 1.0107 -0.0114 414.808 -526.06
7 1.0681 -0.0792 806.6377 -1903.02
6 1.0395 0.0033 821.1598 745.48
16 0.9935 0.0141 945.6315 2842.46

Table 1. A tableshowingthe outputdecomposegarameterfrom differentPRNsin thecleanTEXBAT dataset

Inversereceiver autonomous integrity monitoring

Receiver autonomous integrityonitoring RAIM) is used in GNSS receivers to assess the integrity of the signals received at
any instantin time. RAIM detects faults with redundant GPS pseudorange measurements. Tiagnsmore satellites are
available than needed to produce a position fixgttiearedundancy provides a measure of the measurement consigtency
example, in residudlased RAIM, lhe test statistits defined as the-Borm of the residual vectoxi.e.,the 2norm difference
between the estimated and observed measurements

ifTad oo (18)

For spoofing detection, 6 satellitggnak are decomposed into 3 signalach resulting inn combinations of 6 satellites per

set.In Figure 12, different satellites are represented with different colors. Using PSO, each of the satellites producss 3 output
signals (authentic, spoofed, multipath; represented as 1, 2, and 3, respedaetyyet provides a position fix. If the sets
contain all authentic and all spoofed signals résduai will be small illustrating aonsisteny among the signals in the set,

while other combination sets will not. Since we are interested in consistent sets, instead of incomsistentthis ppcess

il nver s.eln Fgiré M owe plot all the position fixéied markerswith the true position showas ablue markerin
Figure 14 (1l eft), al l 64 ¢ omb ibpsetnimbear. As shawa i Figue t14 (ngat), thed p o
residuals for all combinations are also shown. Note that the residémirafombination setsnumbered 1, 5, 60, 64re

smaller in comparison to the resh these results, satellite combinatigetl is the conjugate of satelliombination Set 64,

which means that if one combination contains all the code phases from the first peak, the other combination contains code
phases from the second peak

PRN| [ Output code phaseW "Hi i 'l "l
First peak Second peak

23 965.1516 964.9815
13 526.7222 525.1371
3 635.2136 634.5055
7 17.5546 16.0155
6 6.3839 5.3196

16 110.0041 108.2743

Table 2. A tableshowingthe outputdecomposegarameterfrom differentPRNsin TEXBAT datasespoofingScenariod (power
matchedpositionpush).
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Figure 12. Inversereceiverautonomousntegrity monitoringconcepwith threedecomposedignalsfrom eachsatellitenumberedas
(2) authenticsignal, (2) spoofedsignal, (3) multipath

Figure 13. Estimated positions from different sets of satellite combination (authentic and spoofed) shown with reslimeokgparison
with true position (30L 7 6 1 5. 0 &48400 ON8,. 6U72 0 W) .with blue marker

In Figure 15, ve show the estimateplosition errorfor 5 timestamps spaimg over 100 seconds with 20 second intesydr

the 4 identified setsThis figure illustrates thatambinationset 64 hasthe least error irall threedirectiors, hencelikely
representinghe true position. As the TEXBAT papi] indicates for Scenariod (position push spoofing attagkhe victim
position changes 600 meters (equivalent to 2 chigbeiverticaldirection which seems to match setalbeit with ssomewhat
different magnitude than dtaed in [7] That, and given th&8etl isthe conjugate of combinatioof Set 64 showsthat Set 1

is the spoofing signal setAlthough in this analysis, we utilized the prior knowledge that TEXTBAT data corresponds to a



